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Foreword

TBC.

“To achieve great things, two things are needed:
a plan, and not quite enough time”
Leonard Bernstein
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Executive Summary

The Virtual Human Twin (VHT) is a groundbreaking initiative aimed at revolutionizing healthcare by
creating personalized, comprehensive, and dynamic digital representations of individuals. It is
envisioned as a systematic, ever-growing digital and quantitative representation of actionable
knowledge in human pathophysiology, encompassing data, models, and insights from diverse
disciplines. The VHT will transform healthcare by improving diagnostics, enabling personalized
treatment plans, and enhancing clinical decision-making. However, realizing this ambitious vision
requires addressing a myriad of technical, infrastructural, ethical, legal, and social implications.

This document presents a comprehensive roadmap outlining the essential elements and strategies for
the successful development and implementation of the VHT. The roadmap is structured in six distinct
parts, each focusing on a specific aspect crucial to the initiative's success.

Part 1 establishes the rationale and context for the VHT, exploring the convergence of global
healthcare needs, emerging trends, and technological advancements that drive its development. This
section emphasizes the importance of stakeholder engagement, involving researchers, clinicians,
patients, policymakers, and industry representatives in a collaborative effort to shape the VHT's vision
and ensure its relevance. It delves into the key concepts of Digital Twins (DTs), highlighting their role
as fundamental building blocks for the VHT. This part also provides an in-depth analysis of stakeholder
needs and challenges, identifying potential barriers to the adoption of the VHT and outlining strategies
to mitigate them.

Part 2 of the roadmap focuses on the technological foundations of the VHT, exploring how to
effectively organize and integrate diverse resources, such as data, models, workflows, services and
tools, to establish a robust and interoperable platform. Advanced data-generating technologies allow to
capture the intricacies of human biology and (patho)physiology. DT models are at the core of the VHT,
ranging from data-driven, utilizing Al, to knowledge-driven, built upon mechanistic understanding. The
credibility of resources needs to be rigorously established and documented, as it provides a quantitative
measure of trustworthiness and reliability for the data and models within the VHT. Integration of
resources to create multi-scale and multi-organ digital twins necessitates standardized approaches to
characterize and annotate models. Al tools can be leveraged to enhance data quality, accelerate resource
integration, and identify gaps in the current knowledge base of the VHT.

Part 3 delves into the crucial infrastructural elements required to support the development, deployment,
and sustainable operation of the VHT. This part emphasizes the need for a robust and secure
infrastructure capable of handling the complexities of data storage, model integration, and collaborative
research within the VHT ecosystem. To realize the ambitious goals of the VHT, a trinity of
interconnected software components is required: the Catalogue, the Repository, and the Platform.
The Catalogue serves as the central hub for discovering and accessing VHT resources, providing
detailed metadata and facilitating efficient resource retrieval. Complementing the Catalogue, the
Repository provides secure and reliable storage for the vast amounts of data and models that constitute
the VHT, ensuring their accessibility and preservation. The Platform, built on top of the Catalogue and
Repository, offers a suite of tools and services to enable users to interact with the VHT resources,
execute simulations, and analyse results. This part emphasizes the importance of adopting open
standards and interoperable technologies to facilitate seamless data exchange and collaboration with
other initiatives and infrastructures in the EU.

Part 4 focuses on the essential ethical, legal, social, and regulatory considerations that are crucial for
the responsible development and implementation of the VHT. This part emphasizes the need for a
comprehensive framework that addresses the complex ethical, legal, and societal implications of this
transformative technology. Establishing a robust and interoperable VHT requires the adoption of
common standards for data formats, model descriptions, and terminology, to ensure data quality,
facilitate data integration, and enable meaningful comparisons across studies and populations.
Additionally, a robust ethical and legal framework must be established to ensure the responsible use of
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VHT technology and protect individual rights and privacy. This includes addressing data security,
informed consent, data ownership, and the potential for bias and discrimination. Following Responsible
Research and Innovation principles will be crucial in navigating these complexities, to establish trust
and facilitate social acceptance of the VHT.

Part 5 delves into the crucial aspects of engaging users, promoting the adoption of the VHT, and
ensuring its long-term sustainability. This part emphasizes the need for a multifaceted approach that
incentivizes participation, addresses user concerns, and fosters a vibrant VHT ecosystem. It emphasizes
the importance of creating a user-friendly interface, providing clear documentation, and offering
training and support to facilitate user adoption. This part furthermore explores various business model
strategies, including public funding, private investment, subscription models, and data licensing
agreements, highlighting the importance of a phased approach that adapts to the evolving landscape of
the VHT ecosystem. Establishing a VHT Marketplace is envisioned as a key facilitator for connecting
VHT creators and consumers, promoting the exchange of resources, and fostering a sustainable
economic model for the initiative. The roadmap also underscores the significance of integrating the
VHT with existing research infrastructures and leveraging national and European funding opportunities
to secure long-term sustainability.

Finally, part 6 brings together the key findings and recommendations from the previous parts,
outlining a tentative timeline of activities for the successful rollout of the VHT over the next decade. It
stresses the need for a collaborative effort involving all stakeholder groups to realize the full potential
of this transformative technology and integrate it effectively into the healthcare landscape. This section
highlights the importance of continuous investment in research and development to advance VHT
technologies, expand the knowledge base, and address emerging challenges. It also emphasizes the need
for ongoing dialogue and collaboration among stakeholders to ensure that the VHT evolves responsibly
and equitably, ultimately contributing to the well-being of individuals and society as a whole.

The VHT roadmap provides a comprehensive framework and set of recommendations for stakeholders
to effectively contribute to the development and implementation of this transformative technology.
Embracing the principles outlined in this roadmap will pave the way for a future where healthcare is
personalized, predictive, and participatory, leading to improved health outcomes for all.
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Note: a list of all contributors will be added as Annex 1 to this roadmap. The individuals listed as
contributors to the VHT roadmap are people who participated in public EDITH-CSA meetings (on-site
or on-line), expert meetings, one-on-one meetings, stakeholder engagement activities and conferences.
In addition, it contains the names of individuals that contributed to the writing of the roadmap or
EDITH-CSA deliverables, in EDITH-CSA activities and realizations, or contributed success stories,
use cases or user stories. In total, over 820 individuals from all stakeholder groups in the ecosystem
contributed in one way or another to the realisation of this roadmap.

EDITH is a Coordination and Support Action funded by the Digital Europe program of the European
Commission under the grant agreement n.101083771. Views and opinions expressed are however those
of the authors only and do not necessarily reflect those of the European Union or the European
Commission. Neither the European Union nor the granting authority can be held responsible for them.

The VHT infrastructure that is described in this roadmap, is a proposal based on the extensive and
inclusive ecosystem-centred process that was followed by the EDITH consortium, as described at the
start of this roadmap. A tender process has been started by the European Commission, independently
from the EDITH project, to build the VHT s advanced simulation platform?.

1 https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/tenderdetails/docs/16cc3c6a-844a-42d4-9746-
dcc7444b8001-CN/Technical%20Specifications EC-CNECTLUX-2024-OP-0014_Advanced%20VHT%20modelling%20platform_V1.pdf.
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Acronyms
1+MG 1+ Million Genomes
AAI Authentication and Authorization Infrastructure
ABE Attribute-Based Encryption
ABM Agent-based model
aBMD Areal Bone Mineral Density
ACC CYFRONET | Akademickie Centrum Komputerowe Cyfronet AGH
ACP Algorithm Change Protocol
ADR Adverse Drug Reaction
AEs Auto-Encoders
AFib Atrial Fibrillation
AGS Advisory Group of Stakeholders
AHA American Hospital Association
AHP American Hospital of Paris
Al Artificial Intelligence
Al Act Artificial Intelligence Act (Regulation (EU) 2024/1689)
Al HLEG Artificial Intelligence High-Level Expert Group
AlB Artificial Intelligence Board
AIM International Association of Mutual Benefit Societies
ALCOA Attributable, Legible, Contemporaneous, Original, Accurate
AMICE Association of Mutual and Cooperative Insurer in Europe
APDL Ansys Parametric Design Language
API Application Programming Interface
AQUAS Ageéncia de Qualitat i Avaluaci6 Sanitaries de Catalunya
AR Augmented Reality
ARFO0 Absolute Risk Of Current Fracture
ASME American Society of Mechanical Engineers
ASTM American Society for Testing and Materials
ATHENA Athina-Erevnitiko Kentro Kainotomias Stis Technologies Tis Pliroforias, Ton
Epikoinonion Kai Tis Gnosis
ATMP Advanced Therapy Medicinal Product
Atrialmtk Atrial Modelling Tool Kit
AV Anti-Virus
AWS Amazon Web Services
B1IMG Beyond 1 Million Genomes
B2B Business-to-Business
BAM Binary Alignment Map
BBCT Bologna Biomechanical CT
BBCT Bologna Biomechanical Computed Tomography
BCO BioCompute objects
BCR Binding Corporate Rules
BDML Biological Dynamics Markup Language
BIDS Brain Imaging Data Structure
BioPAX Biological Pathways Exchange
BMC Business Model Canvas
BMD Bone Mineral Density
BND Boundary format
BRCAPRO BRCA carrier prediction model
BSC Barcelona Supercomputer Centre
CAGR Compound Annual Growth Rate
CAMD Competent Authorities for Medical Devices
CBER Centre for Biologics Evaluation and Research
CC-BY-SA Creative Commons Attribution Share-Alike license
CDA Clinical Document Architecture
CDC Center for Disease Control
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CJEU
CKAN
CKM
CM&S
cMDX
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CoP
CoU

CP
CPM
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CTR
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CWL

D

DA
DAT
DCAT-AP
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DOID
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Clinical Data Interchange Standards Consortium
Clinical data management

Contract Development and Manufacturing Organization
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Conformité Européenne
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European Committee for Standardization
European Electrotechnical Committee for Standardization
Common European Research Information Format
European Organization for Nuclear Research
Computational Fluid Dynamics
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Court of Justice of the European Union
Comprehensive Knowledge Archive Network
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Computer Modelling & Simulation

Clinical Map Document based on XML

Centers for Medicare & Medicaid Services
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European Trade Association representing the medical imaging, radiotherapy, health

ICT and electromedical industries

Computational Modeling in Blology NEtwork
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Human Disease Ontology

Data Object Pose

Data Object Type
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Data Protection Impact Assessment

Data Protection Officer

Digital Single Market

Data Storage Management Services

Digital Twin

Digital Twin Definition Language

Digital Twin in Healthcare

Digital Twin Industry market, applications combined
Deep Thinkers Meeting

Dual-energy X-ray absorptiometry

External Advisory Board

European Association for Psychotherapy

European infrastructure for translational medicine
European Bioinformatics Institute

European Community

European Centre for Disease Prevention and Control
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European Clinical Research Infrastructure Network
European Digital Innovation Hub

European Digital Innovation Hubs
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European Data Protection Board

European Data Protection Supervisor
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European Federation of National Associations of Orthopaedics and Traumatology
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Electronic healthcare record

Electronic Health Records Exchange Format
European Health Telematics Association

EOSC Interoperability Framework

European life sciences infrastructure

European Liver Patient Organisation

Ethical, Legal & Social Issues

European Medicine Agency

Engineering in Medicine & Biology Society
Extreme-scale Model Exploration with Swift
Gesellschaft fir Kommunikations- und Technologieforschung mbH
Electronic Medical Record

European Multiple Sclerosis Platform

European Nursing Council

European Union Agency for Cybersecurity

European Open Science Cloud

European Patent Convention

Edinburgh Parallel Computing Centre

European Patients’ Forum

Ecole Polytechnique Fédérale de Lausanne

European Patent Office

European Research Infrastructure Consortium
European Society of Cardiology

European Strategy Forum on Research Infrastructures
European Union

European Cancer Images project

European Database for Medical Devices

European Data e-Infrastructure Initiative
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EUDAT-CPI
EUHA
EUnetHTA
EUPATI
EUREC
EuroHPC
EURO0CS
EUSIP
FAIR
FASTQ
FDA
FEM
FFR
FHIR
FieldML
FIPAT
FL

FMA
FORTH
FRAND
FUTURE-AI
FVM

FzJ

GA
GA4GH
GANS
GB

GBA
GCP
GDC
GDI
GDPR
GLP
GMLP
GMP

GO

GPL
GPU
GSP

GUI

GxP

HAS
HBP
HCA
HCP
hDAAs
HDAB
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HDR

HE

HER
HGP
HIPAA
HITS
HL7
HL7-STU
HMAC
HOPE
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EUDAT Collaborative Data Infrastructure

European Hospital and Healthcare Federation
European Network for Health Technology Assessment
European Patients’ Academy on Therapeutic Innovation
European Network of Research Ethics Committees
European High-Performance Computing

European Organ-on-Chip Society

European Social Insurance Platform

Findable, Accessible, Interoperable, Reusable
sequencing format with quality information

Food and Drug Administration

Finite Element Modelling

Fractional Flow Reserve

Fast Healthcare Interoperability Resources
Meta-language for representing hierarchical models using mathematical fields
Computational Modeling in Biology Network
Federated Learning

Functional Model of Anatomy

Foundation for Research and Technology Hellas)

Fair, Reasonable, and Non-Discriminatory

Fairness, Universality, Traceability, Usability, Robustness & Explainability in Al
Finite volume modelling

Forschungszentrum Jilich GmbH

Grant Agreement

Global Alliance for Genomics and Health

Generative Adversarial Networks

Gigabyte

Gemeinsamer Bundesausschuss

Good Clinical Practice

Genomic Data Commons

European Genomic Data Infrastructure

General Data Protection Regulation (Regulation (EU) 2016/679)
Good Laboratory Practice

Good Machine Learning Practice

Good Manufacturing Practice

Gene Ontology

Global public licence

Graphics Processing Unit

Goos simulation practice

Graphical User Interface

Good x Practice

Haute Agence de Santé (France)

Human Brain Project

Human Cell Atlas

Health Care Providers

harmonised Data Access Agreements

Health Data Access Body

Hierarchical Data Format

Health Data Research

Homomorphic encryption

Health Electronic Record

Human Genome Project

Health Insurance Portability and Accountability Act
Heidelberg Institute for Theoretical Studies gGmbH
Health Level Seven International

Health Level Seven International — Standards for Trial Use
Hash-based Message Authentication Code

European Hospital and Healthcare Federation
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HPC
HQ
HRAI
HTA
HTA-CG
HTAI
HTC
HTML
HTS
laaS
IAB
1AM
IB

ICD
ICEM
ICING
ICO
ICT
ICU

ID

IDE
IDK
IDP
IEC
IEEE
IFAA
IHE
IHI
IMDRF
IMS
INCF
INP
INRIA
loT
IPFS
IPR
IPS
IQWIG
ISFET
ISO
IST
ISW_CoP
IT

ITU
IVDR
JIC
JSON
KEGG
KEGG
KG
KGML
KiSAO
LAT
LLM
LYN

M
mCode
MDCG
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High-Performance Computing

Head Quarter

High-Risk Al

Health Technology Assessment

Health Technology Assessment Coordination Group
Health Technology Assessment International
High-Throughput Computing

HyperText Markup Language

High-throughput screening

Infrastructure as a Service

Industry Advisory Board

Identity & Access Management

Intermediary Business

International Classification of Diseases

Ansys mesh generator

Intensive Control Insulin-Nutrition-Glucose
Information Commissioner’s Office (UK)
Information and Communications Technology
Intensive Care Unit

Identity

Integrated Development Environments

Interface Development Kit Archive

Identity Provider

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers
International Federation of Associations of Anatomists
Integrating the Healthcare Enterprise

Innovative Health Initiative

International Medical Device Regulators Forum
Infrastructure Management Services
International Neuroinformatics Coordinating Facility
Input file

Institut National de Recherche en Informatique et Automatique
Internet of Things

InterPlanetary File System

Intellectual Property Rights

International Patient Summary

Institute for Quality and Efficiency in Healthcare
lon-sensitive field-effect transistor

International Standards Organisation

In silico Trials

In silico World Community of Practice
Information Technology

International Telecommunication Union

In vitro diagnostics medical devices regulation
Joint Initiative Council for Global Health Informatics Standardization
JavaScript Object Notation

Kyoto Encyclopaedia of Genes and Genomes
Kyoto Encyclopaedia of Genes and Genomes
Knowledge Graph

KEGG Markup Language

Kinetic Simulation Algorithm Ontology

Local Activation Time

Large Language Model

Lynkeus SRL

Month

minimal Common Oncology Data Elements
Medical Device Coordination Group
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MDDT
MDR
MDSW
ME/CFS
MEE
MIASE
MIMIP
MINIMAR
MIRIAM
MIT

ML
MMSL
MNC
MOT

MPI

MRI

MS

MSF

MTB
MultiCellIDS
MultiCellIML
MVP

NCA
NCAPR
NCBI

nD
NeuroML
NFS

NGO

NGS

NICE
NIfTI

NIH

NIST

NLP
NNEF
NoSQL
NPY
NRRD
NuML
OA
OAI-PMH
OBl

OBI

ODE
OECD
OHDSI
oIbC

oM
OMEX
OMOP
ONNX
OpenAIRE
OpenCARP
openEHR
OpenMINDS
OpenVvVT
ORCID
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Medical Device Development Tool

Medical Device Regulation

Medical Device Software

Myalgic encephalomyelitis/Chronic Fatigue Syndrome
Model Execution Environment

Minimum Information About a Simulation Experiment
Model Inference and Parametrization

Minimum Information for Medical Al Reporting
Minimum Information Requested in the Annotation of biochemical Models
Massachusetts Institute of Technology

Machine Learning

Multiscale Modeling and Simulation Language
Multi-national Companies

Model Object Type

Message Passing Interfaces

Magnetic Resonance Imaging

Member State

Minimum Side-Fall Strength

Molecular Tumor Boards

MultiCellular Data Standard

Multi-Cellular Modelling language

Minimal Viable Product

National Competent Authorities

National Competent Authorities for Pricing and Reimbursement
National Center for Biotechnology Information
n-dimensional

Neuroscience eXtensible Markup Language

Network File System

Non-governmental Organisation

Next generation sequencing

National Institute for Health and Care Excellence
Neuroimaging Informatics Technology Initiative
National Institutes of Health

US National Institute of Standards and Technology
Natural Language Processing

Neural Network Exchange Format

‘Not only’ Structured Query Language database
NumPY file format

Nearly Raw Raster Data

Numerical Markup Language

Open access

Open Archives Initiative Protocol for Metadata Harvesting
Ontology for Biomedical Investigation

Ontology for Biomedical Investigation

Ordinary Differential Equation

Organization for Economic Cooperation and Development
Observational Health Data Sciences and Informatics
Open ID Connect

Operations and Monitoring

Open Modelling Exchange

Observational Medical Outcomes Partnership

Open Neural Network Exchange

Open Access Infrastructure for Research in Europe
Open Cardiac Arrhythmias Research Package

open Electronic Health Records

Open Metadata Initiative for Neuroscience Data Structures
Open Virtual Tissues

Open Researcher and Contributor IDentifier

22



D3.2: VHT roadmap

0SS

PaaS

PACS
PBPK

PC

PCCP

PCP

PEA
PerMedCoE
PET

PFA

PFB

PGx
PharmML
PHD

P1 SCHOOL
PICAR

PICOR
PK
PM
PMML
PoC
PoW
PPI
PPP
PPRL
PRE
PRISMA
Q1
QALY
QMUL
QnA
Qol
R&D
RAM
RCT
RDA
RDF
RDM
RDP
RI
RNG
RO
ROI
Rol
RRO
RWE
RWTH
SaaS
SAIL
SAM
SaMD
SBGN
SBML
SBO
SBOL-Visual
SBRML
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Open Source Software

Platform as a Service

Picture Archiving And Communication System
Physiology-based pharmacokinetics

Project Coordinator

Predetermined Change Control Plan
Pre-commercial procurement of innovation
Privacy Enforcement Authorities
Personalised Medicine Centre of Excellence
Privacy-enhancing technology

Portable Format for Analytics

Portable Format for Bioinformatics
Pharmacogenomics

Pharmacometrics Markup Language
personal health devices

PI SCHOOL

Population, Intervention, Comparison, Attributes of eligible Clinical Practice
Guidelines, Recommendation

Population, Intervention, Comparator. Outcome and Recommendation
Public pseudonymization Key

Project Manager

Predictive Model Markup Language
Proof of Concept

Proof of Work

Public Procurement of Innovation
Public-Private Partnership

Privacy Preserving Record Linkage

Proxy Re-Encryption

Preferred Reporting Items for Systematic reviews and Meta-Analyses
Quarter 1

Quality Adjusted Life Years

Queen Mary University of London
Question and Answer

Quantity of Interest

Research and Development

Random Access Memory

Randomized Control Trial

Research Data Alliance

Resource Description Framework

Research Data Management

Remote Desktop

Research Infrastructure

Random Number Generator

Research Object

Region of Interest

Return on Investment

Runtime Requirements Ontology

Real World Evidence

Rhine-Westphalia Technical University of Aachen
Software as a Service

Secure Anonymised Information Linkage
Serviceable Available Market

Software as a Medical Device

Systems Biology Graphical Notation
Systems biology markup language

Systems Biology Ontology

Systems Biology Open Language

Systems Biology Results Markup Language
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SDO
SED-ML
SEIM
SEP
SEPIO
SePR
SK

SME
SMPC
SNOMED
SO

SOM
SOP
SPDX
SPE

SPS

SRB
SSH
SSO
STAR*
STEEPLE
STL

Stl

STT

SV
SWOT
TAM
TC
TCGA
TCL
TDM
Teddy
TEE
TEHDAS
TES
TIFF
TIR
TPLC
TRL

TS
TSANFDI
TSD
TTO
TTP
TTSO
uDlI
UDI-DI
UDI-PI
Ul
ULIEGE
UNIBO
UpP

UPC

uQ

us

UsSD
USP
UVA
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Standards Developing Organisation

Simulation experiment description markup language
Security Information and Event Management
Standard Essential Patents

Scientific Evidence and Provenance Information Ontology
Secure eResearch Platform

Secret (private) pseudonymization Key

Small and Medium-sized Enterprises

Secure Multi-Party Computation

Systematized Nomenclature of Medicine
Standardized Output

Serviceable Obtainable Market

Standard Operating Procedure

Software Package Data eXchange

Secure Processing Environment

SaMD Pre-Specifications

Single Resolution Board

Secure Shell Protocol

Single Sign-on

Strategies to Reduce Transmission of Antimicrobial Resistant Bacteria
Societal, Technical, Economic, Environmental, Political, Legal, and Ethical
Stereolithography File Format
Stereolithography file format

Specific Tech Tools Businesses

Shapley Value

Strengths, Weaknesses, Opportunities, Threats
Total Addressable Market

Technical Committee

Cancer Genome Atlas

Tool Command Language

Text and Data Mining

Terminology for the Description of Dynamics
Trusted Execution Environment

Towards European Health Data Space

Task Execution Service

Tagged Image File Format

Time In Range

Total Product Lifecycle

Technology Readiness Level

Technical Specification

Terminology Services 4 NFDI

Directive on the Protection of Trade Secrets
Technology Transfer Office

Trusted Third Party

Tech Transfer Or Spinoff Businesses

Unique Device Identification

Unique Device Identification — Device Identifier
Unique Device Identification — Production Identifier
User Interface

University of Liége

Alma Mater Studiorum — Universita di Bologna
Unitary Patent

Unified Patent Court

Uncertainty quantification

United States of America

United States Dollars

Unigue selling proposition

Universiteit van Amsterdam
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VDI
VEP
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VHT
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VM
VR
VTK
VV-40
VVUQ
W3C
WDL
WES
WHO
WIPO
WoT
WP
WP29
XML
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Y1
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University of Virginia

Variational Auto-Encoders

Virtual Desktop Infrastructure

Variant Effect Predictor

Virtual Physiological Human Institute
Virtual Human Twin

Flemish Institute for Technological Research
Virtual Machine

Virtual reality

Visualization Toolkit

Verification and Validation 40
Verification, Validation and Uncertainty Quantification
World Wide Web Consortium
Workflow Descriptive Language
Workflow Execution Service

World health organisation

World Intellectual Property Organization
Web of Things

Work Package

Article 29 Working Party

Extensible Markup Language

Years old

Year 1

Zero-Knowledge Proof
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1 Genesis and validation of the roadmap

The Virtual Human Twin (VHT) is an integrated multi-level, multi-time, and multi-discipline
representation of gquantitative human physiology and pathology. Its realisation through collaborative
distributed knowledge and resource platforms is specifically designed to accelerate the development,
integration, and adoption of patient-specific predictive computer models, which will be used as clinical
decision support systems for personal health forecasting or as methodologies for the development and
de-risking of personalised medical products. The vision of EDITH is to facilitate the realisation of the
opportunities presented by VHTSs for the benefit of patients, healthcare providers, regulatory bodies and
industry, and other ecosystem actors, both within Europe and globally.

EDITH was a Coordination and Support Action (CSA) funded by the European Commission (EC),
capitalising on the developments of digital technologies, employment of high-performance computing
(HPC), availability and access to research and healthcare data in Europe, with the mission of creating
a roadmap to go from the currently available resources (which often focus on a single organ or a single
function system) to a data-driven and knowledge-driven fully integrated multi-scale and multi-organ
whole-body VHT. EDITH-CSA facilitated this process by building an inclusive ecosystem driven by a
consensus among the relevant European communities following RRI principles, and building a proof-
of-concept infrastructure consisting of a data/model repository (and catalogue), as well as a simulation
platform.

The objectives of the EDITH-CSA project were the following:

e To frame an ecosystem of Digital Twins in healthcare within the European Union (EU). EDITH is
conducting a mapping of actors, initiatives, resources, and barriers in the Digital Twins, with the aim of
ensuring adequate clinical representation and fostering the integration of all relevant stakeholders such
as developers, technology and infrastructure providers, end-users, regulatory agencies, and Health
Technology Assessment (HTA) bodies;

e Tobuilda roadmap towards an integrated Virtual Human Twin, identifying the main research challenges
and infrastructure needs, formulating clear policy recommendations, addressing interoperability,
computability and health information integration, identifying implementation needs/barriers and
developing a strategy for the clinical deployment of the VHT models and their uptake in personalised
clinical decision-making.

e To develop a federated and cloud-based repository of Digital Twins in healthcare (data, models,
workflows, algorithms, and good practices), pooling together existing resources across Europe and
providing access to relevant existing data and model repositories. The ecosystem was leveraged to create
a repository catalogue with available resources and recruit resources from the consortium and beyond.
The ultimate goal for this repository was to understand the diversity of needs and expectations of the
ecosystem in order to adequately inform the roadmap.

e To outline a simulation platform supporting the transition towards an integrated VHT implemented as
a public infrastructure, providing a one-stop shop to design, develop, test, and validate single-organ
Digital Twins and combine them with others for the integrated VHT models. Five use cases involving a
range of diseases, organ systems and medical fields (cancer, skeletal diseases, cardiovascular and brain
applications and applications in intensive care medicine) had been pre-selected to be developed as
prototypes to show the added value of a simulation platform. In the course of the project, the decision
was taken to build a proof-of-concept platform (though not required by the grant agreement) in order to
test several choices and functionalities included in the roadmap recommendations.

The original vision as proposed in Viceconti et al. (2023)? was the result of work initiated in the grant
preparation phase and continued through the review phase and the project execution. An articulated
vision was expected by month 6 of the project (31/3/2023) and a first version of the entire roadmap? by
month 10 (31/7/2023). Given that challenging timeline, the work on the vision was prepared by the
scientific community of experts with a proven track record in one of the various scientific disciplines
and fields relevant to the VHT, in active collaboration with specific external experts including industrial

2 https://doi.org/10.1109/jbhi.2023.3323688
3 EDITH CSA Deliverable 3.2: first draft of the VHT roadmap. Zenodo. https://doi.org/10.5281/zenodo0.8200955
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and clinical translation. Several public meetings and public draft consultations were organised in order
to further validate the proposed concepts. The submission of the first draft of the VHT roadmap marked
the end of the first phase of EDITH-CSA.

The list below captures the meetings organised by EDITH-CSA. The main discussion meetings were
recurring online meetings with the consortium, the advisory board/group of stakeholder and public
discussion meetings with (parts of) the ecosystem:
e EDITH consortium meetings
o October 11, 2022, online: kick-off meeting;
o October 2022-December 2024: Mapping, Vision, Repository/Platform and Sustainability WG
meetings, each meeting on a biweekly basis;
o November 29-30, 2022, Leuven;
o January 30-31, 2023, Leuven;
o April 16-18, 2024, Athens.
o EDITH advisory board meetings
o December 2022-July 2023: Industry Advisory Board meeting every 2 weeks;
o September 2023-November 2024: 5 Industry Advisory Board deep dives;
o May 13 (intro), June 25, 26, 28 (deep dives), November 15 (recommendations), 2024: Advisory
Group of Stakeholders meetings.
e  Public meetings
o May 16-17, 2023: EDITH Deep Thinkers Meeting Rome (100 experts covering all stakeholder
groups);
March 24, May 2 & June 1, 2023: EDITH public discussion meetings (online);
December 22, 2023: VHT launch (organised by European Commission, onsite & online
presence);
January 16-17, 2024: EDITH ecosystem meeting Paris;
April 17, 2024: EDITH public meeting with external contributors of use cases (online);
July 15-16, 2024: EDITH ecosystem meeting Amsterdam;
November 27, 29, 2024: EDITH public discussion meetings (online);

o O

o O O O

The public ecosystem meetings consisted of a combination of plenary sessions, strategy panel
discussions and breakout sessions. The topics of the panel discussions and breakout sessions reflected
the different aspects covered in this roadmap. Reports of the public meetings of Rome*®, Paris®’ and
Amsterdam?®® are available on the EDITH-CSA website, along with the slide decks.

In addition to these meetings, over the entire duration of the CSA, EDITH/VHT-focused meetings with
various communities of the ecosystem were held. These included meetings with clinical societies,
scientific societies, research infrastructures, industrial partners, policy makers, regulatory actors and
patient organisations. Furthermore, EDITH consortium members were invited to discuss the VHT
initiative at numerous conferences, workshops and summer/winter schools in the fields of digital twins,
in silico medicine, systems biology, wearables, HPC, Al, organ-on-chip, clinical science, ethics,
regulatory science, and policy making. Additionally, a wide range of public events and community of
practice meetings (e.g., Avicenna Alliance, VPHi) have taken place where EDITH consortium members
have presented the current status of the developing VHT vision and roadmap. Finally, key events,
developments and opportunities were communicated in a monthly newsletter.

The written representation of the aforementioned meetings and discussions resulted in the current
document. A first public document detailing the vision and roadmap outline was published in Zenodo
and opened for comments and discussion?. This was followed by a preliminary version of the first

4 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH-DTM-Rome_Minutes.pdf

5 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH_DTM_Rome_annexes.zip

8 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH-EM-Paris_Minutes.pdf

7 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH_EM_Paris_annexes.zip

8 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH-EM-Amsterdam_Minutes.pdf

9 https://www.edith-csa.eu/wp-content/themes/edith/documents/EDITH_EM_Amsterdam_annexes.zip

0 EDITH CSA Deliverable 3.1: Vision for the Virtual Human Twin and Roadmap Outline (2023). https://doi.org/10.5281/zenodo.7796845
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draft of the roadmap, a preliminary version of the final draft of the roadmap and the draft version of
the extended summary of the final roadmap.
e April-May 2023: vision and roadmap outline (via Zenodo and website form);
e June-July 2023: initial draft of the roadmap (via Zenodo and website form, or editable Google Docs);
o July-October 2024: comments on the first draft of the roadmap, leading to the final draft (via editable
Google Docs);
o November-December 2024: extended summary of the roadmap (via editable Google Docs).

All inputs gathered from the activities mentioned above have been thoroughly discussed and processed
in the roadmap. Hence, when the word ‘we’ is used in this roadmap, it refers to the entire community.

1.5.1 General validation approach: key principles
There is no well-defined process for the validation process for roadmaps, however, several elements
were identified as key principles to the validation of roadmap building:

e Need identification: the roadmap’s ability to identify and address existing gaps in programs;
Understanding: the ease of roadmap and roadmap content comprehension;
Acceptability: the perception, satisfactoriness and organizational fit of the roadmap;
Integration: the roadmap’s ability to fit into the current programming;
Translation: measures the facilitators of translation such as appropriateness, context nuances and budget
feasibility;

o Implementation: measures the possible execution of all sections and actions listed in the roadmap;

e Practicality: the ability of existing financial and human resources to implement the roadmap;

o Political buy-in: the political support for the implementation of RM (from individual organisations up to

EU level).

The activities of the EDITH-CSA consortium and the approach taken to building and writing the VHT
roadmap have been consistently based on these key principles.

1.5.2 Validation by an advisory group of stakeholders

During the second year of the project, the Advisory Group of Stakeholders (AGS) was activated. The
AGS, through its composition of high-level and internationally renowned experts, is an important
instrument for strengthening the VHT ecosystem, delivering high-level feedback and validation, and,
in doing so, generating political buy-in for the VHT roadmap and the proposed activities. The AGS
was composed of high-level experts from academia, clinics, industry (large companies and start-ups),
trade associations, regulatory agencies and notified bodies. The expertise of the AGS members covered
the technological (academic & industrial), ethical, legal and social (ELSI) aspects related to VHT. The
members of the AGS were the following:

Valentina Strammiello, European Patient’s Forum

Mariano Vasquez, ELEM Biotech

Ger Janssen, Philips

Annabel Seebohm, COCIR

Peter Aulbach, Siemens Healthineers (represented by Lance Ladic)

Julia Neguer, Dassault Systémes (replaced by Jean Colombel)

Patrick Boisseau, MedTechEurope

Robert Madjno, TivSid (represented by Briane Laruy and Surash Surash)

Gernot Marx, Uniklinik Aachen

Fidelia Cascini, Catholic University of the Sacred Heart, Rome

Michael Benson, Karolinska Institutet

Julio Saez-Rodriguez, University of Heidelberg

Paola Grosso, University of Amsterdam

Maxime Sermesant, INRIA

Signe Mezinska, University of Latvia

Maria Benedetti, University of Bologna
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The first meeting of the AGS took place online on May 13" 2024, starting with a general introduction
to the EDITH project, its consortium and main goals. This was followed by a discussion of the VHT
roadmap approach, structure & subject matter. This first meeting was followed by three deep dive
meetings into the VHT science, technology & infrastructure (25/6/2024), the Ethical, Legal and Social
issues for VHT (26/6/2024) and the uptake, users & sustainability (28/6/2024). The last meeting of the
AGS in the scope of the EDITH project (15/11/2024) was dedicated to the roadmap and its
recommendations. The basis of the discussion was the extended summary of the roadmap, a high-level
document aimed at policy makers explaining the rationale, reality and realization of the VHT initiative
and infrastructure. All AGS meeting minutes are available on the EDITH website!. Below we briefly
discuss each meeting by providing the agenda and the summary of the recommendations that were
made.

1.5.3 From an innovation ecosystem to an innovation framework

The essential starting point for ensuring validation is the connection, interrogation and collaboration
with an active and engaged ecosystem, as well as a thorough view on the state of the art of the relevant
VHT actors and building blocks. Through its mapping, stakeholder engagement, and innovative
knowledge sourcing tool, EDITH-CSA addressed gaps in visibility, fostered collaboration, and laid a
strong foundation for the sustainable development and adoption of the European VHT.

The innovation ecosystem identified in this deliverable is the basis upon which the validated VHT
roadmap will define the VHT’s innovation framework:

e By having identified the stakeholders and brought together the ecosystem, EDITH-CSA has
accomplished the first step of the successful realisation of an inclusive and fit-for-purpose VHT. Having
all stakeholders on board, sharing a vision and contributing building blocks is the best guarantee for a
swift uptake and committed user community.

e By having identified the needs and expectations of each of the stakeholders, EDITH-CSA has provided
the future developers of the VHT infrastructure with clear guidance on how to realize an inclusive and
sustainable VHT advanced simulation platform and related services.

e By having actively engaged with the entire ecosystem in a variety of activities throughout the
roadmapping process, the EDITH-CSA consortium has addressed all the elements that constitute the
validation of the proposed roadmap. For the future development of the VHT, it will be absolutely
essential to continue to invest in the ecosystem development and engagement — expanding it from the
global level to the national and regional level within the different EU member states.

In conclusion, the VHT ecosystem is an essential prerequisite for executing the vision detailed in this
roadmap and building a sustainable and active innovation framework that is able to deliver on the
promise of the Virtual Human Twin.

1 https://www.edith-csa.eu/advisory-boards/
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2 Structure of the Roadmap

The roadmap is structured along the following 5 parts

e Need and vision
Technology
Infrastructure
Standards, regulatory, ethical, legal and social issues
Users, uptake and sustainability
This structure allowed us to start from the ecosystem’s needs and expectations before defining a vision
and identifying the necessary building blocks to realise that vision. When defining the building blocks,
the state of the art is always considered, not only to avoid reinventing the wheel, but also — and more
importantly — to be able to interoperate with the wide range of already available public and private
building blocks and initiatives. At the end of the roadmap, in part 5, we return to the stakeholders and
discuss sustainability. The final part, part 6, provides a comprehensive list of the recommendations from
each of the 5 parts, a tentative timeline for their development, and a series of tangible actions for the
different stakeholders in the VHT ecosystem.

Given our choice to make this roadmap a comprehensive document that also includes many technical
details about technologies, standards and EU regulations, we have decided to produce 2 more versions
of this roadmap. An extended summary of this roadmap will be published alongside this comprehensive
roadmap. This extended summary is intended as a policy brief, created for policy makers and anyone
interested in understanding the need for and the multi-faceted nature of the VHT, as well as the tangible
steps (recommendations) that need to be taken to realize the VHT. The extended summary will be
translated into French, Spanish, Italian, German, Dutch, Swedish and Polish languages.

A final version of this roadmap will appear towards the end of 2025 in the form of a popular science
book on digital twins in healthcare. This, too, will cover all the parts of this roadmap but in a light and
accessible tone. The aim of the book is to provide information on digital twins, their technological,
standards, and regulatory needs, along with ELSI considerations.

To illustrate the various sections and concepts, a variety of examples have been included in this
roadmap. There are four categories of examples:

e Success stories: these are examples of currently existing Digital Twins, communities, initiatives,
infrastructures etc. These are short descriptions, highlighting a particular aspect of the example to
illustrate a specific section in the roadmap.

o EDITH developments: these are examples of tools or demonstrators developed during the EDITH-CSA
project with the aim of informing the roadmap.

e Use cases: these are examples of currently existing Digital Twin solutions that have gone through all
phases of research and development and that are currently present in (or being transitioned into) clinical
practice. These use cases will come back in every part of the roadmap (technology, infrastructure, ELSI,
uptake), providing a complete picture of a VHT application.

o  User stories: these are fictitious stories that shed light on a possible future scenario for VHT development,
from the angle of different stakeholders. These user stories are inspired by actual applications and
ongoing developments, making the realisation of said stories likely in a future where the VHT roadmap
has been implemented.

All these examples are included throughout the roadmap and are recognisable by the coloured box they
are presented in. The header of the box clearly states what type of example it is (success, story, use case
or user story). For success stories and use cases, references are provided for further reading.

Box 1: Success story - example

Success story: Name

Here you can read the summary of the example.
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PART 1:

FROM DIGITAL TWINS IN HEALTHCARE TO THE
VIRTUAL HUMAN TWIN

31



D3.2: VHT roadmap EDITH — 101083771

3 Definitions

A Digital Twin (DT) is the virtual representation of a physical object or system across its lifecycle. It
uses real-time data and other sources to enable learning, reasoning, and dynamically recalibrating for
monitoring, diagnostics, and prognostics. When applied in the context of health and care, the elements
of real-time read-out and dynamic recalibration are relevant for specific applications and contexts (such
as ICU patient care and deep brain stimulation), but for many other applications these elements are not
feasible and/or needed. Hence, for most applications in health and care, the interactions between the
Digital Twin and its physical counterpart are realized through a human-in-the-loop*2. Hence, the
concept of Digital Twins in healthcare, is extended to the direct use of individual-specific models for
the prevention, prediction, screening, diagnosis and treatment of a disease, as well as the evaluation,
optimization, selection and personalisation of intervention options.

Digital Twins can focus on pathophysiological processes at multiple time and length scales, from a
single cell over tissues to the organ or system level, or treatment strategies (devices, drugs or advanced
therapies). In addition, Digital Twins can also cover manufacturing processes related to the
aforementioned therapeutic strategies, or even entire medical facilities. Henceforth, when the term DT
is used, it is understood to be one of the aforementioned applications.

The key potential in health and care of this technology is related to targeted prevention, tailored clinical
pathways, and supporting healthcare professionals in virtual environments. Examples include the
implementation of clinical trials for medicines and devices, medical training, surgical intervention
planning, and several other potential use cases in virtual world environments.

The Digital Twin system consists of three core components: hardware, data management middleware,
and software. Together, these elements form the backbone of the DT system, each playing a vital and
interconnected role. Each of these components—hardware, middleware, and software—contributes
uniquely to the Digital Twin ecosystem in healthcare, working in harmony to bridge the physical and
digital worlds and unlocking opportunities for personalized medicine and improved patient care.

)§
P4
) | |-

Hardware Middleware Software
Sensing Integration Virtual twins
Imaging Communication Simulations

Computing Management (RT) analysis

Figure 1: key components of Digital Twins

3.2.1 Hardware Components

Hardware serves as the physical layer of a Digital Twin system, comprising medical imaging, sensors,
actuators, devices, and computational infrastructure that capture and process real-world data. These
components provide the critical foundation for creating digital replicas.

For example, consider a patient undergoing treatment for a cardiovascular condition. Wearable sensors,
such as electrocardiogram (ECG) monitors, blood pressure cuffs, and oxygen saturation trackers,
continuously collect data about the patient’s physiological parameters whereas medical images provide
insights into the overall status of the system. These hardware components act as the inputs of the Digital
Twin, providing data that reflects the patient’s cardiovascular function and overall health status.

12 https://doi.org/10.17226/26894
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3.2.2 Middleware Components

Middleware acts as an intermediary between hardware and software, enabling seamless data
communication, integration, and management. This layer ensures that data collected from the hardware
is processed, standardized, and made accessible to the software for further analysis and simulation.

In a hospital setting, for instance, multiple patients in the intensive care unit (ICU) are monitored using
various medical devices that measure parameters such as heart rate, respiration, and glucose levels.
Middleware aggregates and organizes this data, ensuring that it is standardized and consistent for use
by the Digital Twin's software layer. This ensures that clinicians can access accurate and integrated data
to support treatment decisions.

3.2.3 Software Components

Software represents the analytical and predictive layer of the Digital Twin system. It leverages pre-
existing knowledge on (patho)physiology along with data provided by the hardware and middleware to
create virtual models, conduct simulations, and perform predictive analyses to support informed
decision-making.

Take the example of personalized treatment planning for a cancer patient. Digital Twin software can
create a virtual model of the patient’s tumour using imaging data, biopsy results, genetic screening
information and sensor-collected biomarkers. By simulating how the tumour responds to different
therapies, such as chemotherapy or radiation, the software helps oncologists identify the most effective
treatment plan. This allows clinicians to optimize patient outcomes while minimizing adverse effects.

The management of human health in its broadest sense requires decision-makers to make well-
informed decisions that may affect the health status of single or groups of human beings
(hereinafter generically called reference population). Examples of this include clinicians making
decisions on personalised therapeutic strategies for a patient; researchers making decisions on possible
druggable targets to pursue in basic biomedical research; healthcare authority managers planning
specific policies and optimising existing resources; biomedical companies seeking to refine, reduce and
partially replace animal and human experimentation for the regulatory approval of new products; etc.
This decision-making process usually involves the quantification of specific constructs that represent
such health status called outcomes, with selected metrics called Quantity of Interest (Qol), and then
observing how such Qol develops in time, due to variations of internal (e.g., body weight) or external
(e.g., exposure to pollutants) conditions, or because of intentional interventions. The Context of Use
(CoU) defines how the Qol informs a specific decision-making process relevant to human health and
under which specific conditions such a process occurs. Typical VHT-related CoUs® include
diagnosis'#*%, prognosis'"8 personal health forecasting, patient stratification, clinical decision
support®®, development of medical products and in silico clinical trials.

Qols are usually measured, either directly on human volunteers or patients during clinical trials, or
indirectly on surrogates such as animal or in vitro experimental models. However, these studies pose a
long list of practical, ethical, legal and socioeconomic challenges and contribute to healthcare services'
high costs and limited capacity. Thus, there is intense ongoing research on developing new technologies
that can refine, reduce and partially replace the need for experimental measurements to estimate the
Qols necessary to support decision-making within specific CoUs.

The software component of a Digital Twin is a computer simulation that predicts (as opposed to
measuring experimentally). The Qol necessary to support decision-making within a specific CoU in
healthcare Here, “computer simulation” refers to any software (including Al-based software) capable
of predicting specific outputs given certain inputs. DTs can be predominantly knowledge-driven

13 Vicenconti et al. IEEE J Biomed Health Inform. 2021; 25(10):3977-3982..https://pubmed.ncbi.nlm.nih.gov/34161248

14 Melis et al. J. Biomech. 2019; 90, 24-32. https://doi.org/10.1016/j.jbiomech.2019.04.019

1% Gosling et al. European Heart Journal - Digital Health, 2022;3(3),481-488. https://doi.org/10.1093/ehjdh/ztac045

16 Lungu et al. Pulmonary Circulation 2016;6(2),181-190. https://doi.org/10.1086/686020

17 https://www.ansys.com/advantage-magazine/volume-xv-issue-3-2021/simulation-and-high-performance-computing-reduce-fracture-risk-
in-osteoporotic-patients

18 Teixeira et al. Biomech Model Mechanobiol 2020;19, 2413-2431. https://doi.org/10.1007/s10237-020-01351-2

1% Lin et al. Computer Methods and Programs in Biomedicine 2011; 102(2),192-205. https://doi.org/10.1016/j.cmpb.2010.12.008
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predictive models built using existing — validated or hypothesised — knowledge about physics, chemistry
and (patho)physiology. Alternatively, they can be predominantly data-driven models built from large
volumes of data using statistical modelling or artificial intelligence (Al) / machine learning (ML)
techniques, or any combination?. It should be stressed that while the DTs can predict Qols that are
difficult or impossible to measure, they can do a lot more in general: they can predict how Qols will
evolve in time, how they will change depending on external actions, etc.

One of the most important features of Digital Twins is the accuracy with which they predict such
quantities; thus, DTs can be divided into three broad categories:

e Generic DT, for which the expected accuracy is that the predicted value is within the range of the values
measured experimentally in the reference population;

e Population-specific DT, for which the expected accuracy is that the predicted value is sufficiently close
to some central property (typically mean or median) of the range of the values measured experimentally
in the reference population;

e Subject-specific DT, for which the expected accuracy is that the predicted value is sufficiently close to
the value measured experimentally in each individual in the reference population.

By “sufficiently close”, we mean that the predictive accuracy of the DT is sufficient for its purpose as
defined in the CoU. Thus, the same DT can be sufficiently accurate for one CoU and insufficiently
accurate for another. Therefore, it is fundamental to define the target accuracy of the DT when
describing its CoU.

Currently, most DTs are designed to predict just one or a small humber of Qols with the necessary
accuracy only in a narrowly defined reference population (e.g., women over 55 with osteoporosis and
no other conditions). This is because to develop credible DTs, we need large volumes of detailed
empirical observations and/or reliable mechanistic knowledge of the physiology and
pathology/pathophysiology of the organs, tissues, and cells involved, as well as the mechanism of action
of any intervention involved. Because of gaps in knowledge and data, the only way to manage this
complexity today is to narrow the scope of the DT, focusing on a particular process affecting a minimal
portion of the human body, and to be used for narrowly defined CoUs. While these narrowly focused
DTs are extremely useful in specific cases, the time and cost required to develop DTs with a broader
scope and wider applicability are currently prohibitive due to challenges in addressing gaps in our
knowledge and linking and reusing existing developments. The Virtual Human Twin (VHT) can
provide such a framework, actively identifying and filling gaps in our knowledge, as well as developing
solutions for CoUs that can be provided with existing knowledge. Hence, the VHT can enable a new
generation of DTs, capable of predicting any Qol necessary for any relevant CoU and reference
population.

The development of a DT model can be a long and cumbersome yet highly rewarding process. It starts
with the identification of the clinical needs, expressed through epidemiological evidence or any other
methodology that quantifies the limits of the current standard of care. These needs may refer to
healthcare challenges for which there is no existing clinical solution, but could also refer to aspects of
health and care that provide significant improvement in patient care or outcomes, or a significant cost
reduction. HeartFlow is one of the first DTs adopted in clinical practice?!, addressing a clear clinical
need. Even though there is universal consensus among cardiologists that the best way to choose the
most appropriate treatment for coronary stenosis is a Fractional Flow Reserve (FFR) measurement
obtained through an invasive diagnostic test, only 20% of the UK patients with this condition are treated
based on an FFR. HeartFlow provides a quantification of the FFR based on medical images. Another
clinical context where a mature DT is available, is fracture risk prediction in osteoporotic patients,
where the standard of care requires specialists to decide whether to treat a patient with anti-osteoporotic
drugs using the current gold standard X-ray based bone mineral density measurement as a predictor of
hip fracture risk. With this risk predictor, around one-third of the patients are not treated; of those,
around 50% will experience a hip fracture in the following five years. Considering that current treatment

2 https://doi.org/10.5281/zenod0.8064147
ZRasoul H et al., Clin Med (Lond). 2021;21(2):90-95. https://doi.org/10.7861/clinmed.2020-0691
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can reduce the incidence of hip fracture by around 50%, with a better risk predictor, up to 7.5% of all
hip fractures (60,000 per year only in Europe) could be avoided. The Bologna Biomechanical CT-Hip
(BBCT-Hip) DT estimates fracture risk based on computer modelling and simulation on personalised
patient data considering a wide range of fall scenarios?.

In addition, DTs can play a significant role in addressing scientific biomedical needs through the
acquisition of basic knowledge, e.g. in understanding the multiscale microstructure of tissue
organisation in various organs. These DTs do not necessarily have a direct clinical applicability but
enable others to apply the obtained knowledge.

The second step is determining the causal relationship between the Qol (hereinafter generically
referred to as the DT’s outputs) and the parameters that control it (hereinafter generically referred to as
the DT’s inputs). Living organisms are entangled, meaning that each internal state variable depends on
several other internal state variables. Of those, some variables have a greater effect on the Qol than
others. ldeally, for each Qol, a sensitivity analysis should be run to understand how the variation of
any other possible Qols in the human body affects it. Since such a systematic is impossible, we use the
available causal knowledge about the human body's physics, chemistry and (patho)physiology to
identify the minimum set of inputs that would allow a reasonably accurate prediction of the desired
outputs. In some cases, the desired input cannot be measured on a patient-specific basis. In such cases,
we may build a statistical model for such a quantity that describes how it varies across the population
of interest, possibly as a function of the inputs that can be measured for each patient. If this is not
possible e.g., due to the lack of information, we may vary the desired input in the range of values
observed in the reference population and study its effect on the Qols.

When the available causal knowledge is insufficient to build a reliable predictor, data-driven modelling
techniques can be used to identify the best possible predictor from all available inputs. Training a
predictor requires a large collection of data, both in depth (data from many diverse patients are required
to train the predictor) and breadth (as we do not know a priori which quantities govern the Qol, we
need to explore as many as possible). Prospectively, the creation of a DT will in many cases require
improving causal knowledge, for example by eliminating some competing mechanistic hypotheses or
complementing existing hypotheses, in which pre-stages of the DT may assist by guiding data
acquisition.

The third step is model implementation. This is essentially a software development process that must
be performed with the highest possible quality assurance. A key factor here is the availability of accurate
input data to build benchmark problems used in the verification of the solvers. Another aspect is the
definition of the DT’s execution environment. Depending on the nature of the data (patient-related
health data), there might be ethical-legal constraints requiring the data to be stored only at specific
locations and under certain levels of cybersecurity. Depending on the model implementation, there
might be computational requirements that impose that the model executes only on specific computers
or in specific countries. The selection of the software for running the DT (either developed in-house or
using existing commercial licenses) is important in light of the collaborative nature of the VHT. Given
the expected complexity of a DT, software licences should be chosen to promote collaborative
development and allows its use in early development stages. Metadata is essential to clearly define
which license has been used and which use restrictions apply.

The fourth step is the development of all necessary pre-processing and post-processing tools. Pre-
processing tools are those that extract the necessary DT inputs from available data and format them for
use in the DT. For instance, we might need the volume of a tumour, which can be measured on a 3D
MRI dataset, but only once the tumour is segmented in the images. The accuracy and the degree of
automation of pre-processing tools are critical as excellent DTs can be poorly informed by sub-optimal
pre-processed data which strongly reduces their predictive capabilities. Post-processing tools are
required when the DT’s output is not directly the Qol required to optimally support the clinical decision-
making or knowledge-finding process, and for their clear presentation and/or visualization. Optimal use

22 Keaveny TM et al., Osteoporos Int. 2020;31(6):1025-1048. https://doi.org/10.1007/s00198-020-05384-2.
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of a DT is strongly favoured by embedding it in a well calibrated pipeline of data acquisition modalities,
pre-processing, DT and post-processing.

The fifth and most important step is model credibility assessment. This rigorous process, dubbed
Verification, Validation and Uncertainty Quantification (VVUQ), requires data from tightly controlled
and highly qualitative experiments to conduct the validation. VVVUQ is combined with applicability
analysis to assesses the relevance of the validation evidence to support using the model for its CoU.
Once the technical validation is completed, additional clinical validation might be required. This should
be done independently from those who developed the DT through the employment of data from
prospective clinical studies. However, in some cases, the regulator may accept studies on
(retrospective) registry data (as far as publicly available) as evidence of clinical validity. In the
regulatory space, there is also an ongoing discussion on the possibility of certifying a DT by allowing
the regulators to conduct validation studies against (publicly) available experimental data. In some
jurisdictions, public access to datasets is not available, however, there are controlled access datasets
available e.g. for those whose planned study is approved by an ethics committee for the purposes of
obtaining regulatory approval. On a more general note, datasets that are publicly available typically
consider a single organ, and therefore anonymisation may be approved given that the risk of re-
identification is low. However, as more complex DTs are developed, they will require linking
information from multiple organs, electronic health records etc, which can substantially increase the
risk of re-identification even if “anonymised”. So in the future, it is unclear if such datasets can be made
publicly available. To facilitate the process of credibility assessment, the In Silico World community of
practice together with the VPH Institute and the Avicenna Alliance have drafted a proposal for a Good
Simulation Practice?® (GSP), in analogy to the Good Clinical Practice, as the go-to document for
building credible in silico models in healthcare.

The last step is the provision of (clinical) access. A DT can be made available to the end-users as
software embedded in medical imaging consoles, installable software, software-as-a-service, software
as a medical device, etc. This is also related to business models to make the DT widely available, which
can include not-for-profit modalities (for example, clinical end-users funding the further development
of specialised DTs by not-for-profit organisations).

The DT life cycle is a continuous and iterative process where new insights and data (from e.g.,
research or clinical deployment) can be used to further refine DTs over time.

DTs in Healthcare, also indicated with the term Virtual Human Twins (VHTS), hold great potential in
advancing personalised care, a core priority for the European Union. They will accelerate tangible
benefits for citizens and patients, while also sustaining and advancing EU science and technology.
Virtual Human Twin initiatives exist across many Member States. Academia, large industry, and SME
innovators have already developed different versions of them in collaboration with clinicians,
healthcare providers, and other stakeholders. However, even if the number of interested stakeholders is
growing, the ecosystem remains highly fragmented in the EU.

The Virtual Human Twin (VHT) initiative aims to tackle this fragmentation on all levels.
Conceptually, the VHT is to be a systematic, ever-growing digital, and quantitative representation of
the actionable knowledge available on human pathophysiology. This entails, amongst others, the
creation of a federated public infrastructure that will enable the pooling and linking of resources and
assets (data, models, algorithms, computing power, storage etc.), facilitating the development of Digital
Twins in healthcare and the assessment of their credibility. This will require continued support for
advanced research, technology development and platform operation, leveraging the power of
supercomputers and Digital Twin technologies, including Al, and supporting interoperability,
integration and the scaling up of DT-based solutions. These developments need to take place in full
compliance with EU values and rules related to privacy, safety and security. In addition, realising the

2 http://doi.org/10.1007/978-3-031-48284-7
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VHT will require an engaged ecosystem, which fosters inclusion and collaboration among diverse
stakeholders.

To ensure maximal clarity for the reader of this roadmap, henceforth, the document will use the concept
of DT for individual twins, whereas the concept of VHT will be used to denote the global initiative, its
ecosystem and infrastructure.
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4 Global Trends in the European Context

Globally, healthcare costs are rising at an unsustainable pace, straining healthcare systems and
economies. This surge in expenditures is driven by multiple factors, including:

e Ageing populations: as life expectancy increases, the proportion of older adults in the global
population is growing?, leading to a higher demand for healthcare services. Older individuals
often have more complex healthcare needs, contributing to higher healthcare costs.

e Chronic and complex diseases: the prevalence of chronic and complex diseases, such as
cancer, cardiovascular disease, and diabetes, is increasing worldwide®. Managing these
conditions often requires managing multiple morbidities, as well as long-term and costly care,
therefore placing significant financial burdens on healthcare systems.

e Advances in medical technology: while advancements in medical technology have led to
improved treatments and diagnostic tools, these innovations often come with high price tags,
contributing to the overall rise in healthcare costs.

e Workforce shortages: many countries are facing a growing shortage of healthcare workers,
exacerbated by an ageing workforce?®. This shortage places additional strain on existing
personnel, reduces system efficiency, and increases the cost of delivering care due to over-
reliance on temporary staff or outsourcing.

The escalating healthcare costs necessitate a shift towards more efficient healthcare systems. The VHT
can strongly contribute to a potential solution by enabling:

e Prevention and early disease detection: through continuous monitoring and analysis of
individual health data, the VHT could facilitate the early detection of disease risk biomarkers
and enable prevention and early treatment, potentially reducing the need for costly treatments
later on. For instance, the MyDigiTwin project?” provides a platform where patients’ self-
reported data is combined with data from their healthcare providers, and compared through Al-
based algorithms with existing records, allowing patients to check and monitor their health and
identify possible risks of various cardiovascular diseases.

e Personalized treatment optimization: by creating personalized models of individual patients,
the VHT could help clinicians optimize treatment plans, reducing the likelihood of adverse
reactions and improving the effectiveness of therapies, thus leading to cost savings. A wide
range of DT-based surgical planning tools are currently in clinical use where critical choices
(e.g. type and placement of stents) can be tested in silico.

e Optimising development and delivery processes: by creating virtual populations, the VHT
could facilitate in silico clinical trials to complement and optimise in vivo clinical trials. Models
of healthcare workflows and resource distribution (e.g. bed allocation), allow to optimise the
overall logistics of the healthcare process.

There is a growing need for personalised medicine, a paradigm that tailors medical care to individual
patients based on their unique characteristics. Healthcare industry is transitioning towards this
paradigm, Personalized medicine aims to move away from a one-size-fits-all approach to healthcare
which acknowledges that individuals respond differently to treatments and interventions. This shift is
driven by the understanding of the following elements:

e Genetic and structural variation: individuals possess unique genetic variations as well as
structural variations (particularly in the brain, such as the connectome) that influence their
susceptibility to diseases and their responses to medications.

e Lifestyle factors and social determinants: lifestyle factors, such as diet, exercise and social
determinants, such as income and education also play a significant role in health and disease.

24 https://www.oecd.org/en/topics/policy-issues/the-future-of-health-systems.html

% OECD (2023), https://doi.org/10.1787/1e53cf80-en.

% OECD/European Commission (2024), Health at a Glance: Europe 2024: State of Health in the EU Cycle, OECD Publishing, Paris,
2 https://www.mydigitwin.nl/
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e Exposome: environmental exposures such as pollution and the effects of climate change have
been shown to affect patients’ health.

e Individual health history: each patient has a unique health history that informs their current
and future healthcare needs.

The VHT can serve as a powerful tool for strongly accelerating innovations required for advancing
personalized medicine by:

e Integrating multi-modal data: the VHT can facilitate the seamless and automatic integration
of data from various sources, including electronic health records, genetic tests, wearable
sensors, and imaging studies, to create a comprehensive and personalized model of each patient.

e Simulating treatment responses: Using the personalized model, clinicians can virtually test
on a computer how a patient might respond to different treatment options, enabling them to
select the most effective and personalized approach.

e Monitoring individual responses: The VHT can continuously monitor patient responses to
treatments and interventions, allowing for adjustments to treatment plans based on individual
needs.

The healthcare system is experiencing rapid digitalization, with the adoption of electronic health records
(EHRs), telehealth, mobile health (mHealth) applications, wearable sensors, and Al. This digital
transformation offers numerous opportunities to improve healthcare delivery, including:

e Enhanced data collection and analysis: digital technologies, in combination with advanced
computing infrastructures and services, facilitate the collection, storage, and analysis of vast
amounts of health data, providing insights into population health trends and individual patient
characteristics, leading to more informed decision-making.

e Improved patient engagement: mHealth apps and wearable sensors empower patients to take
a more active role in managing their own health, promoting self-monitoring and adherence to
treatment plans.

e Improved access to care: telehealth and remote patient monitoring technologies enable
healthcare providers to monitor patients outside of traditional clinical settings, improving
access to care and reducing healthcare costs.

The VHT can effectively leverage advancements in digital healthcare in a number of key ways:

e Advancing health and ehealth research: the VHT and its infrastructure will allow the pooling
and linking of resources and assets (data, models, algorithms, computing power, storage etc.),
facilitating the development of Digital Twins in healthcare and the assessment of their
credibility.

e Accelerated therapy development: patient populations created using the VHT can simulate
clinical trials in a virtual environment. This application could potentially accelerate drug and
device development, and as a result, reduce costs associated with traditional clinical trials.

e Holistic view of patient health: by integrating data from various digital health sources, the
VHT can create a comprehensive, and dynamic view of each patient's health status.

e Predictive analytics and proactive Care: Al algorithms can be incorporated into the VHT to
analyse patterns in individual health data, predicting disease risks and treatment outcomes. This
predictive capability allows for more proactive and personalized healthcare interventions.

The EU is actively promoting the development of digital health technologies through initiatives such as
the EU Digital Agenda. These initiatives focus on:
e Fostering innovation in digital health: the EU supports research and development in digital
health technologies, including initiatives related to the VHT.
e Developing digital health infrastructures: the EU is investing in creating digital health
infrastructures, such as those established under the European Health Data Space (EHDS), which
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will support the secure and ethical sharing of health data. This infrastructure will be essential
for developing and deploying the VHT effectively.

Organizing digital knowledge: the EU is developing infrastructures for knowledge
organisations such as EBRAINS and EUCAIM, which integrate and interoperate domain-
specific data, models, and/or tools, as well as providing the operational basis of VHT.
Establishing regulatory frameworks: the EU has been developing regulatory frameworks, on
top of the General Data Protection Regulation (GDPR), such as the Al Act, the Data
Governance Act and the European Health Data Space (EHDS), also to ensure the responsible
and ethical use of digital health technologies, including the VHT.

The European life sciences research infrastructures, such as the European infrastructure for translational
medicine (EATRIS) and the European life sciences infrastructure (ELIXIR), can play a vital role in
supporting VHT development. These infrastructures provide access to:

Data and biobanks: researchers can access a wide range of health data and biological samples
to develop and validate VHT models. For instance, ELIXIR provides access to biological data,
analysis tools, and computational resources, supporting research in fields such as genomics,
proteomics, and systems biology. The VHT should utilize ELIXIR's resources to access and
analyse large datasets, develop sophisticated models of human biology, and accelerate the
development of VHT applications.

Computational resources: advanced computing infrastructures are essential for running
complex VHT simulations. The EuroHPC, Joint Undertaking was established to coordinate
efforts between the EU and the participating countries for pooling resources and leading
European supercomputing initiatives.

Expertise and collaboration: research infrastructures foster collaboration between scientists
from different disciplines and between stakeholders, which is crucial for the interdisciplinary
and intersectoral nature of VHT research. For instance, EATRIS supports the translation of
research discoveries into clinical practice, facilitating collaboration between researchers,
clinicians, and industry partners. The VHT leverage expertise and infrastructure from EATRIS
and other life sciences research infrastructures to bridge the gap between research and clinical
implementation, ensuring that VHT-based innovations reach patients and healthcare providers
effectively.

The United Nations Sustainable Development Goals (SDGs) outline a global agenda for achieving a
more sustainable and equitable future?,
The VHT can play a role in achieving several SDGs, particularly those related to:

Good health and well-being (SDG 3): by improving patient care, overall experiences and
healthcare outcomes, promoting preventative care, and enabling personalized medicine, the
VHT can contribute to ensuring healthy lives and well-being for all ages.

Gender equality (SDG5): the VHT can be used to study the effects of sex differences on health
and disease, and to develop more effective treatments for all patients.. In silico clinical trials
can be used to design or augment clinical trials ensuring an adequate representation of the entire
population.

Reduced inequalities (SDG 10): the VHT can contribute to ensuring equitable access to
healthcare by providing personalized and cost-effective solutions that are accessible to
individuals regardless of their socioeconomic status or geographic location. For instance, the
VHT can provide a virtual training environment to novice clinicians or non-clinicians who
provide care at remote locations that otherwise have limited or no access to state-of-the-art
information and healthcare.

28 https://sdgs.un.org/goals
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5 Vision for the Virtual Human Twin

Convergence of global healthcare needs and trends is exposing the limits of traditional approaches to
innovation, which are often reactive and one-size-fits-all, and provides a strong rationale for the
development of the VHT. The VHT offers a transformative approach to healthcare, addressing the
challenges of rising healthcare costs, the demand for personalized medicine, and the need for more
efficient and effective healthcare systems. By leveraging the power of digitalization, aligning with EU
policy initiatives, the VHT holds the promise of a healthier and more sustainable future for individuals
and societies worldwide.

At the heart of the VHT initiative lies the transformative power of in silico technologies, including
computer modelling and simulation as well as artificial intelligence. These are supported by the
indispensable hardware developments related to computational infrastructure as well as data
generation, storage and transport technologies. By creating virtual representations of human physiology
and pathology through the use of human-relevant and patient-specific data, researchers and clinicians
can gain unprecedented scientific insights into the complexities of the human body and disease
progression across length scales, time scales, and organ systems. These insights can then be leveraged
towards providing personalized, predictive and preventive care, accelerating medical research and
innovation, and improving support for clinicians, healthcare providers and patients. It is important to
remark that both the gathering of new knowledge as well as its application in improving clinical care,
are important objectives of the VHT.

The ambitious vision of the VHT requires a collaborative effort that transcends national boundaries,
including the establishment of a European VHT infrastructure in order to achieve its key goals,
including:

e Pooling Resources and Expertise: Europe possesses a wealth of scientific, clinical and
industrial expertise, R&D and healthcare organisations, and healthcare data. A European
infrastructure can effectively pool these resources, facilitating collaboration and knowledge
sharing among diverse stakeholders, including researchers, technology developers, clinicians,
patients, regulators and policymakers.

e Data Sharing and Interoperability: A European infrastructure can address the challenges of
data fragmentation and interoperability of data, models, and tools that hinder VHT
development. Establishing common standards and protocols for data sharing and model
development ensures seamless data integration across national borders and facilitates the
creation of comprehensive VHT models.

e Credibility and Trust: A centralized European infrastructure can play a vital role in
establishing the credibility and trustworthiness of VHT technologies. Implementing robust
validation and verification processes, adhering to ethical guidelines and involving regulatory
bodies ensures that VHT models are accurate, reliable and meet the highest scientific and ethical
standards.

e Economic Benefits: A thriving VHT ecosystem can drive economic growth and create new
opportunities for European industry and innovation. By fostering collaboration between
academia, industry, and healthcare providers, the VHT initiative can stimulate the development
of new technologies, products, and services in the healthcare sector, enhancing Europe's global
competitiveness.

While integrated Digital Twins —which bridges multiple organs and/or time and length scales — remain
largely confined to the research stage, there are ample examples of the implementation of Twin
technologies in Healthcare across various medical fields, focusing on specific organs, diseases or
clinical applications. A comprehensive overview of all available DTs is beyond the scope of this
roadmap. The figure below shows examples of existing DTs, while the subsequent Use Case
descriptions provide a high level description of VHT applications that will be used throughout this
roadmap to illustrate the different elements related the development and uptake of DTs in healthcare.
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Virtual Brain Twin: parsonalizable brain mods]
darived fiom an individual’s own brain imaging data.
Application: epilopsy. neulcdegensiative dissases,

schizophrenia, development and aging. and slsap.
Deployed: brain simulator in the EBRAINS
infrastructure.

Virtual Heart Twins*: parsonalizable hearnt
maodel deiived fiom hsar imaging and ECG
dats, andior mechanistic info on biological,
Application: clinical decieion support,
surgeny planning and evaluation.
Deployed: various twinz used in clinical
practics,

Giycemic control in ICU»: combining metabolic
mechaniams with Al-bassd personalisation.
Local, real-ime bed-side software supponting

EHR intagration.
Application: clinical decizion support solution
for IGU patients, preventing hyper- and
hypo-glycomia, speading up recoveny.
Deployed: in clinical triale, start-up eetablished.

Virtual Bone Twin®: parsonalised imaging-based
maodsle of the hip region for cetecporotic patients.
Application: patisnt-apecific hip fracture risk
prediction. Design of therapeutic strategies for
improving ostecporotic drug effect 3
Deployed: clinical ressanch studiss.

Virtual Liver Twins)~: personalizable imaging-
basad [ver modslz capturing Fver hasmodynamics
and deformation during surgery.
Application: liver ressction surgery planning.
Deployed: tested in patient cohonts.

Figure 2: VHT state of the art. These examples are a few of many developments at different Technology
Readiness Levels, going from basic research to clinical uptake. Further information on the examples shown

here can be found in references?.

Box 2: Use Case - Glycemic control in ICU patients (context)
Use Case: Glycemic control in ICU patients
Status: start-up company, solution in clinical trial
Website: www.insilicare.com

2 Immune Simulator: https://www.combine-group.org/;

Cancer twin: https://permedcoe.eu/wp-content/uploads/2023/03/PerMedCoE_2ndPR_2023.pdf;

Brain twin: https://www.ebrains.eu/news-and-events/using-ebrains-modelling-tools-toinvestigate-the-relationship-between-brain-structure-
and-function-2;

Heart twin: https://www.sems.gmul.ac.uk/staff/c.roney/research/;

Glycemic twin: Uyttendaele et al. BioMed Eng OnLine 18:102, 2019. https://doi.org/10.1186/512938-019-0720-8. Copyright CC BY 4.0;
Liver twin: https://team.inria.fr/simbiotx/;

Bone twin: Aldieri et al. Comput Methods Programs Biomed. 240:107727, 2023.http://doi.org/10.1016/j.cmpb.2023.107727. Copyright CC
BY-NC-ND 4.0
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Approximately 30-50% of all intensive care unit (ICU) patients experience glucose balance impairment, a
mayjor factor in hospital costs, morbidity and mortality. Glycemic control (GC) in ICU patients using insulin
therapy demonstrated clinical benefits but is difficult to achieve safely due to high metabolic variability,
increasing the risk of hypoglycemia.

The potential benefits of GC are often undermined by protocols that fail to account for patient-specific
variability, making it challenging to achieve safe and effective control across diverse patient populations.
InSiliCare’s Al-powered Digital Twin offers a clinically validated solution that personalizes treatment,
optimizes safety, and reduces ICU costs for all patients.

The Al-powered Digital Twin is a clinical decision support solution for ICU patients requiring glycemic
control. It provides personalized, safe, and effective management of blood glucose levels and nutrition delivery.
Insulin and nutrition treatments are calculated to maximise safety from hypoglycemia, while controlling patient
blood glucose levels and optimizing nutrition towards a configurable physician-determined practice of care.
Designed for use in adult ICU patients with hyperglycemia, the solution is not a substitute for, but rather an
adjunct to clinical reasoning. The measurements and calculations generated are intended to be used by qualified
and trained medical personnel in evaluating patient conditions in conjunction with clinical history, symptoms,
and other diagnostic measurements, as well as the medical professional’s clinical judgment. No medical
decision should be based solely on the recommended guidance provided by this software program.

Box 3: Use Case - Osteoporotic fracture risk prediction (context)

Use Case : Bologna Biomechanical Computed Tomography for osteoporotic fracture risk prediction
Status: clinical research studies

Hip fractures in osteoporotic patients significantly impact quality of life, morbidity, and mortality while also
imposing substantial costs on healthcare systems. Enhancing the accuracy of patient-specific fracture risk
prediction can enable more effective preventive measures, reducing fracture incidence along with its associated
social and economic burdens. The central clinical question a doctor must address when prescribing the most
appropriate treatment is: Is the patient at high risk of osteoporotic fractures?

Bologna Biomechanical Computed Tomography (BBCT) is a Digital Twin methodology designed to predict
the mechanical strength of the femur under critical loading conditions in osteoporotic patients. Quantitative
Computed Tomography (QCT) scans of the hip region and patient data inform a subject-specific Finite Element
(FE) model able to predict the risk of hip fracture at the time the CT is performed (ARFO).

BBCT assists clinicians in identifying patients at high risk of femur fractures, enabling the timely initiation of
necessary treatments and effective osteoporosis monitoring. In addition to model results, other relevant
evidence that can aid in addressing the clinical question includes bone mineral density (BMD) data, health and
lifestyle factors, and information on treatment effectiveness.

Box 4: Use Case - Universal Immune System Simulator for Tuberculosis (context)

Use Case : Universal Immune System Simulator for Tuberculosis
Status: augmenting clinical trials
Website: https://www.mimesis.srl/

Tuberculosis (TB) remains a major global health challenge, with millions of new cases and fatalities each year.
Effective treatment of TB requires precise modelling of immune system responses to the pathogen
Mycobacterium tuberculosis (Mtb). The Universal Immune System Simulator (UISS) offers a robust, clinically
validated platform to address these challenges by simulating and predicting immune responses in silico.
Developed within the EU-funded In silico World (ISW) project, UISS-TB has demonstrated its utility in
optimizing therapeutic strategies, evaluating drug regimens, and predicting outcomes. Its development is
further validated by a Letter of Support from the European Medicines Agency (EMA)¥, underscoring its
relevance for regulatory acceptance and clinical adoption.

UISS-TB-DR is designed to predict the dynamics of circulating interferon gamma (IFN-y) levels over time as
a function of treatment dose in virtual patient cohorts. Its primary use is to support dose regimen selection in
escalating dose phase lla trials of new therapeutic vaccines targeting pulmonary TB. This innovative approach
enables the simulation of in silico-augmented clinical trials, significantly increasing the numerosity and
variability of studied populations compared to traditional methods.

30

https://www.ema.europa.eu/en/documents/other/letter-support-universal-immune-system-simulator-tuberculosis-disease-model-uiss-tb-

dr_en.pdf
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Specifically, UISS-TB-DR integrates patient-specific inputs, such as immune response profiles, preclinical
data, and vaccine characteristics, to predict dose-response relationships. The outputs generated include dose-
response curves and recommendations for intermediate doses to test alongside the minimum effective dose
(MED) and maximum tolerated dose (MTD).

By enabling comprehensive simulations across a wide range of doses and virtual patient profiles, UISS-TB-
DR enhances the reliability of dose selection processes while reducing the dependence on small physical
cohorts. The platform supports clinical decision-making by complementing data from experimental studies,
providing robust insights into the immunogenicity of vaccine candidates.

UISS-TB-DR is not a substitute for clinical judgment but rather an adjunct to enhance decision-making. Its
outputs, including immune response predictions, are intended for interpretation by trained professionals
alongside clinical trial data and patient history.

Box 5: Use Case - Epileptogenic zone localisation for surgical planning in epilepsy patients (context)

Use Case: Epileptogenic zone localisation for surgical planning in epilepsy patients
Status: in clinical use
Website: https://www.cloudsofcare.com/

Approximately 30% of patients with epilepsy do not respond to medication and are diagnosed with refractory
epilepsy. For these patients, epilepsy surgery is often the most effective treatment to achieve seizure freedom.
The primary need is to precisely identify the epileptogenic zone—the brain area where seizures originate.
During the presurgical planning phase, a multidisciplinary team assesses whether surgery is a viable option.
This process is highly complex and involves multiple clinical evaluations, including long-term EEG monitoring
and structural MRI scans. Analyzing these data is time-consuming and subjective, as it was traditionally
performed through visual inspection by expert clinicians.

Persyst ESI powered by Epilog®® is a neuroimaging solution that automatically combines scalp EEG data with
a patient's MRI to perform Electrical Source Imaging (ESI). It pinpoints the origin of brain activity linked to
seizures, helping clinicians accurately localize the epileptogenic zone—critical for surgical planning in epilepsy
patients.

o Diagnostic aid: ESI provides critical insights into seizure localization, supplementing conventional
imaging techniques like MRI, PET, or SPECT. It is particularly valuable for patients with epilepsy
who are candidates for surgery, ensuring precise targeting of the epileptogenic zone.

e Practicality: the solution integrates seamlessly into existing clinical workflows, requiring no
additional hardware and supporting standard EEG setups, making it accessible and efficient for routine
use.

By offering detailed, non-invasive diagnostic information, Persyst ESI improves the accuracy of epilepsy
evaluations and enhances patient outcomes.

Box 6: Use Case - the Atrial Modelling Toolkit for cardiovascular Digital Twins (context)

Use case : the Atrial Modelling Toolkit for cardiovascular Digital Twins
Status: for research purposes
Website: https://github.com/pcmlab/atrialmtk

Atrial fibrillation (AF) is the most common cardiac arrhythmia, affecting over 37 million people worldwide.
AF is associated with increased risk of cardiovascular diseases, stroke, and death. Treatment for AF includes
anti-arrhythmic drugs and catheter ablation therapy. AF patients represent a diverse population, with large
variations in atrial anatomy and electrical properties. These properties affect arrhythmia mechanisms and
outcome of different catheter ablation and anti-arrhythmic drug treatment approaches. Virtual cohorts capture
variability in atrial anatomy, fibrotic remodelling, and electrical properties across a population, and may be
used to simulate the effects of different treatment approaches. This has the potential to inform personalised
therapy approaches, reduce AF recurrence, reduce AF burden, and decrease healthcare costs.

To enable large in silico trials and personalised model predictions on clinical timescales, it is imperative that
models can be constructed quickly and reproducibly. The Atrial Modelling Toolkit® (atrialmtk) aims to
overcome the challenges of constructing cardiac models at scale through the development of a robust, open-
source pipeline for bilayer and volumetric meshes for atrial models. The atrialmtk toolkit takes segmentation
masks of the atria, which can be produced from raw MRI or CT data by an expert or input directly where the

81 https://www.persyst.com/technology/electrical-source-imaging/
%2 https://royalsocietypublishing.org/doi/full/10.1098/rsfs.2023.0038
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user already has them, or existing atrial surface meshes as input. After the identification of some key anatomical
landmarks, the model automatically produces a simulation grade atrial mesh that incorporates atrial regions
and atrial fibres, which are input into an electrophysiological simulation. The output of this simulation can be
used to investigate the effects of fibres and fibrosis on fibrillatory dynamics in the atria and to trial different
treatment approaches.

This atrial Digital Twin platform could be used as a resource by many communities including: computer
scientists who require meshes for developing simulation platforms or deep learning algorithms; by biomedical
engineering researchers for running mechanistic biophysical simulations; by basic scientists who are interested
in the progression of disease over time; by cardiac electrophysiologists, research academics at the US Food and
Drug Administration or in other industry for simulating the response to novel atrial fibrillation catheter ablation
or drug therapies as a virtual cohort trial. These models could also be used to test signal processing algorithms
by researchers or electroanatomic mapping companies, or to generate statistical shape atlases. Depending on
data ethics, models can be saved alongside demographics making it possible to test responses by age, biological
sex, or BMI. Anatomical models can also be synthesised to represent different ages, sex or BMI through
statistical shape or generative Al approaches.

To illustrate what possible outcomes could be expected from the VHT initiative, several hypothetical
user stories have been elaborated for different end users®. The scientific and computational elements
that are mentioned in these stories may be already mature in some cases, while in others they may still
be in a research or conceptual phase. Key elements in these stories that currently are not available are
the existence of a consolidated VHT infrastructure for generating improved scientific or commercial
outcomes, as well as the seamless integration of VHT applications in the clinical workflow to deliver
improved clinical outcomes. Such integration of all the tools and technologies, along with the required
engagement and cooperation from all relevant stakeholders, is essential to realise the vision of the VHT.
It is important to note that these stories are merely examples of what the VHT could help to realize.
They are not the only possibilities or applications, nor should they be interpreted as a statement of
priorities.

5.3.1  User story: patient perspective — ultimate VHT beneficiary

Box 7: User story — a patient’s journey with digital twins in healthcare

User story: a patient’s journey

Mrs. Rosa (55) is a dynamic lady with an active social life and works in the retail banking industry in a rural
area of Spain. Having entered menopause a decade ago and with a family history of type 2 diabetes, Rosa is
keen to maintain an active lifestyle through regular physical activity. Here, she reflects on events from a little
over a year ago.

“How my digital self keeps me on track with health — amidst the chaos”.

During a regular follow up with my family doctor, Dr. José, | was excited to tell him about my fitness progress.
I was especially keen in sharing my steps count and the 60k step challenge | was doing with my colleagues.
Dr. José was impressed and suggested | use the VHT platform with data pods to keep track of my health data
and medical records. He explained that it's like a digital health closet that securely stores everything in a
personal data pod. This sounded like the safety lockers in my bank, albeit digital and customised for health
data. He assured me it follows all the EU regulations, so my privacy and security are guaranteed.

After checking out VHT, | decided to upload my smartwatch data and medical reports to my Spanish data pod.
Dr. José also recommended the Bone-Twin program, a digital twin for musculoskeletal health, because of my
age and family history of type 2 diabetes. With my consent, Bone-Twin used my activity data to assess my
skeletal health and check for potential risks like osteoporosis. Thankfully, the digital twin informed me that my
bone health was fine and would continue to monitor for any anomalies.

The Bone-Twin program also suggested | try the Diabetic-Twin program due to my family history. | was a
bit hesitant at first because | felt my diet and regular blood tests were enough to manage my diabetes risk.

%The clinician’s and patient’s perspective stories are inspired by scenarios described in the Discipulus roadmap (October 2013).
https://iwww.vph-institute.org/discipulus.html
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However, since | was starting to feel good about using these digital health tools, | decided to share my blood
glucose data with the Diabetic-Twin program.

VHT digital twins facilitates early detection and intervention

Over the next year, | noticed how my VHT digital twin programs interacted with primary care services, and
provided me with simple summaries to understand laboratory results. It felt like healthcare was starting to
become a bit accessible like online banking. However, as summer approached, | started experiencing muscle
cramps and felt less motivated to exercise. This drop in activity triggered a warning from the Bone-Twin
program, which seemed to be getting information from the Diabetic-Twin program as well. Apparently, Dr.
José received the warning and asked me to come in for a check-up.

Although | was annoyed about the extra appointment, | appreciated how the clinic accommodated my busy
work schedule. On arrival at the primary care, Dr. José's team physically examined me. Together we then
reviewed the digital twin data, which revealed a more comprehensive picture of my health. Apparently, the
Diabetic-Twin program, based on my glucose measurements and dietary habits over the past months, seemed
to have detected early signs of diabetes that could be increasing my risk of osteoporosis. Dr. José explained to
me that considering my age, gender, and menopausal status, the Diabetic-Twin flagged the Bone-Twin, which
became extra vigilant in monitoring my activity patterns and bone health. By the time | started feeling
discomfort from the cramps, the Bone-Twin had already detected my reduced mobility and sent an alert to Dr.
José.

Initially, 1 was frustrated and concerned that my family's diabetic history was surfacing. Discussing it further
with Dr. José, | realized that my proactive approach to health management, along with the insights from my
care team and the VHT digital twins, allowed for early detection. More importantly, VHT also has helped Dr.
Joseé to refer me now to the osteoporosis clinic for further assessment, thereby starting a timely intervention.

Digital self empowers patients and improves care coordination

At the bone clinic, they conducted further tests and confirmed that | had an increased risk of osteoporotic
fractures. Further, using my Bone-Twin, they compared different treatment options, while also weighing the
impact of newly confirmed diabetic condition and dietary habits. The possible outcomes and the forecasts based
on the visualizations from VHT helped me understand how medications, physical activity and dietary changes
could improve my skeletal health. Thus, giving me an outlook to manage the progression of osteoporosis, while
also keeping an eye on the diabetes.

Over the following year, | received multiple communications from the VHT-connected digital twin services,
which, along with my doctor's consultations, empowered me to take control of my health. | was also
occasionally contacted by researchers using anonymized data from my data pod for clinical trials. It felt good
knowing how my data was being used and that | was contributing a bit to citizen science. It was interesting to
note that one such research team in Athens, Greece, was studying the effectiveness of osteoporosis drugs in
people with type 2 diabetes, which resonated with my own situation.

As part of my osteoporosis treatment, | joined an aqua-gym class, which provided the perfect balance of
physical activity and social interaction. And with the help of my digital twin, | even discovered that the pool's
cafeteria had some healthy snack options. I felt more informed and continued to play an active role in managing
my health. During our neighbourhood’s annual flu shot campaign, Dr. José encouraged me to share my
experience of managing multiple health conditions with other community members at the primary care facility.
Naturally, along with Dr. José’s team, I couldn't leave out the positive impact of digital twins and how they've
helped me, with early detection and intervention of my newly diagnosed chronic conditions.

5.3.2  User story: clinician & healthcare provider perspective — VHT user and beneficiary
Let’s read through the perspective of Dr. Anna Schmidt, cardiologist at Trinity Hospital, Berlin.

Box 8: User story — a clinician’s perspective.

At Trinity hospital in Berlin, the cardiology team led by senior Cardiologist Dr. Anna Schmidt, regularly
receives referrals of patients experiencing non-specific symptoms, such as chest heaviness, along with potential
risk factors. Unlike emergency admissions, these patients are referred not only due to recent discomfort but
also because of their increased risk of cardiovascular disease, considering factors like age, family history, and
genetic predisposition.

Mr. Mueller (58), a desk worker who enjoys gardening, was one such referral to the Trinity Hospital. He
experiences chest heaviness during strenuous gardening. Despite being on blood pressure medication, his
General physician (GP), considered Mueller’s family history — where both parents died of heart disease in their
early 60s —referred him to Dr. Anna Schmidt, at the cardiology unit at Trinity Hospital. This is her recounting
of their interactions.
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“Upon Mr Mueller's arrival at Trinity, my team and | conducted a thorough assessment, including physical
examination, blood tests, electrophysiology assessments and imaging of his heart. Considering his family
history and the recent advancements in our understanding of the genetic factors involved in complications of
coronary interventions (e.g. thrombosis), we also explored the possibility of genomic testing to identify
variants that could affect platelet function and increase his risk of thrombosis. The initial results confirmed the
suspicions of the GP: Mr. Mueller's discomfort was likely heart-related. To gain a comprehensive
understanding of his condition and explore potential treatment options, we created a personalised digital twin
of his heart using Trinity's Heart-Twin technology.

The Diagnosis — Early & Accurate

The innovative Heart-Twin Technology at Trinity rapidly integrated recent clinical and non-clinical data with
Mr Mueller's medical history, enabling us to diagnose the developing coronary artery disease. We discovered
that multiple vessels supplying blood to his heart were affected, restricting blood flow. The Heart-Twin's
diagnostic module provided non-invasive measurements of blockage severity in each vessel, giving us detailed
insights into the blockages, their impact on blood flow, and the overall severity of the disease per vessel. The
digital twin pinpointed areas of Mr Mueller’s heart tissue receiving insufficient blood, highlighting a risk of
infarction and a potential heart attack. This level of detail is often not achievable with traditional diagnostic
methods alone. More importantly, it saves over 20 million Euros per year in emergency admissions within
Germany and is fully reimbursed by the health insurance.

With these initial findings, | met with Mr. Mueller to explain the situation about his heart. Understandably, he
was concerned that his health might follow the same path as his parents. Using his own digital twin
representation, we showed him how we had captured the anomaly in his heart at a very early stage. | assured
him that our team would place him in telemonitoring and follow up in the coming weeks with detailed analysis
and personalised treatment options based on his Heart-Twin data.

Initially disappointed by his diagnosis, Mr. Mueller listened to our explanation and went home with the
knowledge that the digital twin could assist both our care team and him, in closely monitoring and addressing
his diagnosed condition.

The Prognosis and Treatment Options - Personalised

Using the Heart-Twin's prognostic module, we analysed potential treatment outcomes, considering his
medical records, family history, and current diagnosis. We asked the Twin to simulate various treatment
approaches on his digital heart, experimenting with different medications, stents, and lifestyle modifications.
Crucially, the Heart-Twin model, incorporating Mr. Mueller's genetic traits, flagged a rare genetic deficiency,
which could interfere with the metabolism of standard anti-clotting medications. With such comprehensive
assessment and virtual simulations, the prognostic module helped us evaluate multiple treatment options as
well as assess the risk of thrombosis. This helped us identify necessary precautions to ensure the optimal
outcome for Mr. Mueller.

The Treatment and its planning - Precision

Our cardiac unit at Trinity, comprising cardiologists, interventional specialists, imaging specialists, biomedical
engineering experts, and related professionals, convened to discuss findings from the Heart-Twin prognostic
module. Collaboratively analysing Mr. Mueller's digital twin, we devised a personalised treatment plan. This
plan included surgical intervention to place a drug eluting stent (limiting restenosis) to address the major
blockage, followed by oral medications to dilate smaller blockages. Our clinical team deliberated about the
Heart-Twin’s moderate risk score for stent thrombosis, based on genetic profiling. However, no further
treatment adjustments were agreed upon, except for substituting the standard anti-clotting drug with an
alternative due to Mr. Mueller’s genetic deficiency in metabolising the default drug.

Subsequently, our cardiac surgeons tasked the Heart-Twin's planning module to simulate the surgical
procedure on Mr. Mueller's digital heart. After considering a range of optimal access points, ideal stent
locations, and selecting the most suitable implant devices based on his individual anatomy and needs, the
planning module generated a clinical report. The module also contains the option of using extended reality
technology (AR/VR) to visualise the surgery in case certain complexities are expected.

The Patient Engagement — Informed & Active role

Upon Mr. Mueller’s return to Trinity in the following weeks, we first acknowledged his apprehension regarding
the diagnosis. Then, our care team invited him to don VR goggles. This provided an immersive visualisation
of the procedures and potential outcomes of different treatment options using the Heart-Twin program,
empowering him to make an informed decision about his care. In addition, we also walked him through the
digital twin's predicted outcomes for the coming years, incorporating factors like his medication history,
various lifestyle scenarios (cholesterol levels, blood pressure, activity levels, stress levels), and the impact of
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personalised medications that counteracted his genetic predisposition. These predictions helped us to
powerfully underscore the critical role of lifestyle modifications and strict adherence to medical advice in
preventing the progression of vessel disease and the need for future re-interventions.

The Health Outcome — Improved

Within six weeks, Mr. Mueller underwent a successful surgical procedure, meticulously guided by the virtual
planning conducted using his Heart-Twin. We then updated the Heart-Twin with post-operative images of Mr
Mueller’s rejuvenated heart along with the vitals collected through remote monitoring during his rehabilitation
phase.

During the post-operative consultation, Mr. Mueller expressed a keen interest in how his Heart-Twin was
gauging his recovery. Our cardiology team at Trinity were delighted to witness Mr. Mueller's active
engagement with his digital representation and his enthusiastic commitment to the collaboratively envisioned
care pathway. By leveraging the Heart-Twin, we were able to reassure him of his diligent adherence to
medications and his embrace of a healthier lifestyle. This newfound confidence empowered him to resume his
regular routines, including his beloved hobby of gardening.

To conclude, the above benefits empower us as healthcare professionals as well as our patients. Overall, it
exemplifies how the Heart-Twin reinforces the high-quality care we strive to provide. We increasingly value
the Heart-Twin and its crucial role in supporting us to deliver the best possible care and also promote healthy
living for Mr. Mueller and all our patients, at Trinity Hospital, here in Berlin, Germany.”

Leveraging the Heart-Twin Technology at Trinity Hospital, Berlin

For Dr. Anna Schmidt, the healthcare professional as the user of the virtual human twin: The Heart-Twin
technology has proven invaluable in Mr Mueller’s care. It streamlined vast amounts of clinical data and his
personal medical history, facilitating personalised treatment plans, forecasts, and strategies for preventing future
complications. It also addressed both clinical and non-clinical factors by accessing patient information collected
at home and at the hospital, and allowed to get a comprehensive picture compared to snapshot information. More
importantly, it allowed us to dedicate more quality time to patient care. Dr Schimdt and her team were able to use
the Heart-Twin to simulate various treatment approaches, including medication, stenting, and lifestyle
modifications. This allowed them to assess the potential outcomes of each option and develop a treatment plan
tailored to Mr. Mueller's individual needs and risks. The visualisation and prognostic modules within the Heart-
Twin program have been instrumental in facilitating collaboration and communication among their
interdisciplinary team and with the patient, as well as better anticipate complications.

For Mr. Mueller, as the ultimate beneficiary, the patient: Early detection and intervention, lead to a better
prognosis and reduced risk of serious complications and establishing a personalised treatment plan that addressed
his specific needs and genetic predispositions, minimising potential side effects and complications. Active
involvement in his care, thanks to the visualisations and explanations provided by the Heart-Twin, empowered
him to make informed decisions about his health, track his adherence to treatment plans and promote healthy
lifestyle choices. Overall, digital twin technology would also support long term proactive monitoring of heart
patients like Mr. Mueller, who are at three times higher risk of comorbidities like diabetes, and are also at risk of
adverse cardiac events.

5.3.3  User story: researcher perspective — VHT user, developer and beneficiary
Let's read through Julia’s personal experience of using the VHT platform to advance her research on addressing
the fast-evolving dual endemic of osteoporosis and diabetes.

Box 9: User story — a researcher’s perspective.
Julia is a graduate student at the University of Bologna, where she is working on her PhD in Biomedical
Engineering. Here, she talks about her recent experience with the European VHT infrastructure.

My name is Julia, and I’'m a 26 year old PhD student working on a project investigating how patients with
diabetes mellitus type Il respond to anti-resorptive treatments, a class of drugs that slow down the progression
of osteoporosis. My project involves conducting a clinical study on this topic. While the primary clinical
endpoint in this type of studies would be the bone fracture event, we use the absolute risk of fracture provided
by a Digital Twin called BBCT as a surrogate biomarker of this endpoint. A properly calibrated computed
tomography (CT) of the thigh region is the primary input for BBCT.

Generating a VHT application — putting together the right pieces of the puzzle
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A little while ago, | was contacted by another hospital who would like to join our multicentric clinical study
with a cohort of patients who had already been enrolled in a previous study and that are still being followed up.
The problem is that the CT scans were collected for these patients, but no calibration was available.

Searching the literature, | found a phantom-less calibration method that could be used to calibrate CT scans a
posteriori. But the question remains: how does this change in the BBCT protocol affect the predictive accuracy
of the Digital Twin? My supervisor told me that ten years ago, when he was a post-doc in the team that
developed BBCT, such a task would have required months of work. But not today: today, there is the VHT.
BBCT is one of the thousands of Digital Twins available on the VHT. So, | searched for a properly calibrated
CT scan of the thigh region: the HD_Valid collection, also available on the VHT, provides 100 of them. | wrote
a script that implements the phantom-less calibration described in that paper, and | created on the VHT a copy
of the CT scan calibrated with the phantom-less method. Then | scripted VHT to run twice: once with the
phantom-less calibrated CT, and once with the properly calibrated CT. Last, | linked my script to another one
already available in the VHT, which compares two quantities and calculates all sorts of error indicators such
as root mean square error, peak error, etc.

Analysing the obtained results — one more iteration

| tested my script on the single CT, and it worked fine. So | executed my script on the whole VHT data space.
The VHT’s resource finder found 579 properly calibrated CT scans of the thigh region, shared on VHT by
several researchers. | chose as execution space the Italian National Centre for HPC, where my group has a grant
for several core-hours. And then | went out with my friends for aperitifs. The day after, I was informed the
solution to my problem was ready. Upon accessing it through my VHT dashboard, | was disappointed. The
phantom-less calibration would introduce errors in the BBCT prediction of 10% on average but with peaks of
35% for some cases. Not good.

With a little help from my VHT friends

As my script was executed, all researchers who shared the CTs | used were informed of such use and the
purpose of my study. The day after, I was contacted by one of them, named Ylzé, who is working on a new
methods of phantom-less calibration for his PhD at the university of Liége in Belgium. Since my validation
script is not part of the VHT, it took him five minutes to replace the calibration script | implemented from that
paper with his own and run the whole thing again. And this time, the peak error is only 7% across all cases!
Looks like I have the solution to my problem — and a new scientific collaborator. Soon after Yuzé and 1
submitted a manuscript to IEEE Journal of Health Informatics, where we presented his new calibration method
and my validation protocol; the paper links to the VHT resources we used for this study.

Today | submitted to the ethical committee the request for an extension for the multicentric clinical study to
include the new hospital; | included the results of our in silico study to demonstrate that the change in the
protocol has a minor effect.

5.3.4  User story: industry perspective — VHT infrastructure accelerates drug development
This fictional story illustrates the potential of the VHT infrastructure to empower companies like ACME
in providing enhanced consulting services.

Box 10: User story — a company’s perspective.
Dr. Przemko Kowalski, CEO of ACME Consulting Services, leads the company with over 20 years of
experience in medicinal product development. Headquartered in Krakow, Poland, ACME has become a go-to
advisor for Biotech and Pharma manufacturers, particularly those pursuing non-conventional development
strategies to de-risk product development and bring innovative health technologies to patients. Here, Dr.
Kowalski shares his story on how a robust VHT infrastructure empowers ACME's mission to address the global
challenges faced by the health care players, including the World Health Organization (WHO).

A digital twin approach to drug discovery

As the CEO of ACME Consulting Services, I've spent over 20 years in medicinal product development. Our
specialty is using a cutting-edge digital twin of the human immune system. This allows us to test new drugs or
repurpose old medicinal products in silico before any animal or human experimentation is done. This has
drastically reduced the attrition rate of drug candidates and has allowed us to solidify our unique market
position, across the globe.

Confronting a new pandemic
Recently, the WHO approached us regarding a new pandemic that was starting to spread globally. This
concerned a new coronavirus variant, which was causing adverse immune reactions and a hyperinflammatory
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response, leading to critical respiratory distress and, in some cases, death. The WHO urgently needed to find
the best available Nonsteroidal anti-inflammatory drugs (NSAIDs) to treat the respiratory symptoms while a
vaccine was being developed.

Leveraging molecular data from the spike protein obtained through Cryo-electron microscopy, we rapidly
developed an in silico trial core by extending our base immune system model (physiological layer) with a
disease model of the coronavirus infection in the lungs (pathological layer). Through this, our model
incorporated molecular and cellular information alongside clinical knowledge from other coronavirus-induced
diseases such as SARS, MERS, and COVID-19.

Leveraging the VHT infrastructure: A Game Changer

We faced a major challenge: there were 35 different NSAID molecules available on the market, each working
differently. Creating 35 individual intervention models is an incredibly time-consuming and resource intensive
exercise! Luckily, the EU-driven VHT infrastructure came to our rescue. The VHT repository had pre-existing
interventional models for 23 of the 35 treatments. As strong believers in the power of collaborative public-
private research, we had designed our simulator to be fully integrated and compatible with the VHT
infrastructure. This allowed us to easily integrate those 23 interventions into our in silico trial.
Simultaneously, our ACME team was building a virtual patient group for the in silico trial. Utilizing the
epidemiological information provided by WHO and collating our insights from the COVID-19 pandemic, my
colleagues aimed to create a virtual cohort representing the at-risk patient population. However, even with
cohort expansion techniques, collecting experimental data for a few hundred subjects within the target
population would take months. The VHT repository again came to our rescue. Our teams noted that the VHT
platform hosted two large datasets of COVID-19 patients. Using this data and the VHT's phenotype
interpolation models, we built a virtual cohort of 3000 patients in just a few days.

Accelerated response: a new era in pandemic preparedness

Two weeks after the project started, working days and nights, we were able to launch the first in silico trial.
Given the importance of the health threat, EuroHPC made a special allocation to our trial, dedicating half of its
tier-0 supercomputer. In a matter of days, one specific candidate treatment emerged, among the 23 tested. WHO
initiated clinical trials worldwide, and all clinical data were collected on the VHT infrastructure, where the
automated credibility assessment pipelines were used to validate the predictions of the ACME model.

Low predictive accuracy was found for a specific subpopulation; the problem is that, for two NSAID molecules
in a subgroup of patients who regularly take another drug, interference between the two treatments arises.
Testing such interference in an ad-hoc in silico trial, confirmed the hypothesis. A week later, WHO experts
were able to provide guidelines on handling this specific sub-group.

Thanks to the VHT infrastructure and its vast collection of resources, we were able to identify the first line of
treatment only two months after the first case was reported. This is a drastic reduction compared to the seven
months that it took in 2020 to identify dexamethasone as an optimal treatment for critically ill patients infected
with COVID-19. With all our data and models now on the VHT infrastructure, we're even better prepared for
future pandemics.
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6 The Virtual Human Twin Ecosystem

Realising the vision of the VHT is beyond the capabilities of any individual organization or even
community (e.g. in silico medicine, wearables, organ-on-chip), but rather requires establishing and
engaging the entire ecosystem. The concept of ecosystems encompasses the intricate interconnections
between various sectors and stakeholders. The VHT ecosystem includes all participants along the
VHT’s value chain, including academic and research organisations, industrial organisations from the
smallest start-up to the largest corporations, healthcare professionals, patients, regulators, health
authorities, payers, policymakers, and more. The figure below provides an overview of the entire VHT
Community of Practice (CoP), starting from the VHT beneficiaries and users identifying the need, over

VHT creators developing solutions and VHT enablers providing the necessary infrastructure and
resources, to the VHT managers responsible for its governance.
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Figure 3: Schematic depiction of the VHT Community of Practice (CoP) and its different stakeholders. ELSI:
Ethical, Legal, Social Issues; CSO: civil society organisation.
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6.1.1 Patients & Citizens

Patients and citizens are beneficiaries and users of VHT technologies, who are central to the VHT
CoP. They are involved in co-developing and co-assessing VHT technologies. Patient and citizen
groups are end users or beneficiaries of Digital Twins in Healthcare, where DTs are addressing an unmet
clinical need. They can be further categorized as follows:

e Patients with personal experience of living with a disease, benefiting from Digital Twins to diagnose,
treat, manage or predict long term evolution of ailments.

e Citizens are common people like patients, representing the broader society and likely to use VHT for
accessing their own Digital Twins and personal medical data to better understand their health.

e Carers supporting patients as a family member, friend or volunteer, who can use Digital Twins to
understand the treatment pathways and situate / support the patient’s care.

e Patient advocates that have insights on large populations living with specific disease, may gain insight
on population Digital Twins to channelize further research on treatments, or use Digital Twins for
advocacy on policies, research funding and technology assessment.

o Patient experts with technical knowledge contributing to co-creating DTs or championing patient
reported outcomes to establish the value of DTs within regulatory and reimbursement assessments.

o Example: EUPATI trained Patient Experts, playing active roles in advisory boards, technology
assessment committees, etc.

e Patient organizations mandated to voice the collective view of patients in the development, approval,
and reimbursement of DTs that tackle a specific issue or disease.

o Example: European Liver Patients Association (ELPA)

e Citizen scientists are individuals with limited health technology background and ambition to perform

citizen/community driven research, who are likely to use VHT for citizen science research initiatives.
o Example: Civil society organization - EU4Health®

Patient organizations are typically not-for-profit organizations which are patient focused and where
patients® represent the majority of members in the governing bodies. There are many types of patient
organizations, with some focusing on the local or regional level, and others on the national, European
or international levels. Some organizations or coalitions work across different diseases and aim to
represent the voice of the whole patient community on cross-cutting issues. Other organizations deal
with a specific disease (e.g., breast cancer) or disease-area (e.g., cancer). Patient organizations that focus
on a specific disease and/or operate on a local or regional level are typically very close to the community
they represent, with detailed knowledge on the challenges and needs. Examples of patients
organizations include ELPA?®® (European Liver Patients Association) and EMSP3" (European Multiple
Sclerosis Platform).

In order to increase their impact on the global level, organizations sometimes form broader coalitions
across diseases or countries. The European Patients’ Forum?® (EPF) is an example of such a broader
organization, grouping 78 members*® that are either pan-European or national organizations themselves.
EPF has developed five criteria® to ascertain whether organizations are true patient organizations.
These criteria include transparency, legitimacy, democracy, representativeness and accountability &
consultation. EPF leads the patient advocacy in Europe, acting as an intermediary between the patient
community and the EU policy makers, participating in stakeholder groups, and providing training to
increase health literacy and patient empowerment. Another organization that operates in this space but
is not a patient organization itself, is EUPATI*, the European Patient Academy on Therapeutic
Innovation. They focus on educating patients and training patient experts that are able to get involved
in relevant research and development, as well as educate researchers on how to engage with patients.

34 https://eudhealth.eu/
3 Or carers in case patients are unable to represent themselves
% https://elpa.eu/

87 https://emsp.org/
38 https://www.eu-patient.eu/

39 https://www.eu-patient.eu/globalassets/list-of-members_ec_2024.pdf
0 https://www.eu-patient.eu/Members/what-is-a-patient-organisation/types-of-patient-organisations/
41 https://eupati.eu/
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EPF can be considered as a civil society organization (CSO), being an organization that is building
and nurturing a democratic society based on fundamental rights. A wide range of CSQO’s has joined
forces in Civil Society Europe*2. Examples of other CSOs are the European Youth Forum*® (focusing
on youth rights and participation), European Civic Forum** (focusing on democracy, human rights and
climate justice), and the Center for European Volunteering*, which is the European network of over 60
organizations dedicated to the promotion of, and support to, volunteers and volunteering in Europe at
European, national or regional level.

6.1.2 Healthcare professionals & systems

Healthcare professionals and systems are users, beneficiaries and co-creators of VHT technologies,
with oversight on safety-risk-benefit-harms and adverse events. They are involved in identifying unmet
needs, developing, assessing (clinical/regulatory/reimbursement) and adopting VHT technologies
within healthcare systems (users — developers — providers — payers). They are composed of
following groups:

e Clinicians whose needs are an important driver and who may use Digital Twins for increasing their
understanding of specific cases and co-morbidity, as clinical decision support systems or as a way to
visualise (patho)physiology and therapeutic approaches to students and patients.

o Example network: Clinical societies like Biomed Alliance, European Society of Cardiology
(ESC).

e Healthcare providers (Nurses, Physiotherapists, Psychotherapists and allied healthcare professionals)
who will be working with Digital Twins to monitor patient progress and provide or adjust care based on
the Digital Twin predictions.

o Example: European Federation of Nurses Associations (EFN), European Nursing Council
(ENC), European Association for Psychotherapy (EAP).

e Healthcare providers, Hospitals and their IT departments (e.g. Clinical IT Manager, Medical
Researcher, Medical Educator), who will need to integrate Digital Twins in their daily operations.

o Example: European hospital and healthcare federation (HOPE), European University Hospital
Alliance (EUHA).

Clinical and medical organizations play an important role in the clinical community. They work on
identifying common problems and challenges in the community, are involved in improving medical
education, inform their membership of innovations and policy changes, disseminate new insights and
technologies (e.g. through the co-creation of clinical guidelines) and are the key intermediaries in
dealing with policy and regulatory agencies. Several organizations are actively looking into initiatives
related to Digital Twins, such as the European Society for Cardiology*, the European Respiratory
Society*’ and the European Society for Radiology*®. 35 medical organizations joined forces in an
umbrella organization, BioMed Alliance®, through which they collaborate on research projects, the
organization of continued medical education and facilitate interactions with the European Commission
with a view on strengthening the funding for medical research, as well as discussing other policies
related to European health research and on enhancing the visibility of EU health research. Other
healthcare providers (nurses, physiotherapists, psychotherapists) have also formed representative
societies active at national and European level (e.g., European Federation of Nurses Associations® or
the Europe Region of World Physiotherapy®?), with the same goals as the clinical organizations. In
addition to societies uniting healthcare providers (HCP), there are also societies uniting hospitals such
as HOPE®? (European Hospital and Healthcare Federation) and EUHA®® (European University
Hospital Alliance). These associations aim to improve healthcare, research and education in order to

2 https://civilsocietyeurope.eu/

4 https://www.youthforum.org/

“ https://civic-forum.eu/

“ https://www.europeanvolunteercentre.org/
46 https://www.escardio.org/

47 https://www.ersnet.org/

8 https://www.myesr.org/

“ https://www.biomedeurope.org/

%0 https://efn.eu

51 https://www.erwcpt.eu/

52 http://www.hope.be/
53 https://www.euhalliance.eu/
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improve patient care and outcomes and to enhance efficiency and effectiveness in the operation of
hospitals and healthcare services.

6.2.1 Research and innovation actors

Research and innovation actors are creators/developers of VHT with a focus on basic research and
innovation of VHT technologies, beyond state of the art. They furthermore are involved in developing
regulatory and evidence science, governance framework including ELSI, liaising as expert assessors
and appraiser of VHT technologies and their impact across the entire health continuum (users —
developers — enablers — governance). In addition, research & innovation actors also address the
education and (re-) training needs of the VHT CoP, as well as act as a catalyst through scientific
societies and professional associations, where they contribute towards knowledge sharing and
consensus building in the process of defining cross-community VHT related standards. Likewise, the
research innovation actors fill the role of independent reference laboratories or testing centres, as well
as conducting clinical research studies in collaboration with academic medical centres and industrial
actors.

e Researchers in academia and industry, who develop new knowledge and new methodologies and test
them in pre-clinical and clinical settings.

o Digital Twin researchers are spread out in Academia, industry, research organizations.
Specifically, the academic sector is the predominant research-oriented technology developer
stakeholder group, which tackles fundamental challenges of conceptualization and builds
Digital Twins, often providing the basis for other technology developer actors to experiment,
scale up and operationalize the use of Digital Twins in healthcare systems.

o Academia & research institutions are prime drivers of innovations around Digital Twins in healthcare,
who are typically supported by public and private funders, whereby they are often involved in
fundamental research and knowledge needed for Digital Twins, and also play an active role in
prototyping, testing, regulatory science for Digital Twins in healthcare.

e Hospitals and health institutions that use, test, (co-) develop in-house to commercial Digital Twins in
healthcare. Together with their academic and industrial partners, they are important actors to
conceptualize care pathway centric Digital Twins for clinical decision systems, initiated as a ‘research-
only use’ or ‘off-label’ use in hospitals. They are often the first to spot unmet patient needs to trigger the
opportunity and scope of a Digital Twin solution and also the first actor to use, apply or introduce the
Digital Twins in healthcare systems.

The Virtual Physiological Human Institute® (VPHi) is an international non-profit organization,
whose mission is to ensure that the Virtual Physiological Human is fully realised, universally adopted,
and effectively used both in research and clinic. To this end, it organises its activities both on the
scientific level and the policy-regulatory level, ensuring the entire path from computer screen to the
patient is rolled out and all stakeholders are involved. The Avicenna Alliance® is an association of
industry and research organizations who have a commercial or research interest in the development of
in silico medicine. This Association bridges the gap between the scientific community, industry and
policy makers by advocating for policy changes that take into account scientific and market
developments. The COMBINE® (COmputational Modelling in Blology NEtwork) network is a
grassroot initiative driven by the scientific biocomputational modelling community, that develops open
community standards and formats for computational modelling. It aims at identifying gaps or addressing
new needs in the systems and synthetic biology standards landscape and to develop interoperable
standards with minimum overlap between them.

In addition to societies on the in silico elements, other societies focus on technologies related to data
generation. EUROO0CS®’ is the European society for organ-on-chip technology, one of the key
technologies that is able to generate human-relevant data in the absence of clinical measurements. Large

54 http://www.vph-institute.org
5 www.avicenna-alliance.com
%6 https://co.mbine.org

57 https://euroocs.eu/
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organizations focusing on technology development and/or uptake such as IEEE® have an increasing
focus on health applications, with large global societies on engineering in health such as IEEE-EMBS®®
(Engineering in Medicine & Biology Society).

6.2.2 Industry DT creators

Industry plays an important role in the creation/development of the VHT with a focus on applied
research, development and industrialization of VHT technologies, in compliance to standards,
regulations, legislative and societal guard rails. They are furthermore involved in the practice of
regulatory and evidence science, governance frameworks throughout the lifecycle and ecosystem of
VHT technologies. There is a wide range of industrial profiles relevant for the VHT:

e OEMs (Original Equipment Manufacturers) in the VHT context, refers to software developers that
provide libraries and solvers used to implement the Digital Twins; they are cross-sectoral actors that
empower the healthcare technology developers to harness the libraries developed and deployed in sectors
like aviation, industry, automobile etc. They partner up with both academic and industrial VHT actors.

o Multi-physics modelling & simulation software developers;
o Example: Commercial and open-source simulation platforms like Ansys, Matlab, etc.

e Medical product developers who use Digital Twins to design, optimise, or assess the safety and efficacy
of new medical products, both in the pre-regulatory and regulatory phases;

o Device, medicinal or biologics product manufacturers;
o Example: Medtronic, Siemens, Philips, etc.
e Innovators who translate research results into potential solutions for clinical or industrial unmet needs;
o Start-ups, Small-Medium Enterprises (SME), Large Enterprises, multi-national companies
(MNC).

o Industrial sector often collectively represents many of the above sub-groups of technology developers,
whereby they are involved in prototyping, developing, testing, seeking regulatory approval and market
access of proprietary Digital Twin components, products, platforms, solutions, systems or services in the
digital health technology space. They further follow the lifecycle of the Digital Twins in healthcare, be
it for mass manufacturing, deployment, maintenance and support.

e Digital Twin sellers, distributors and marketers, which can be categorized depending on their
business model:

o Biomedical instrumentation sellers that sell the Digital Twins as software embedded in their
hardware;

o Medical device sellers that sell Digital Twins as algorithms embedded in their medical devices
or that complement them;

o Medical software sellers that sell Digital Twins as stand-alone products or services;

o Broker sellers that sell Digital Twins developed by third parties, usually as software as a service
(SaaS), Platform as a service (PaaS) or Infrastructure as a service (1aaS).

Trade organizations represent industrial organizations in specific segments of the industry.
MedTechEurope® is the European trade association and represents the diagnostics and medical device
industry in Europe. COCIR®! (European Coordination Committee of the Radiological, Electromedical
and Healthcare IT Industry) is a non-profit trade association. Among others it cooperates with I1SO
contributing to standards in health informatics. It is also engaged in services concerning medical
regulatory frameworks and legal affairs. EFP1A®? (European Federation of Pharmaceutical Industries
and Associations) is a lobbying organization representing the research-based European pharmaceutical
industry promoting the use of medicines and medical products. The EFPIA Disclosure Codes are self-
regulatory transparency rules for the pharmaceutical industry.

%8 https://www.ieee.org/
%9 https://www.embs.org/
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82 https://www.efpia.eu/
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6.3.1 Infrastructure actors for Data, Research and Computing

Infrastructure actors for data, research and computing are VHT enablers or orchestrators who facilitate
the effective design, development, implementation, deployment and maintenance of VHT technologies,
in compliance to standards and regulations. They are important in the co-development of the VHT,
empowering end-users and beneficiaries of the CoP to access the VHT technology in practice.

e Research infrastructures are facilities, resources and services developed and used by the scientific and
R&D community to conduct high-level research.

o Example: European Research Infrastructure Consortia (ERIC)

e Computing infrastructures provide compute services to the community. Several centres for
supercomputing exist across Europe, with a number of organizations aiming to coordinate access to
leading-edge computing and data management resources and services for large-scale scientific and
engineering applications at the highest performance level.

o Example: High performance computing infrastructures such as MareNostrum, Leonardo, LUMI
etc; overarching organizations such as PRACE or EuroHPC.

e Data infrastructures in the medical context enable the health and care system to access data while
safeguarding the privacy of the individuals involved. Applications for the use of these data include
improvement of healthcare outcomes, efficiency of services or augmenting the impact of research.

o Example: EOPYY/(Greece), NHS Digital (UK), Sundhed (Denmark).
o Data brokers that curate and resell use licenses for data collections usually generated by third parties;
o Example: Epic (USA).

e Health Data Access Bodies (HDAB). As part of the European Health Data Space (EHDS), each country
must establish at least one Health Data Access Body (HDAB) as a governance structure and qualified
intermediary for the secondary use of health data®.

o Example: Findata (Finland), Health Data Hub (France), The Danish Health Data Authority
(Denmark), Belgian Health Data Agency (Belgium).

6.3.2 Technology investors, accelerators, governmental and non-governmental funding agencies
Technology investors, accelerators, governmental and non-governmental funding agencies fund the
development of innovative VHT technologies. They provide mentorship, coaching, and incentives to
support the successful development of the first generation of VHT solutions. Their activities can be
public, private or through public-private partnerships. They streamline and optimize the innovation
pathway within the VHT ecosystem to effectively address unmet healthcare needs.
e Business angels and investors who support the creation of new companies that want to sell Digital
Twins.
e Tech transfer offices (TTOSs), play a crucial role in identifying promising VHT innovations within
academic environments and fostering their translation into spin-off companies. Given that sophisticated
VHT models are likely to originate from academic research groups, universities need to establish
dedicated programs and foster a culture of innovation to incubate early-stage VHT solutions, guiding
them through the challenges of regulatory hurdles and market access.
e Innovation hubs complement the work of TTOs by providing a supportive environment for early-stage
startups to grow and scale. These hubs offer essential resources and guidance as companies navigate the
complexities of the market.

6.4.1 Policy & Law makers
Policy and law makers are governing and funding actors, who draft and enact governance mechanisms
through policies, legislations and public funding that regulate yet incentivize the development of VHT
technologies for the safety, wellbeing and benefits of the citizens and the wider society. They are
enablers that formulate policies, guidance and recommendations for fostering the entire VHT ecosystem
that aligns all actors of the VHT CoP to work towards the common goal.

e Healthcare policymakers who may develop specific policies linked to the use of Digital Twins and may

as well use this technology to support policy making, usually with the mediation of experts.

83 https://www.european-health-data-space.com/
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o Example: National ministries of health (NMH), EC institutions.

e Healthcare lawmakers at regional, national and European levels may establish a novel (or integrate the
current) legislative framework governing the development and use of DT across the health sector,
through enactment of necessary clauses, clarifications and provisions into existing regulations or those
under revision.

o Example: Members of European parliament, Members of regional and national governments.

6.4.2 Regulators, standardization actors, testing and clinical trial actors

Regulators, standardization actors, testing and clinical trial actors are governing actors of VHT who
implement the governance instruments set out to test, standardize, regulate and facilitate the market
access of VHT technologies developed by the VHT developers, such that the safety and efficacy of
the technologies are assured and do not cause harm to users and beneficiaries (patients and citizens).
They formulate guidelines to interpret and apply the legislative acts that govern VHT technologies.

Regulatory actors

o Medical Device regulators (e.g., FDA) that provide marketing authorization for Digital Twins that are
used as clinical decision support systems, but also qualification for Digital Twins used as medical device
development tools;

e Drug/Advanced Therapy regulators (e.g., FDA, EMA) that provide qualification for Digital Twins
used as drug/ATMP development tools;

e Conformity assessment agencies (e.g., Notified bodies) designated by an EU country to assess the
conformity against relevant regulation and applicable standards of Digital Twins for healthcare or of
other medical products developed with Digital Twins before they are being placed on the market;

e National competent authorities (NCA) are responsible for authorisation of medicines that do not pass
through the centralized procedure. NCA’s can review or authorise the use of HDT to augment clinical
trials, with virtual populations;

e Competent authorities for medical devices (CAMD) facilitates the implementation and enforcement
of the Regulations on medical devices and on in vitro diagnostics, whereby they oversee the use of Digital
Twins to demonstrate the safety, efficacy and effectiveness of medical devices, as well as drafting
guidance on implementing the relevant regulations and standards;

e Coordination groups

o Example: Medical Device Coordination Group (MDCG), Health Technology Assessment
coordination group (HTA-CG).

Regulatory agencies play a crucial role in providing guidance, establishing standards, and promoting
the safe and effective use of computational modelling and simulation in healthcare. The US Food and
Drug Administration (FDA) has been actively involved in exploring the use of in silico methodologies
and computational modelling in regulatory decision making. They have developed guidance documents
and initiatives such as the FDA 2016 guideline on Reporting of Computational Modelling Studies in
Medical Device Submissions®, the FDA 2018 guidance on PBPK models®, and the FDA draft guidance
document ©® that outlines a generalised framework for assessing model credibility that relies heavily
upon the ASME VV-40 standard®’. The European Medicines Agency (EMA) has also recognized the
potential of in silico methodologies and computational modelling. They have established the
"Innovation Task Force" to facilitate the uptake of innovative methods in the development of medicines.
They published some guidance documents on the topic such as the EMA guideline on reporting PBPK
models® and the EMA guidance for “Qualification of novel methodologies for medicine
development™®,

54 https://www.fda.gov/media/87586/download

8 https://www.fda.gov/media/101469/download

8 https://www.fda.gov/media/154985/download

57 https://www.asme.org/codes-standards/find-codes-standards/v-v-40-assessing-credibility-computational-modelling-verification-validation-
application-medical-devices

8 https://www.ema.europa.eu/documents/scientific-guideline/guideline-reporting-physiologically-based-pharmacokinetic-pbpk-modelling-
simulation_en.pdf

8 https://www.ema.europa.eu/documents/regulatory-procedural-guideline/qualification-novel-methodologies-drug-development-guidance-
applicants_en.pdf

57


https://www.fda.gov/media/154985/download
https://www.fda.gov/media/87586/download
https://www.fda.gov/media/101469/download
https://www.fda.gov/media/154985/download
https://www.asme.org/codes-standards/find-codes-standards/v-v-40-assessing-credibility-computational-modelling-verification-validation-application-medical-devices
https://www.asme.org/codes-standards/find-codes-standards/v-v-40-assessing-credibility-computational-modelling-verification-validation-application-medical-devices
https://www.ema.europa.eu/documents/scientific-guideline/guideline-reporting-physiologically-based-pharmacokinetic-pbpk-modelling-simulation_en.pdf
https://www.ema.europa.eu/documents/scientific-guideline/guideline-reporting-physiologically-based-pharmacokinetic-pbpk-modelling-simulation_en.pdf
https://www.ema.europa.eu/documents/regulatory-procedural-guideline/qualification-novel-methodologies-drug-development-guidance-applicants_en.pdf
https://www.ema.europa.eu/documents/regulatory-procedural-guideline/qualification-novel-methodologies-drug-development-guidance-applicants_en.pdf

D3.2: VHT roadmap EDITH — 101083771

Different regulatory pathways and strategies for the acceptance of in silico methodologies and Digital
Twins in medical device and drug development can be identified, including:
e Certification of a SaMD: Nowadays, regulatory authorities widely acknowledge software
designed for medical purposes as a distinct category of medical devices known as Software as
a Medical Device (SaMD) or Medical Device Software (MDSW). Both the FDA's Centre for
Devices and Radiological Health (CDRH) and the European Union's CE-marking process have
established regulatory pathways specifically designed for these types of technologies. Notably,
there is a particular focus on SaMDs with predictive capabilities. An example class of SaMD
includes the HeartFlow service solution, discussed in a previous chapter.
¢ Qualification of in silico methodologies: The FDA and EMA offer qualification pathways for
medical device and drug development tools. While the FDA provides qualification for both, the
EMA currently only provides it for drug development tools. The process for qualifying a new
methodology is not mandatory but highly recommended; it involves requesting qualification
advice from the regulatory authority followed by a formal request for qualification opinion. If
a positive qualification opinion is obtained and there are no criticisms from the experts, the
developer can utilise the methodology to generate evidence in a marketing authorization
application for a new medical product.

Notified bodies are commercial organizations designated by an EU country to assess the conformity
of certain products before being placed on the market. These bodies carry out tasks related to conformity
assessment procedures set out in the applicable legislation, when a third party is required. They are
assigned an important role in various health related regulations, such as the Medical Devices
Regulation, the In vitro Diagnostic Medical Devices Regulation and the Al Act. A full list of notified
bodies is available on the website of the European Commission’. Umbrella organizations bringing
together multiple notified bodies, such as Team-NB"™, aim to streamline communication with the
European Commission and assist their members in the implementation of new regulations and
innovations.

Standardization actors
e International standards bodies are organizations that develop and publish technical standards intended
for global use. These standards ensure quality, consistency, safety, and interoperability across different
countries and industries.
o Example: ISO, IEC, CENELEC
e National standards bodies are organizations responsible for developing, coordinating, and promoting
standards within a specific country. These bodies ensure that national standards align with international
standards to facilitate trade, enhance product quality, and ensure safety. They often represent their
country in international standards organizations like the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC).
o Example: DIN, ASME
e International harmonization forums are collaborative platforms where regulatory authorities, industry
representatives, and other stakeholders come together to develop and align standards and guidelines
across different countries and regions. These forums aim to ensure consistency, safety, and quality in
various sectors by harmonizing technical requirements and regulatory practices across the globe.
o Example: IMDRF
e Community-driven standardization are collaborative platforms where individuals, organizations, and
communities come together to develop and promote standards based on shared needs and goals. Unlike
traditional top-down approaches, these networks emphasize grassroots participation and collective
decision-making. They often focus on creating community standards that reflect the specific
requirements and values of the community involved.
o Example: COMBINE-network

The standardisation actors are either grass-root standardisation initiatives or official committees of
standard defining organizations (SDOs), which define technical or clinical standards. The most

0 https://webgate.ec.europa.eu/single-market-compliance-space/notified-bodies
* https://www.team-nb.org/
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important international SDOs for technical standards are the International Standards Organisation’?
(1SO) with its Technical Committees 215 (Health Informatics) and 276 (Biotechnology) and the CEN
/ CENELEC™ with its technical committee 251 (Health Informatics). Several national SDOs are very
active on the international stage, such as the American Society of Mechanical Engineers™ (ASME) and
the German standards organization DIN”™. The Joint Initiative Council for Global Health
Informatics Standardization™ (JIC) is an example of an umbrella organization formed to further the
important role of health informatics standards to enable interoperability of information and processes
across health domains and facilitate effective global markets for health information systems. In addition,
there are several other institutions, societies and authorities defining standards relevant for VHTSs.
Beside that there are also some grass-root communities active in defining community standards, like
COMBINE and the Genome Alliance for Genomics and Health”” (GA4GH). A full list of SDOs defining
technical standards is given in Table A.12 in Annex 2.

There are also several institutes, organizations, and initiatives which define clinical data standards. One
of the most prominent of them is the Clinical Data Interchange Standards Consortium’ (CDISC). A
comprehensive list of SDOs relevant for defining clinical data standards is given in Table A.13 in Annex
2.

Testing and clinical trial actors
e CROs (Contract Research Organizations) that assist not only in the conduction of clinical studies for the
validation of Digital Twins but also that can use Digital Twins to design and optimize clinical studies of
new treatments;
e Testing labs (e.g. Reference laboratories)

6.4.3 Payers, Buyers, Reimbursement decision-makers, Health Technology Assessors

Payers, buyers, reimbursement decision-makers, as well as Health Technology Assessors are funders
and governing actors of VHT who implement the governance instruments set out to evaluate the
evidence to support the clinical and economic effectiveness of VHT technologies developed by the
VHT developers, such that the safety and benefit of the technologies are assured brings value and
benefits to healthcare systems and broader society (patients and citizens). They are enablers, who
streamline the VHT ecosystem, such that the VHT creators/developers from the supply-side of the VHT
ecosystem, meet the needs of the demand side from healthcare systems and society.

e Payers are typically seen as funders, public/private/statutory/national insurance bodies and healthcare
authorities, who are collectively key decision makers on coverage and reimbursement of Digital
Twins in healthcare technology that is offered by private or public healthcare providers / marketplace.

o Example: National competent authorities for pricing & reimbursement (NCAPR) and
public healthcare payers, statutory insurance bodies (public, private insurance);

o Key players: European Social Insurance Platform (EUSIP), International Association of Mutual
Benefit Societies (AIM), Association of mutual and cooperative insurers in Europe (AMICE),
Federal Joint Committee (G-BA, Germany).

e Buyers are typically healthcare providers (hospital networks) and national healthcare systems that buy
or procure Digital Twin healthcare technology to provide healthcare. This category represents a wide
range of stakeholders linked to the national or regional healthcare provision model. It may include private
and public healthcare providers, insurance, healthcare authorities, group buyers, etc.

o Individual healthcare systems, healthcare providers, as well as the above payers representing
the national competent authorities on pricing and reimbursement, are likely to perceive the role
of buyers of Digital Twin technologies from clinician-facing DTs for clinical decision support
to patient-facing DTs that support care pathways.

o Group buyers are a collective of individual healthcare institutions or health systems or for
example a group of university hospitals, who form consortium of buyers, who collectively
identify a unmet clinical or healthcare system need, for which public procurement of
innovations are explored. Example: European University Hospital Alliance (EUHA).
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e Decision makers are a collective of payers and buyers at national level of member states, who
commission and evaluate the assessments made by the HTA bodies (see below), to decide upon the
recommendations on the payments / coverage of Digital Twins destined as individual DT technologies
or when they are part of a care pathway. National decision-making agencies examine aspects like risk-
benefit, clinical-effectiveness and cost-benefit of Digital Twins, while taking into account the value it
brings for their population and healthcare system.

o The recommendations of the decision maker group on the effectiveness and value-benefit of
Digital Twin solutions, form the basis of negotiation between the developers and
funders/payers/buyers of any health technology.

o Example: in Germany the federal council GBA, calls for the technology assessment through
IQWIG, the German HTA body, whose report helps define the recommendation on the coverage
decisions.

e Health technology assessment bodies are actors that assess the clinical effectiveness, cost-
effectiveness, and reimbursability level of new Digital Twins for healthcare or of other medical products
developed with Digital Twins. This group includes Health technology assessors, Health economists and
HTA committees that include representatives of medical societies and patient organizations.

o On the request of payers/buyers or technology developers, they are often tasked to evaluate the
evidence on value of Digital Twin solutions, for an unmet healthcare need or against the
standard of care setting within national healthcare systems;

o Example: Institute for Quality and Efficiency in Healthcare (IQWiG, Germany), National
Institute for Health and Care Excellence (NICE UK).

e Healthcare innovation procurement experts are the specialised actors that empower the key end-users
(patients, clinicians), the buyers (healthcare network, hospitals) and the payers (healthcare systems,
insurance forum), to proactively explore the strategic procurement of healthcare innovations like VHT
technologies that solves a current healthcare need, for which a solution is not current available in the off-
the shelf marketplace.

o Inthe context of the VHT ecosystem, innovation procurement experts could act as key liaisons
who can bring the incentive to the VHT ecosystem, as they look for a shared-risk model with
DT developers. For instance, through pre-commercial procurement, they facilitate the
procurement of research that leads to joint development and testing the low-TRL (Technology
Readiness Level) DT solutions that cater to their unmet need. Thereby channelize the VHT
ecosystem to develop innovations that are better and faster prepared for regulatory and
reimbursement assessment.

e Independent research institutes, public institutions (regional and national), hospital-based HTAs
that are likely to conduct evidence-based reviews of Digital Twins for benefit-risk assessment and to
measure their value and pricing.

o Examples: Institute for clinical and economic review (ICER), Sciensano®, Organisation for
Economic Co-operation and Development (OECD8), European Health Observatory on Health
Systems and Policies® — a partnership hosted by World Health Organisation (WHO) that
identifies and generates the evidence on health systems for Europe’s decision-makers, WHO-
Europe®s.

o Initiatives: EDIHTA®, ASSESS DHT®,

With respect to the reimbursement for DTs in healthcare, the roles and the respective coverage decision
pathways are set to vary for VHT technologies, subject to categorization of the DT as health technology
within the spectrum of drugs, medical devices, drug-device combination or digital health technologies.

™ Institute for clinical and economic review - ICER - pioneering leaders to conduct comparative effectiveness review in U.S., whose reports
are most sort after - https:/icer.org/who-we-are/

8 Sciensano — Health service Research Organization - Belgium, who conduct health services research, to examine healthcare system to
improve health and quality of life of patients - https://www.sciensano.be/en/about-sciensano/sciensanos-organogram/health-services-research
8 OECD - Organisation for Economic Co-operation and Development, policy think tank who conduct independent research on measuring
health outcomes and health system resources, as well support evidence-based policies that improve access, efficiency , and quality of
healthcare. - https://www.oecd.org/en/topics/health.html

8 European Health Observatory on Health Systems and Policies — a partnership hosted by World Health Organisation (WHO) the identifies
and generates the evidence on health systems, for Europe’s decision-makers - https://eurohealthobservatory.who.int/

8 WHO-Europe - Responsible Authority for public Health with United Nations system, supports countries in meeting citizen’s expectation
about health - https://www.who.int/europe/about-us/about-who-europe

8 EDIHTA — The first European Digital Health Technology Assessment framework - https://edihta-project.eu/

8 ASSESS DHT — Development and harmonization of methodologies for assessing digital health technologies in Europe - https://assess-
dht.eu/
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Several HTA agencies have demonstrated interest in in silico methods and have proposed related
initiatives. Here are some representative examples:

e National Institute for Health and Care Excellence® (NICE) - United Kingdom: NICE has expressed
interest in in silico methods and their potential impact on HTA. They have highlighted the use of
computer modelling and simulation techniques to support decision making, particularly in areas such as
medical devices and diagnostics. They presented a 5-year strategic plan_where the use of digital health
technologies is among the 6 key identified trends®’.

e  French National Authority for Health® (HAS) - France: HAS has been exploring ways to integrate
computer modelling and simulation techniques into their assessment processes and has developed a
classification system for digital solutions used in healthcare based on three criteria: intended use, capacity
to provide a personalised response, and autonomy in decision-making®.

e AQUAS® (Agency for Health Quality and Assessment of Catalonia) is an organization based in
Catalonia, Spain, dedicated to assessing the quality and effectiveness of healthcare interventions and
technologies. AQUAS conducts HTA studies to inform decision-making processes related to healthcare
policy, resource allocation, and reimbursement decisions. The agency plays a significant role in
evaluating the clinical and economic aspects of healthcare technologies, including pharmaceuticals and
medical devices. AQUAS recently contributed to the discussion on the role of Al within in silico
medicine®.

At the international level, one of the most important organizations dedicated to health technology
assessment is the Health Technology Assessment International (HTAI)%. HTAI brings together
experts, professionals, and organizations involved in HTA from around the world. It serves as a global
platform for knowledge exchange, collaboration, and development of HTA methodologies and
practices. HTAIi organises annual conferences and provides opportunities for networking and
collaboration among HTA stakeholders. They have organised workshops and sessions to discuss the
role of in silico trials to complement or supplement randomised controlled trials of new technologies.
At the EU level, EUnetHTA® was established to create an effective, collaborative and sustainable
network for HTA across Europe — to help develop reliable, timely, transparent, and transferable
information to contribute to HTA in European countries.

6.4.4 Legal, IP, Ethical, & Social actors

Legal, IP, Ethical and Social (ELSI) actors include national and EU Parliaments, Competent supervisory
Authorities and Courts, Member States and European regulatory and harmonization bodies guiding
and regulating the VHT ecosystem by addressing the legal, ethical, social, and intellectual property
aspects of the VHT. These actors lay down the applicable legal framework and ensure compliance with
laws, foster ethical decision making, and address societal implications to build trust and acceptance of
VHT solutions. They also include legal counsels, Data Protection Officers, compliance officers, Al and
social science experts and ethicists, supporting the VHT community in navigating complex legal and
social frameworks, while promoting equity, inclusiveness, and moral responsibility in the development,
deployment, and application of Digital Twin technologies.

o GDPR officers, including data controllers, data providers, data protection officers (DPO), supervisory
authorities, and their legal advisors, involved with the handling of sensitive data used to develop, validate,
or use Digital Twins.

e Ethics experts, members of ethical committees in research, clinical, policy or public domain would
evaluate the benefits and risks introduced by Digital Twin technologies. Combined with the legal pre-
requisites enshrined in law, ethical obligations identified by these experts would foster moral
considerations that shape the action of the VHT community, impose limits and offer guidance (e.g. VHT
Code-of-conduct) to embrace and navigate Digital Twin technologies.

e Social science experts specialised in Science & Technology studies, would evaluate the relationship
between the different actors within the VHT community of practice, to unearth the frictions on social
acceptance of Digital Twins in healthcare. They offer insights and guidance to promote acceptability and

8 https://www.nice.org.uk/

87 https://static.nice.org.uk/NICE%20strateqy%202021%20t0%202026%20-%20Dynamic,%20Collaborative, %20E xcellent.pdf
8 https://www.has-sante.fr/

89 https://www.has-sante.fr/upload/docs/application/pdf/2019-07/rapport_analyse_prospective_20191.pdf

% https://aquas.gencat.cat/ca/inici

% Geris L et al. VPH Institute & Avicenna Alliance White Paper (2022). https://www.doi.org/10.5281/zenodo0.8064147

92 https://htai.org/
% https://www.eunethta.eu/
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trust in the developed technologies, in order to increase collaboration towards socially responsible Digital
Twin technology solutions.

6.5.1 Professional associations, Trade bodies, Civil society organizations

Professional associations serve as crucial boundary spanners within the VHT ecosystem, facilitating
cross-fertilization among diverse stakeholders. By fostering a shared understanding of common
goals and priorities, these associations play a vital role in guiding the community towards collective
success. By acting as local champions, professional associations inspire their members to embrace the
VHT revolution. They effectively bridge the gap between the community and broader stakeholders by
gathering and disseminating valuable insights, including emerging challenges and unanswered
guestions.

o Professional associations such as scientific/clinical societies already play multifaceted roles within the
healthcare landscape. Their members often go beyond their primary responsibilities (e.g., patient care)
to serve on Ethics Research Committees, Health Technology Assessment committees, and regulatory
assessment panels. To effectively facilitate the integration of Digital Twins into various professional
domains, these associations will play a formidable role in educating and empowering their members to
embrace and effectively utilize this transformative technology.

o Example: European Society for Cardiology (ESC).

e Trade bodies play a crucial role within the CoP by providing essential industry insights and driving the
industrialization of Digital Twin technologies. As representatives of thousands of SMEs, they bring
valuable experience in adopting and implementing new technologies within clinical practice.
Furthermore, trade bodies tend to actively seek partnerships with other community subgroups to gain a
deeper understanding of the ethical, legal, and social implications of VHT innovations, while offering
their support and expertise on technology innovations.

o Example: MedTech Europe, European Federation from Pharmaceutical Industries and
Assaciations (EFPIA)

e Expert groups, Think Tanks, Policy Forums, Independent research institutes and Networks play a
critical brokering role within and outside the VHT ecosystem. Leveraging their independent stature, these
organizations conduct assessments of healthcare systems and advise governments on policies and
implementation strategies to integrate VHT solutions effectively. These organizations are particularly
crucial for widening the VHT technologies to developing countries, which rely on in-depth assessments
from these pioneering bodies to efficiently allocate resources and maximize the impact of investments in
VHT solutions on the well-being of their populations.

o Example: National Academies of Science Engineering & Medicine (USA), OECD, WHO,
European Health Observatories, EIT-Health®, European Health Telematics Association
(EHTEL®)

o Civil Society organizations are crucial stakeholders in the VHT ecosystem, representing the voice of
the public and holding policymakers accountable. As key drivers of societal change, they are instrumental
in shaping the future of healthcare. Gaining the trust and active engagement of CSOs is paramount for
the successful implementation of DT technologies. The VHT CoP should actively support CSOs by
providing them with comprehensive information about the potential benefits and risks of VHT solutions.
Furthermore, the VHT CoP should actively seek input from CSOs, recognizing their crucial role in
shaping the ethical and societal implications of these emerging technologies. By actively involving CSOs
in the development and implementation of VHT solutions, the community can ensure that these
technologies are developed and deployed in a responsible and equitable manner.

o Example: European Patients’ Forum, EU4Health

6.5.2 Education, training, communication actors

Education, training, communication actors create educational resources, develop and disseminate
high-quality educational materials, including lectures, online courses, and interactive tools, to broaden
public understanding and facilitate self-learning about Digital Twin technologies. One important
educational goal is to develop the future workforce: train the next generation of researchers,
developers, and practitioners in the creation, utilization, and interpretation of Digital Twin technologies.

% https://eithealth.eu/
% https://www.ehtel.eu/
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Another important goal is to educate the public, to inform and engage the broader public about the
potential benefits and implications of Digital Twin technologies, fostering understanding and
acceptance within society.

e Teaching staff who use Digital Twins during their lectures for education and demonstration.

e Teachers and Trainers that offer lectures in universities and summer schools, to train the next
generation on developing, applying or using the Digital Twins.

e Accredited professional training institutes that (re-)train multidisciplinary professionals in the clinical,
industrial or regulatory sectors, about the interplay of their professions and the lifecycle of VHT
technologies. For example, training and retraining programs for professionals in clinical, regulatory and
industrial sectors, to interpret VHT-based results, is seen as paramount for capacity building and
sustainability of the VHT ecosystem.

Box 11: Success story —the Immune Digital Twin initiative
Success story: ecosystem building
Website: https://www.rd-alliance.org/groups/building-immune-digital-twins-wg

The Immune Digital Twin (IDT) Project is an interdisciplinary initiative focused on developing personalized
computational models of the human immune system to enhance precision medicine. Recognizing the immune
system's complexity and its pivotal role in various diseases, the project aims to create digital replicas that can
predict individual immune responses, thereby improving diagnostics and treatment strategies.

The initiative started by a 3-week workshop at the Institut Pascal®® bringing together close to 100 experts in the
field. The core team continued to build the community and the IDT has now been accepted and endorsed as a
Research Data Alliance working group. This will provide the community with a limited level of support
(logistical, not financial) to realize its proposed activities. The WG's primary objectives include:

e Literature Repository: Developing open-access data and model repositories to serve as shared
resources for the IDT community. This involves creating metadata libraries that curate relevant
literature and existing models of the human immune system.

e Data Infrastructure: Establishing robust, shareable, and scalable data infrastructures that adhere to
FAIR (Findable, Accessible, Interoperable, Reusable) principles. This infrastructure will support the
integration and expansion of computational models into comprehensive medical Digital Twins.

e Community Building: Fostering a long-term interdisciplinary community dedicated to addressing
the challenges inherent in developing IDTs. This includes organizing webinars, workshops, and
collaborative projects to facilitate knowledge exchange and innovation.

Mathematicians,
Clinicians Computer scientists,
Immunologists Engineers

Experimental
& Computational
Biologists

Figure 4: Interdisciplinarity required for building immune Digital Twins®’

While computational modelling is a critical component, the development of medical Digital Twins extends
beyond modelling to include comprehensive data integration and standardization. By focusing on the immune
system, the project aims to create a foundational framework that can be adapted to other biological systems in
the future. Through these efforts, the IDT Project aspires to revolutionize personalized medicine by providing
clinicians with advanced tools to simulate and predict patient-specific immune responses, ultimately leading to
more effective and tailored healthcare solutions.

% https://indico.ijclab.in2p3.fr/event/9017/
97 https://doi.org/10.1038/s41540-024-00450-5
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7 Needs, Challenges and Barriers to the Virtual Human Twin

In a wide range of stakeholder engagement activities, the needs and challenges of stakeholder groups’
involvement with the VHT were identified. A detailed SWOT analysis for different stakeholder groups,
summarized below, assessed the strengths, weaknesses, opportunities and threats with respect to the
VHT development and deployment for that particular stakeholder group.

7.1.1 Patients & Citizens

Patients and citizens acknowledge the importance of data sharing as a cornerstone of the VHT
paradigm but emphasize the need for assurances regarding the ethical and responsible use of their health
data. While there is a willingness to contribute their personal information, they expect robust data
governance frameworks that prioritize privacy and security while enabling secure and efficient data
utilization for the advancement of VHT technologies. Moreover, concerns regarding artificial
intelligence (Al) and synthetic data used in VHT development remain prevalent. Specifically, patients
and citizens are apprehensive about biases inherent in Al algorithms and have questions regarding the
reliability and validation processes of synthetic data. To address these concerns, transparency and
explainability in Al systems are essential, alongside clear communication about the role of synthetic
data in supplementing real-world datasets.

Another pressing issue is the need to enhance patient and citizen understanding of VHT and digital
health technologies. Many individuals feel unprepared to fully comprehend the implications of VHT
for their healthcare and call for accessible educational resources that improve digital health literacy.
Such initiatives should empower individuals to participate actively in the VHT ecosystem and make
informed decisions regarding their healthcare. Furthermore, equitable access to VHT technologies is a
significant concern. Patients and citizens highlight the risk of disparities in access based on
socioeconomic status and geographic location. Efforts must be directed toward promoting the
development and implementation of VHT solutions that are universally accessible and address potential
biases in algorithms and datasets to avoid perpetuating healthcare inequities.

The SWOT analysis underscores the potential of VHT to empower patients, enhance personalized care,
and accelerate medical research as key strengths. Weaknesses include limited public awareness, risks
to privacy, and the possibility of exacerbating existing health disparities. Opportunities are identified in
fostering patient-centred design, using VHT for education and empowerment, and establishing robust
ethical frameworks to guide implementation. Threats such as data misuse, distrust in Al technologies,
and inadequate regulatory oversight remain challenges to be addressed.

7.1.2  Clinical Community, Healthcare Providers, and Hospitals

The clinical community and healthcare providers recognize the transformative potential of VHT but
stress the importance of demonstrating its clinical relevance and value in real-world healthcare
settings. Clinicians require clear evidence of VHT’s impact on patient outcomes, cost-effectiveness,
and workflow efficiency to support its integration into clinical practice. Rigorous clinical trials and
studies tailored to specific healthcare applications are essential to validate the utility of VHT. In
addition, clinicians often face challenges in interpreting the complex data generated by multi-scale
Digital Twins. This necessitates the development of user-friendly interfaces and visualization tools that
simplify data presentation and ensure that healthcare professionals can effectively engage with the
technology. Adequate training programs and support systems are also required to equip clinicians
with the skills needed to utilize VHT in their practices.

Integration of VHT into existing clinical workflows presents technical and logistical challenges,
particularly in ensuring interoperability with electronic health records (EHRS) and other healthcare
information systems. Collaboration with healthcare providers to design solutions that align with
existing workflows is critical to seamless implementation. Data quality, security, and patient privacy
also emerge as key concerns in VHT deployment. Robust data governance frameworks and privacy-
preserving techniques are needed to protect patient data and maintain confidentiality while addressing
biases in algorithms and datasets to ensure fairness and equity.
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The SWOT analysis highlights the strengths of VHT in improving diagnostics, enabling personalized
treatment plans, and enhancing clinical decision-making. Weaknesses include limited availability of
tailored VHT solutions, a lack of an extensive evidence base to support widespread adoption, and the
potential for technology-induced errors. Opportunities lie in fostering partnerships between clinicians
and developers, integrating VHT into medical education, implementing adequate change management
processes and addressing unmet clinical needs. However, threats such as apprehension to adopting new
technologies, interoperability challenges, and ethical concerns regarding patient autonomy and data
privacy must be mitigated.

7.1.3 Academia

In academia, researchers face significant obstacles in securing access to diverse, high-quality datasets
that are representative of various patient populations and disease states. These datasets are critical for
the development and validation of VHT models. To address this issue, mechanisms for data sharing and
collaboration among research institutions, healthcare providers, and industry partners must be
established. Another challenge is the findability, accessibility, and interoperability of existing VHT
tools and resources. The lack of standardization and centralized repositories impedes researchers'
ability to locate relevant software, models, and datasets. Developing standardized frameworks for
metadata, ontologies, and common data formats is essential to enhance the usability of VHT resources.
The computational demands of VHT development represent another significant barrier. Developing
and simulating complex VHT models requires substantial computational resources and specialized
expertise, which are often inaccessible to many researchers. Continued investments in high-
performance computing infrastructure and accessible cloud-based platforms are necessary to support
these efforts. Collaboration across disciplines is also a priority, given the inherently multidisciplinary
nature of VHT research. Platforms and forums for knowledge sharing, training, and interdisciplinary
engagement should be established to foster growth within the VHT research community. Additionally,
there is a need to incentivize academics to engage with and contribute to the VHT infrastructure. Clear
rewards and recognition systems, such as citation metrics, peer review acknowledgment, and funding
opportunities, must be implemented to motivate researchers to dedicate time and resources to this field.
The SWOT analysis identifies challenges such as limited data availability, difficulties in locating and
integrating tools, computational resource constraints, and the need for interdisciplinary collaboration.
However, opportunities exist in fostering collaboration, improving data access, and incentivizing
academic contributions. Overcoming these barriers will ensure that academia plays a pivotal role in
advancing VHT technologies.

7.1.4  Industry

The industry sector faces uncertainty in navigating the evolving legal and regulatory landscape for
VHT-based products and services. The lack of clear guidelines hinders commercialization and creates
uncertainty for companies. To address this, advocacy for streamlined regulatory pathways, standards,
and legal frameworks is essential to influence the development of commercial VHT applications.
Demonstrating the value proposition of VHT to healthcare providers and payers is another key
challenge. Companies must provide compelling evidence of clinical and economic benefits through
robust clinical trials and economic evaluations. Effective communication materials are critical to
conveying these benefits to healthcare decision-makers.

Data security, privacy, and ethical considerations remain central to the successful deployment of
VHT solutions. Questions surrounding liability and intellectual property when using the VHT
infrastructure need to be addressed. Companies must implement robust data governance frameworks
and address biases in algorithms and datasets to ensure ethical and equitable applications. The shortage
of skilled professionals with expertise in VHT technologies presents an additional barrier. Investments
in training programs and partnerships with academic institutions are necessary to develop a skilled
workforce capable of supporting VHT development and implementation.

The SWOT analysis reveals that VHT offers significant strengths, including potential cost savings,
faster product development, and personalized healthcare solutions. However, high development costs,
scalability issues, and lack of reimbursement models are notable weaknesses. Opportunities lie in
leveraging VHT for drug discovery, clinical trial optimization, and personalized medicine, while threats
include regulatory uncertainty, data privacy concerns, and workforce shortages.
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7.1.5 Regulatory, Standardization, Legal, Ethical and Social Sciences Actors

Regulatory and standardization actors face the challenge of establishing clear and consistent guidelines
for data anonymization and pseudonymization, particularly in light of varying interpretations of data
protection regulations such as the GDPR. These inconsistencies hinder cross-border data sharing and
VHT development. Harmonizing data protection regulations and developing clear guidelines are critical
to overcoming this challenge. The regulatory classification of VHT software components remains
ambiguous, creating uncertainty for developers and complicating approval processes. Establishing
precise definitions and classifications is necessary to streamline regulatory pathways.
Standardization is another priority, as the absence of uniform data formats, ontologies, and workflows
hampers interoperability and reproducibility. Collaborative efforts among regulatory agencies,
standardization organizations, as well as academic and industry stakeholders are required to develop
and adopt standards that align with regulatory requirements and developer needs. Ethical concerns,
including algorithmic bias, patient autonomy, and the responsible use of patient data, must be addressed
through robust ethical guidelines and frameworks. Establishing social acceptance and building trust in
VHT technologies requires co-creation of these technologies with end users, following responsible
research and innovation approaches.

The SWOT analysis emphasizes strengths such as the potential for harmonizing regulations and
standards, while weaknesses include jurisdictional variations and a lack of established frameworks.
Opportunities lie in promoting global collaboration and ethical standardization, but threats such as
misaligned regulations and ethical disputes require careful navigation.

7.1.6  Payer, Buyer, and Health Technology Assessment Community

The payer and HTA community must establish clear criteria for evaluating the clinical and economic
value of VHT solutions. Standardized methodologies are essential to assess clinical effectiveness, cost-
effectiveness, and budget impact. Uncertainty surrounding the long-term benefits and risks of VHT
further complicates coverage decisions. Research into the long-term effectiveness, safety, and cost-
effectiveness of VHT is required to address this knowledge gap. Traditional reimbursement models
may not suit the unique nature of VHT technologies, necessitating the development of innovative
payment mechanisms, such as value-based payments and risk-sharing agreements.

Ensuring equitable access to VHT technologies is another priority. High costs could exacerbate
healthcare disparities, necessitating policies that promote affordability and accessibility in underserved
communities. Effective communication and collaboration between VHT developers, payers, and HTA
bodies are crucial to align expectations and facilitate evidence generation.

The SWOT analysis highlights the payer community's experience in evaluating new health technologies
as a strength, while identifying weaknesses such as a lack of clear guidelines, uncertainty about long-
term benefits, and the absence of established reimbursement models. Opportunities include partnerships
to generate evidence of VHT’s value, innovative payment models, and improved population health
outcomes. However, threats such as resistance to new technologies, potential healthcare cost increases,
and ethical concerns regarding access and privacy must be addressed.

Despite the consensus on the transformative potential of Digital Twins in Healthcare in medical
research, healthcare delivery, and patient care, there are still substantial barriers hindering its
widespread translation and adoption as discussed above. These barriers can be grouped into broader
categories related to data, technology, ethical, legal and social consideration, economic and
sustainability factors, as well as clinical uptake and adoption.

1. Data-related barriers
e Data availability and quality: the development and validation of reliable VHT models require
large volumes of accessible, high-quality and diverse data. The lack of high-quality and
properly annotated data poses a significant challenge.
e Data collection and harmonisation: there is a lack of standardized or even consensus-driven
protocols for data collection and processing, hindering consistency and reliability in data
production. Implementation of rigorous quality control measures at each stage of the data
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lifecycle, coupled with the adoption of clear metadata standards, is required to further enhance
data transparency and reproducibility.

Data interoperability and standardization: integrating data from disparate sources with
varying formats and standards is crucial for building comprehensive VHTs. Lack of
interoperability and standardization in these collaborative research environments where data is
integrated, can lead to potential errors, misinterpretations, and compromised outcomes.

2. Software and Infrastructure Barriers

Software tools and models: the VHT infrastructure needs robust software tools and models
for DT development, simulation, visualization, and data management. These tools and models
should follow the FAIR (findable, accessible, inter-operable and reproducible) principles to
avoid expending valuable resources reinventing the wheel.

Model complexity and integration: developing and validating multi-scale and/or multi-organ
VHT models that accurately represent the complexity of human physiology and pathology can
be computationally intensive and requires advanced modelling and inference techniques. While
running these integrated models through orchestrations of sub-models or data flows offers
potential solutions, they face challenges in computational efficiency, interoperability, and tool
architecture. In addition, there is a lack of widely used data and API standards for orchestrating
the linking of multiple DTs.

Model complexity and run time: the need to produce results within clinically realistic
timescales to aid clinical decision making, provides a further challenge for integrated DTs,
which can be addressed by creating surrogate models using Al.

Infrastructure: the VHT infrastructure should be user-friendly and capable of handling large-
scale data and complex models, while facilitating the interoperability with commercial
platforms used in industry and clinics. The infrastructure should assist users in meeting the
requirements regarding standardization and interoperability of their resources.

3. Ethical, Legal and Social Barriers

Data privacy and security: the sensitive nature of health data necessitates strict privacy and
security measures to ensure responsible and ethical data sharing. Widespread uncertainty
regarding the concept of anonymous data and national divergences regarding legal bases on
data reuse further complicate the scenario.

Informed consent and transparency: clear guidelines and procedures for obtaining informed
consent from individuals for various forms of data use are (remain) essential. Additionally,
transparency regarding the underlying assumptions, algorithms and potential biases in VHT
models is crucial for building trust with society at large.

Equity and access: Ensuring equitable access to VHT technologies across diverse populations
is crucial to avoid exacerbating health disparities.

Legal clarity and liability: addressing legal clarity, certainty and liability is required to provide
reassurance to developers, investors and healthcare providers regarding legal compliance,
support and the allocation of responsibility in the event of any unintended consequences or
harm arising from the use of this technology, including hospital down time due to e.g. security
issues.

4. Regulatory Science Barriers

Lack of consolidated regulatory pathways: the fragmentation of the regulatory decision-
making landscape, and the absence of established standards and precedents for evaluating the
safety and efficacy of the novel and complex VHT technologies, slows down their translation.
Lack of validation data: the lack of sufficient, accessible and high-quality data for VHT
development limits the ability to develop comprehensive and credible models that can be
effectively used for research, regulatory assessment, clinical applications and
commercialization.

5. Economic and Sustainability Barriers
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Funding and investment: sustained funding and investment are essential for advancing VHT
research, developing and maintaining its infrastructure as well as supporting the innovation
framework, providing innovation hubs and training VHT innovation officers.

Business models and value proposition: clear business models and a compelling value
proposition are needed to incentivize participation of all stakeholders along the VHT value
chain (including patients) and attract private investments, ensuring the long-term sustainability
of the VHT ecosystem.

Open source conundrum: while open-source licensing could enhance collaboration and
streamline  development, competitive funding strategies, institutional plans for
commercialization, and investor preferences for exclusive rights can hinder its adoption.
Achieving a balance between fostering open-source solutions and maintaining viable business
models, including mechanisms for developer participation in profits, is essential to ensure
development and maintenance of a high-quality, sustainable VHT infrastructure.

Skilled workforce: training and retraining of the workforce, from technology developers, over
regulatory experts to healthcare providers, is required to ensure presence of the necessary
competencies to develop, handle or assess VHT technologies.

Lack of specific reimbursement pathways: the absence of established reimbursement
pathways creates uncertainty, limiting the incentives for adoption. This challenge also affects
the developers’ ability to demonstrate financial value in the healthcare ecosystem.

6. Clinical Integration and Adoption Barriers

Clinical validation and utility: demonstrating the clinical validity and utility of VHT
applications through rigorous studies and trials, communicated in clinical publications and
guidelines, is crucial to show sufficient safety and benefits for gaining clinical and hospital buy-
in and integrating these technologies into clinical practice.

Integration into existing workflows: the practical challenge of integrating these technologies
into current clinical workflows, as well as provisioning access to already existing data
generating tools (wearables, devices), often deters adoption.

Interdisciplinary teams: teams of healthcare professionals and medical technology experts are
needed to integrate and adopt the variety of devices, instruments or services that use or deliver
VHT applications acquired by healthcare providers.

7. Cultural and Organisational Barriers

Resistance to change: some stakeholders may resist adopting new technologies as they involve
changes to already established workflows, or because of scepticism, lack of knowledge or
mistrust. Implementing proper change management processes will allow one to prepare and
support individuals, teams and leaders in making organizational changes, in order to embrace
the VHT.

Education and training: educating stakeholders, including patients, healthcare professionals,
regulators and others, about VHT technologies, their applications and appropriate use, as well
as their limitations is essential for fostering adoption and effective use in healthcare.
Geographical and organisational differences: the use of VHT applications in the “real world”
requires working with local constraints, which can differ among countries, among regions in a
single country or even among organisations within the same region.

Addressing these barriers requires a multi-faceted approach involving collaboration among researchers,
clinicians, patients, industry, policymakers and regulatory bodies. Overcoming these challenges is
essential towards unlocking the transformative potential of VHTSs and realizing a future of personalized,
predictive, and preventative healthcare.
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8 Need and Vision for VHT: Conclusions and Recommendations

Taking into account the current healthcare, policy and innovation context, as well as the needs and
challenges identified by the stakeholders across the VHT ecosystem, this first part of the roadmap
proposed a high-level vision for the Virtual Human Twin.

A Virtual Human Twin is an integrated multi-level, -time, and -discipline digital representation of a
body, organ, or cell enabling the comprehensive characterisation of the physiological and the
pathological state in its heterogeneity, allowing patient-specific predictions for the prevention,
prediction, screening, diagnosis and treatment of a disease, as well as the evaluation, optimisation,
selection, personalization, and de-risking of intervention options.

The Virtual Human Twin initiative represents a groundbreaking approach to addressing key challenges
in healthcare, including rising costs, the growing demand for personalized medicine, and the need for
more efficient healthcare systems. By leveraging advanced in silico technologies such as computer
modelling, simulation, and artificial intelligence, supported by state-of-the-art computational
infrastructure and data technologies, the VHT enables the creation of virtual representations of human
physiology and pathology. These virtual models offer insights into disease progression across scales of
time, space, and organ systems, paving the way for personalized, predictive, and preventive care,
accelerating medical research, and improving support for clinicians, patients, and healthcare providers.

The VHT initiative emphasizes both generating new scientific knowledge and applying it to enhance
clinical care. Its realization requires collaborative efforts at a European level, including the
establishment of a dedicated VHT infrastructure. In order to achieve its core goals, the VHT initiative
furthermore requires work on pooling resources and expertise, data sharing and interoperability,
credibility and trust, as well as economic sustainability. As such the VHT initiative will provide a
systematic, ever-growing digital and quantitative representation of the actionable knowledge available
on human pathophysiology. Its federated public infrastructure will enable the pooling of resources and
assets (data, models, algorithms, computing power, storage etc.) to develop Digital Twins in healthcare
and assess their credibility. A collaborative, diverse, and engaged ecosystem will facilitate the uptake
of the VHT across all sectors and R&D phases, including clinical practice, with full respect of ethical,
legal, and social considerations.

Realizing the vision of the VHT, requires development on a wide range of topics, including
technology, infrastructure, standards, regulatory processes, ELSI (ethical, legal and social issues), users,
uptake, as well as business models and sustainability. Collaboration between researchers, clinicians,
policymakers, and industry stakeholders is essential to establish robust technical solutions, ethical
guidelines, and regulatory frameworks.

The essential starting point for realising this vision is engaging the innovation ecosystem, identifying
all relevant stakeholders and assessing their expectations, needs and challenges. The information
presented in this part can be summarized in the following recommendations for the VHT.

1. Research and innovation: to ensure that the Virtual Human Twin reaches its full potential,
research and innovation (R&I) are paramount. This R&I should span a continuum from basic
research, addressing fundamental knowledge gaps and the development of nascent technologies,
to translational research, bridging the gap between laboratory findings and clinical applications.
The scope of R&I should cover the creation of generic and population-specific Digital Twins as
well as highly personalized Digital Twins, catering to diverse applications. Embracing blue-sky
research will be crucial for breakthroughs and innovation, alongside the exploration of diverse use
cases to demonstrate the VHT's broad applicability.
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2. Prioritizing use cases to enhance VHT impact: the identification, development, and delivery of
high-impact validated use cases is important to demonstrate the practical value of the VHT across
diverse clinical and scientific applications. Prioritization should be given to use cases that address
key areas such as diagnostics, medical education and training, clinical decision support, therapy
development, and intervention planning. The development of a demonstrator (such as the Virtual
Brain Twin) showcasing the capabilities of the VHT in a specific area will be valuable for engaging
stakeholders and showcasing its potential. Selecting a diverse range of use cases will illustrate the
VHT's versatility and broad applicability, particularly highlighting the transition from screening
diseases to more complex stratified simulations. This approach ensures that the VHT is developed
with a focus on real-world applications, maximizing its impact and adoption.

3. Enhancing clinical usefulness - a cornerstone for VHT adoption: to ensure the VHT is
embraced in clinical practice, demonstrating its clinical usefulness is paramount. This requires a
rigorous assessment of its clinical effectiveness and usability. Following a co-creation approach,
the conceptualisation and development of the VHT must be driven by a clear understanding of
clinical needs, ensuring the VHT addresses practical challenges and provides tangible benefits.
Fostering dialogue and collaboration with clinicians throughout the development process will
ensure the VHT is aligned with clinical workflows and priorities.

4. Applications across the disease continuum - realizing the full potential of the VHT: to
maximize the impact of the Virtual Human Twin, it is essential to advance the understanding of
how its solutions, products, and services can be applied across the entire disease continuum. This
includes exploring its potential in prevention, treatment, and follow-up, spanning a wide range of
applications from biomedical and clinical studies to therapy development and diagnostics. The
VHT should not be confined to traditional healthcare settings but also encompass innovative care
models such as remote care and self-care, empowering individuals to actively manage their own
health. This comprehensive approach will unlock the full potential of the VHT, transforming
healthcare from a reactive system to a proactive, personalized, and patient-centric model.
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PART 2:

REALISING THE VHT - TECHNOLOGY
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9 Organisation of resources for VHT

The elements discussed in Part 1 of this roadmap provide a general outline for the blueprint of the
Virtual Human Twin. This section provides a high-level description of the essential characteristics of
the VHT. From a technology perspective, the VHT can be thought of as a collection of resources that
can seamlessly be interrogated, integrated, and executed, as well as the underlying fabric to facilitate
such actions. Every resource that forms the VHT is extensively annotated, and this metadata can be
used for advanced searches and other complex operations. However, it is crucial to identify an
organisational paradigm, referring to a conceptual framework or overarching system of organization
that defines how elements within a complex structure are categorized, related, and presented to users.
The VHT’s organisational paradigm is a guiding principle for structuring the its resources, enabling
intuitive navigation, effective data representation, and enhanced interaction within a multidimensional
space®.

The basic VHT resources are data and models, which can be processed by tools and integrated into
scientific workflows. These resources are stored and executed in the VHT infrastructure made up of
storage, execution, and network resources, organised and integrated into a repository/catalogue and
simulation platform, relying on tailored software stacks.

The central resource in the VHT’s organisation is the data object. Annotation is the labelling of this
data with necessary information to understand, interpret, and use the data object. A model object is a
relation between some input data objects and some output data objects. A workflow object is an
orchestration of tools and model objects executing over a set of input data objects. Tools are pieces of
software that perform specific functions (e.g. solvers, data segmentation software). Execution, storage
and networking services provide assistance in transferring resources, executing models and workflows
in the appropriate compute environment, as well as further downstream activities such as processing
and storing of the results.

Each VHT data object is a digital dataset, stored and annotated according to some basic rules. The
dataset must contain quantitative information on human pathophysiology, whether measured or
predicted. It must be stored and curated according to the FAIR principles to be findable, accessible
(possibly through authentication and authorisation), interoperable and reusable. The dataset must be
annotated with sufficient metadata, which includes information on the data object type and its position
in the data space (called data object pose).

9.2.1 The data object type and pose

The Data Object Type (DOT) is a unique identifier associated with enough information to decide if
and to what extent that data object is suitable input for a DT model. This includes information on the
dataset regarding its semantics (what the data mean), its syntax (in which standardised, interoperable
formats the dataset is presented), and its accessibility (how the dataset can be retrieved). Eventually,
DOTs will be selected from a list of standardised types, possibly organised in a well-structured
taxonomy or ontology (cfr. PART 4). The list of supported DOTs might start as a folksonomy, a user-
generated way of organising content, which is periodically scrutinised and consolidated into proper
VHT ontologies. VHT ontologies refer to structured, formalized representations of knowledge within
the VHT. These ontologies define the relationships, attributes, and classifications of the various
resources and components that make up the VHT. By providing a shared vocabulary and logical
framework, VHT ontologies facilitate interoperability, advanced metadata annotation, semantic
searches, and consistent integration of diverse data types across the multidimensional space of the VHT.

In computer vision and robotics, the pose of an object is the combination of the object's position and
orientation. Pose estimation determines a detected object's pose relative to some coordinate system.

% Viceconti et al. arXiv:2023; 2304.06678v1. https://doi.org/10.48550/arXiv.2304.06678
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This information can then be used, for example, to allow a robot to manipulate an object or to avoid
moving into the object. In the context of the VHT, the Data Object Pose (DOP) includes all information
to define the data object in the VHT’s n-dimensional reference system (data space). This information
includes the information regarding the object’s position and scale. The object’s scale can be expressed
in terms of its grain and range®®. These concepts relate to the space/time resolution of the
instrumentation used to observe the data (grain), and the size/duration of the features of interest in that
data (range). Ideally, this information would be captured as part of instrumentation metadata (including
its calibration) and linked to the measurement, together with a protocol describing how the data was
collected. The concept of grain and range as scale representation applies well to datasets that define the
variation of a quantity in space and time. But since we assume, by convention, that also scalar values
(such as blood biomarkers) need to be associated with a point in the reference system of the VHT, in
that case, the grain represents the least significant digit of the measurement/prediction (reproducibility
of the measurement, uncertainty of the prediction). In contrast, the range could represent the uncertainty
of positioning in space and time for that scalar quantity.

Depending on how the VHT will develop, there might be some necessity for developing a general data
object template, of which every possible data object type considered in the VHT (e.g., imaging,
wearables) is a specialisation. Some related work was done as part of the development of the so-called
Multimod Application Framework, a rapid application development library for biomedical software
applications?®,

9.2.2 Annotation and annotation services

The VHT’s organisational paradigm is established by assighning a DOP to data objects in the
multidimensional reference data space. Whenever a new DOT is added, it should also be provided with
the transformation functions required to calculate the DOP for each data object with that DOT.

We have identified, so far, six dimensions for the data space: three spatial coordinates, time, clustering,
and credibility. All this information combined will define the DOP, however, additional dimensions
might be considered during the further development of the VHT.
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Figure 5: A graphic representation of the data sheet describing the relevant information of a data object.

% Bhattacharya et al., PLoS One. 2021;16(5):€0251297. https://www.doi.org/10.1371/journal.pone.0251297.
100 v/jceconti M et al., Proc Eighth Interntl Conf Inform Visual 2004; 15-20, https://www/doi.org/10.1109/1V.2004.1320119 .
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Dimensions 1 to 3: Space

The space is that of the human body as represented in anatomy. But where descriptive anatomy
traditionally provides a qualitative, descriptive (semantic) representation of the spatial organisation of
the body, we need a quantitative, universal representation of the anatomical space. This anatomical
space is the average body geometry of all human beings, the average human body. We call this the VHT
anatomical template.

Data objects can be defined over 0, 1, 2, or 3 spatial dimensions. For example, the systolic blood
pressure of a subject is a 0D data object, how the blood flow velocity varies along the length of an artery
is a 1D data object, the distribution of temperature over a region of the skin is a 2D data object, the
distribution of bone mineral density in a bone is a 3D data object.

Each data object (except OD objects) represents the spatial variation of its values using a reference
system (implicit or explicit). So, in a 3D data object, the value corresponding to the coordinates (0, O,
0) places such value at the origin of this reference system. In addition, each data object is referred to a
specific individual and their anthropometry. But to simplify automatic annotation, clustering, and other
similar operations, it is convenient that each data object is mapped to a conventional anatomical space
by posing it with respect to the VHT anatomical template (which provides the DOP).

Using a conventional space requires each data object type to be provided with one or more annotation
functions to transform it into the conventional spatial reference system. 3D objects can be easily posed
in the anatomical space; the bone mineral density distribution of a patient’s femur can be posed in the
VHT space region corresponding to the femur of the anatomical template. With some caution, 2D and
1D objects can also be posed with respect to the anatomical template. However, 0D objects do not have
an anatomical location. But because all data objects in the VHT must have one, all 0D data objects are,
by convention, mapped on a 3D point located in a conventional point in the anatomical space. So, for
example, the systolic blood pressure value could be posed at the centre of the heart region in the
anatomical template or in the arm region where the sphygmomanometer was applied.

For spatially localised data objects, it is necessary to define appropriate transformations to calculate
the pose of the data object in the conventional anatomical space!®. Spatially localised data objects
usually have a volume, and thus they occupy a region of the anatomical space, usually represented with
the bounding box. As such they do not only have a position in space but also an orientation. Moreover,
the spatial transformations are also necessary to produce the average data objects to populate the
clustering axis. Because we want to preserve the integrity of the original data objects, and because
applying a spatial transformation is usually not computationally expensive, it is convenient to keep the
data object in its original spatial localisation and store the transformation parameters that pose it in the
conventional anatomical space as metadata, that are applied on the fly to the data when required.

The minimum set of transformation parameters should include the roto-translation matrix that
rigidly transforms from the reference system of a spatially localised data object to a pose that is
anatomically appropriate in the reference system of the VHT anatomical template. Anatomically
appropriate means centred and aligned. So, for example, the 3D surface of a femur of a 70 year old
female patient would be transformed to have its centroid coincident and its principal inertia axes aligned
with those of the femur of the VHT anatomical template. Of course, that subject's femur would generally
be smaller or bigger than the average femur.

Users can also add the transformation parameters for more complex spatial transformation, such as an
affine transformation that scales the data object so that its bounding box matches that of the template
organ or fully elastic registrations that match the geometry of the data object to that of the corresponding
template. Elastic registrations are used to generate average datasets for specific population clusters.
As mentioned before, among the essential metadata for each data object, one must include the spatial
range and grain, which facilitates the definition of the spatial scale in which the data object is defined.

The anatomical mapping of all data objects to a conventional anatomical space poses some challenges.
For example, how to handle datasets that refer to multiple anatomical locations (e.g., recordings of a

101 Model, atlas or DL-based approaches are currently adopted in clinical practice to align multimodal medical imaging collected in clinical
practice.
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multi-lead electrocardiogram). In such cases, one could position the dataset in correspondence with the
heart centre or the chest region's centre. Or, if the anatomical location of each lead is available, one
could decompose the dataset into multiple data objects, one for each channel, and place them at the
anatomical location of their lead. In this case, the metadata should include the information that the same
experiment produced all those measurements.

Dimension 4: Time

The dimension of time may require three different representations depending on the use case. The
first is an absolute time axis where each data object is placed at a specific date/time coordinate (for
example, using the World Wide Web Consortium (W3C) date and time formats specifications).
However, in some cases, it is more useful to represent time as the age, the relative time passed since
birth. For this purpose, we need to add a birth date, actual or estimated, to the metadata. Last, in other
use cases, data objects could be organised along a normalised time axis that spans from zero (birth) to
one (death). For this, we also need in the metadata a death date, actual or estimated. Since these three
representations can be easily generated on the fly when the necessary metadata is available, we
recommend storing the date/time at collection, birth date and death date, leaving it to the user interface
to choose the most convenient representation depending on the use case.

Time-varying datasets will range between two date/time points. However, storing the start date/time
and duration might be convenient instead. Since the time of birth is not a generally available
information, we will assume that all subjects born on a given day were born at 12:00 (noon) because
sixty per cent of babies are born during the day, between 6 A.M. and 6 P.M.

Among the essential metadata for each data object, one must include the temporal range and the grain
of the data object, which makes it possible to define the time scale in which the data object is defined.

Dimension 5: Clustering

Human pathophysiology varies widely between individuals. Clustering indicates the level of patient-
specificity of a data set, from patient-specific data (fully un-clustered, k = 0) to fully clustered (homo
sapiens, k =1 in case only human data would be allowed in the VHT). On the one hand, the VHT should
contain quantitative knowledge about the pathophysiology of many individuals; on the other hand, in
several situations, such knowledge needs to be represented or is provided only as an average of a group
of individuals.

To ensure irreversible anonymisation of patient-specific data, the metadata includes a unique data object
ID and a unique PatientID, not associated with the individual identity. Where necessary, a
LocalPatientID can be used to support pseudo-anonymisation schemes.

Each data object type must include an averaging function that enables clustering among its
annotation services. For data objects defined in space, this is typically an elastic registration function;
for time-varying objects, it might involve a synchronisation function, and for data objects not defined
in space-time, these are averaging functions in the statistical sense.

When data sets are stored with sufficient metadata, this can inform the creation of additional groups
in the data space, calculating clustering value of these groups as well as the criteria used for clustering.
This means that on the Clustering axis, there might be at the same coordinate multiple data objects for
the same DOT type, each obtained with different clustering criteria. For example, under k = 0.5, we
could have a male-female, healthy-diseased, or a clustering above or below 43 years of age. How do
we map clustering rules with the same k value? One possibility is using the same interface used to
handle multiscale data. Suppose we navigate in the VHT infrastructure to the group of CT scans of the
femoral bone: in that group, we will find clinical CTs in which the whole femur is depicted, microCTs
in which only a small tissue biopsy is depicted, and nanoCTs in which only a few trabeculae are
depicted. The user interface will have to represent the fact that in that group there are data objects
defined on a different space-time scale and provide a way to navigate this additional organisational
principle.

Dimension 6: Credibility

75



D3.2: VHT roadmap EDITH — 101083771

When a new data object is added, it is placed at the lowest level of credibility (non-qualified data). The
data owner can submit a data object to the credibility transformation function. The higher the credibility
of a data object, the higher its value. Depending on the level of credibility that the owner is requesting,
the application must be informed by a smaller or greater amount of information that captures the
provenance, the quality, the metrological properties (or computational credibility properties if the data
are computed), and the certifications of the instrumentation/software used. For high levels of credibility,
the request might be evaluated by a panel of experts, possibly in coordination with regulatory agencies.
If the data are computed, the credibility of the data object will depend on the credibility of the
computational model that produced it, and the uncertainty on that data should be available based on an
uncertainty quantification of the computational model, taking into account the uncertainties on the input
data and parameters of the computational model.

The disease state as a dimension?

Considering the main aim of the VHT is healthcare, one could wonder why there is no disease axis to
the multidimensional space we use as an organisational paradigm. We can represent the human body as
a closed system in a state defined at each instant by the values assumed by its state variables. Diagnosis,
the identification of a disease, is not only characterised by symptoms (unusual combinations of values
for some state variables) but also by some causal relationships. Indeed, in medicine the term syndrome
indicates clusters of symptoms that might be associated with different diseases (differential diagnosis)
or that lack any causal explanation. But being healthy (or diseased) is also a subjective construct of the
patient. So, the concept of disease is too complex to be used as an organisational paradigm. Still, VHT
users will be able to annotate their data objects with disease-describing metadata using clinical
terminology dictionaries such as SNOMED-CT%, ICD!%, or full ontologies such as EBI’s DOID%.

9.2.3 Anillustration of the data object pose and its six dimensions

We use the hypothetical generation of the VHT Anatomical Template to illustrate how these six
dimensions are defined. Let us imagine having a large collection of 3D body scans of humans of all
ages, genders, etc. Information related to the scanner, protocol, calibration procedures etc. are captured
in the DOT. In theory, all scans were taken with the subject in the same stance (standing with the feet
slightly apart, arms along the sides with the palms forward).

Each dataset is expressed with respect to an implicit reference system specific to the type of scanner
used. We position the data object on the time axis in correspondence to the date/time of the scan, but
we also add the subject birthdate, so we can represent the data objects also with the age axis.
Assuming the scans were all performed with fully certified 3D scanners, and were assessed to be of
good quality throughout all captured regions/organs/anatomies, we place all datasets at value 1 on the
credibility axis (which ranges from 0 for non-qualified data to 1 for fully certified measured data).
Since each dataset refers to an individual, we place all of them at 0 on the clustering axis.

If we now select all datasets for individuals of a certain age, we can perform some spatial
normalisations. The first normalisation operation assumes the body is a rigid object. We define an
anatomical reference system (e.g., origin in the projection of the centre of mass on the floor, X oriented
from posterior to anterior, Y from medial to lateral, and Z from feet to head) and calculate for each
dataset the rigid transformation so that they are all aligned to the anatomical reference system. The
second normalisation operation assumes the body is a kinematic chain, e.g., a set of rigid bodies
articulated through idealised joints. We define in the anatomical reference system an ideal body posture.
Then we calculate the multi-body rigid transformation for each dataset that aligns each scan to this
ideal body posture. The third and last spatial normalisation assumes the body is an elastic object. We
use statistical atlas techniques'® to calculate for each time point the average body shape and then
calculate the transformation of each dataset to this average body shape. The vector of average body
shapes at different ages is the VHT anatomical template. Each new VVHT data object must be posed to
this anatomical template.

102 https://www.snomed.org/

103 https://www.who.int/standards/classifications/classification-of-diseases

104 https://www.ebi.ac.uk/ols4/ontologies/doid

105 Sotiras et al. IEEE Transactions on Medical Imaging, 2013;32:7,1153-1190. https://www.doi.org/10.1109/TMI.2013.2265603 .
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9.3.1 The model object type and pose

For consistency of the user interface, we should consider defining also for the model objects a Model
Object Type (MOT) and Model Object Pose (MOP). The MOT must contain the list of DOTs from
its input and output set. It must also contain all the metadata (following existing standards, cfr. PART
4) to ensure traceability, such as version, author, etc. Data objects are annotated with their pose in the
VHT multidimensional space. Location in the anatomical space, age, and clustering does not apply to
models, so model objects and workflow objects will assume a pose that is a function of their input and
output data objects. Consistent with the data objects, the MOP could be automatically calculated as:

1. Average of all poses of all inputs and outputs;

2. Average of all poses of all outputs;

3. A function in the multidimensional space that links some data objects (inputs) to others (outputs).
When a new model is added to the VHT, first one needs to check if, for each input and output of the
model, a valid DOT has already been defined. If this is not the case, the new DOTS need to be added
before the model can be published on the VHT.

Inthe VHT, model objects are defined as data space crawlers. A VHT model requires a finite number
of inputs, described in terms of DOTs and DOPs, and produces, upon successful execution, a certain
number of outputs, also described in terms of DOTs and DOPs. When a model is active, every time a
new data object with the necessary DOT is added to the data space, the VHT model could be
automatically executed. Its outputs are also added to the data space in the appropriate DOP. This is why
they are defined as data space crawlers: we can imagine model objects like little insects that crawl the
honeycomb of data objects, “eat” some data objects from certain honeycomb cells and “lay” some new
data objects in other cells. Thus, every time we add to the VHT a group of data objects that constitute a
valid input for a model object, the dataspace will automatically be enriched with new predicted data.
This implies that VHT models must execute in batch mode. However, human interaction is still possible
using a “person-in-the-middle” paradigm®%®.

9.3.2 Execution, storage and networking services

An “eager” execution model as described above, while perhaps desirable, would pose in practice a lot
of challenges in terms of required resources (computation and storage). A possible solution could be
this: when a new valid input is added to the VHT all models that can use that input are automatically
executed. But this only means that these simulation jobs are added to a queue, where they will stay
indefinitely, until someone binds one job to two additional pieces of information. The first defines the
computational resources that can be used to run that simulation. This means a specific simulation
cluster, but also a valid account in it to which sufficient computational resources are associated to run
the simulation. The second defines if the results of the simulation should be deployed first in the
sandbox of the user requesting the execution (so they can inspect the outputs before publishing them)
or published directly in the VHT.

There are two other important technical aspects that need to be addressed: remote execution and
orchestration. The VHT will run on a single computer cluster with some storage in the simplest
scenario. All data objects are stored in this storage, and all model objects execute on the computer
cluster. But as soon as we imagine more complex architectures, inherent to federated approaches, we
might have a situation where the storage that contains the data objects, and the computer that executes
the model objects, are not co-located. To ensure maximum flexibility, we can imagine a scenario where
both data objects and model objects are portable, the first using data replication services and the second
using container architectures. This would allow the creation of a rule-based system that decides case by
case if it is better to move the data or the models. The second issue is model orchestration, which is
addressed by Workflow Objects.

106 yetisgen-Yildiz et al., Annual Symposium proceedings/AMIA Symposium. AMIA Symposium, 2010:1316.
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Complex phenomena are more easily modelled as orchestration of multiple models, each capturing a
particular aspect of the knowledge available on that phenomenon. Typically, orchestrations define the
data flow (how data is passed from one model to the other) and control flow (in which order and under
which conditions the models execute).

An orchestration is defined as strongly coupled when the models involved need to repeatedly exchange
data. These models can be orchestrated using one of several available specialised libraries®’. For
efficiency requirements, this special class of orchestration is better exposed as a single monolithic
executable, which internally invokes various codes that exchange data via memory.

In all other cases, orchestrations can be represented with a scientific workflow, a structured series
of computational or experimental steps designed to perform a specific scientific task or analysis.
Workflows do not only contain control flow and data flow instructions. They can define data selection
algorithms (which of the data objects available for the input types are to be used in the simulation), pre-
processing and post-processing algorithms, etc. In a way, a workflow can be constructed (for example
using knowledge graphs) to represent the software side of a Digital Twin, where selected data is
processed with selected models and services to provide the necessary output. This could be very useful
in all cases where a decision does not depend only on data or models themselves, but also for what they
are used for, enabling increased interoperability among models and better reproducibility across
research teams.

If the control flow is a Directed Acyclic Graph (one model executing after the other), the workflow may
be left implicit in the data structure, thanks to the VHT automatic execution.

Al tools are excellent candidates for performing resources orchestration and optimization. By
leveraging a machine-readable overview of available resources (along with computational requirements
and pricing), Al could optimize the execution of VHT computations in terms of cost and speed,
enhancing efficiency and utility.

9.5.1 Accuracy and credibility

When adequately annotated digital data object model objects are added to the VHT, they always start
with zero credibility. As evidence of accuracy is added, their credibility can be increased according to
rules defined by the community of practice for each type of resource.

The VHT will preferably contain quantitative information obtained from humans and provided
separately for each individual. For the datasets that are semi-quantitative, are not obtained in humans,
or are provided only in terms of population average, the credibility problem becomes extremely
complex and cumbersome. In the first instance, the choice could be made to not provide mechanisms
for credibility upgrade of the latter category of resources. In other words, non-quantitative, non-human
or non-individual datasets can only stay at credibility zero.

Data objects can be of two kinds: statements (e.g., surname = Smith) and measurements. For statements,
accuracy is a binary concept: the surname is Smith or it is not. In some contexts, the accuracy of
statements is called correctness. The accuracy of measurement is defined in a metrological sense'%; it
is expressed by a pair of values, a measure of trueness and one of precision. Trueness expresses the
systematic errors affecting the quantification; precision expresses the casual (random) errors. In
metrology, the validity of a measurement chain (and thus of all the information produced with it) is
qualified by first measuring the same specimens with a measurement chain known to be at least one
order of magnitude more accurate than the one that is being tested (reference chain). Then, the series of
measurements done with the chain under testing are compared with those obtained with the reference
chain. This provides the accuracy of the information produced with that measurement
chain. Subsequently, the same specimen is measured repeatedly: the repeated measurement's variance
provides the information's precision. Of course, accuracy (trueness and precision) can vary depending

107 Borgdorff et al., Phil. Trans. R. Soc. 2014 ; A372, 20130407. https://www.doi.org/10.1098/rsta.2013.0407
108 https://doi.org/10.1007/s00769-006-0191-z
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on the measured value. Thus, a metrological campaign is conducted over various specimens where the
measured value ranges between a minimum and maximum, which are considered the interval of validity
of that measurement chain; accuracy and precision are provided as the average values over these
repeated assessments. Thus, the credibility of quantitative information is fully characterised by
identifying which measurement chain was used to generate it and the average precision and accuracy
of this measurement chain over its validity interval.

The credibility of predictive models, is expressed in terms of predictive accuracy against controlled
experiments. But it also requires the decomposition of the predictive error in numerical, aleatoric and
epistemic components’® through the process known as verification, validation and uncertainty
guantification (VVUQ, see part 4). However, in the most common case where numerical errors are
negligible compared to the others, validation can estimate trueness and uncertainty quantification
precision.

9.5.2 Quantifying credibility

Thus, a more helpful categorisation for the credibility axis could be if we divide data into categorical
and quantitative. For categorical data, credibility can be either 0 or 1, depending on if they have been
checked or not. Credibility is expressed in terms of trueness and precision, whether the value is
measured or predicted. But because the concept of credibility is not independent of the context of use
(CoU), it is recommended that even for quantitative data, the credibility axis admits only a few
conventional values. Below is a first proposal of such credibility values.

e 0.00 — no credibility;

o (.25 — partial evidence of credibility with respect to the CoU is provided;

e (.50 — complete evidence of credibility with respect to the CoU is provided;

e (.75 — evidence of credibility is considered sufficient with respect to the CoU by the Community of

Practice;

e 1.00 - credibility is certified with respect to the CoU by a third party (such as a regulatory agency).
When categorical data is obtained from the interpretation of measurements (e.g., medical images,
ECGs), the credibility assessment is a hybrid between both systems. Has the interpretation been done
by an expert or a panel of experts? And did all experts agree? The answers to these questions will lead
to a credibility between 0 and 1.

For the model resources, assuming that the predictive error is due to the sum of the numerical, aleatoric,
and epistemic errors, the concepts of trueness and precision can be defined for models as established
for the data resources. Not all models are equation-based or use numerical methods to solve equations,
and for those models the numerical error is zero. Otherwise, it must be quantified. The goal is to
demonstrate that the numerical error is negligible compared to the sum of the other two such that its
effect can be neglected. Thus, the most helpful information is the upper boundary of the numerical error.
Once this verification is done, we can use experimental validation to quantify the accuracy and
uncertainty quantification to quantify the precision. Same as for the data resources, model resources
should be annotated with some limits of validity: these can be of epistemic origin (the knowledge used
to build the model carries some limits of validity). Still, we think it is more helpful to indicate the limit
of validity as the range of input values explored in the validation experiments to provide a basis for
assessing the model's applicability in the ASME VV-40:2018 sense.

Credibility of data-driven (Al) models is the subject of ongoing discussions and consultations by
regulatory agencies'®. Elements important to assess credibility of such models within their context of
use include the model architecture and parameters, the data used to develop the model (relevance,
reliability), model training, potential biases etc. A European Al Testing and Experimentation
Facilities (TEFs), TEF-Health!'!, assists Al developers (and assessors) in the health space by providing
state-of-the-art testing environments for validating trustworthy Al technologies and accelerating their
adoption in the market.

109 vjceconti et al., IEEE J Biomed Health Inform. 2020;24(1):4-13. https://www.doi.org/10.1109/JBHI.2019.2949888.

10 https://www.fda.gov/regulatory-information/search-fda-guidance-documents/considerations-use-artificial-intelligence-support-regulatory-
decision-making-drug-and-biological
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Traditionally, uncertainty quantification aims to explore how the aleatoric uncertainty affecting the
inputs propagates into the outputs. However, if we plan to use uncertainty quantification as a measure
of precision, we should also include whatever residual epistemic uncertainty affects our model in the
uncertainty gquantification. The most concrete example is to include the uncertainty due to using some
population averages as inputs instead of subject-specific values. But it also applies to environmental
factors, etc.
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10 Data and data generating hardware for VHT

Data generation in advanced healthcare technologies originates from diverse sources, including
omics'??, multi-modal sensors in wearables and implantables!!*!# nanomedicine!’®, (advanced)
imaging!®, body-on-chip modelst!’, and other enabling technologies. These diverse approaches can
collect data to inform and feed disease and organ models. In the context of the VHT, developing and
providing advanced tools, technologies and infrastructure to accelerate the generation of (new) deep
data remains an important endeavour, enhancing our knowledge of the means to support prevention and
personalised treatment of diseases. These can include, but are not limited to, engineering advances in
energy-efficient sensing, computing, communication and cloud/fog/edge technology together with
adequate modelling and computational approaches, including Al, to generate and exploit big and deep
data.

Advanced imaging technologies have revolutionized the ability to visualize organs and biological
processes with unprecedented detail and precision. Innovations such as high-resolution 3D imaging,
functional MRI (fMRI), and molecular imaging enable clinicians and researchers to observe structural
and functional aspects of tissues in real time and VHT with incredible high accuracy. Imaging
techniques reveal cellular and subcellular dynamics, offering deep insights into disease progression and
therapeutic responses are of future interest. Artificial intelligence (Al) further amplifies the potential of
advanced imaging by enhancing image analysis, segmentation, and pattern recognition. Al algorithms
can identify subtle anomalies, predict disease trajectories, and integrate imaging data with other patient
metrics for more comprehensive diagnostics.

Multi-modal biosensors!®® represent a transformative leap in health monitoring, integrating the ability
to track complex, dynamic and highly diluted health analytes in body fluids alongside traditional vital
signs like heart rate, respiration, and blood pressure. These systems, encompassing wearable and
implantable embodiments, are designed to simultaneously measure multiple biomarkers, such as
glucose levels, stress hormones, oxygen saturation, and metabolites, offering a comprehensive view of
a patient’s physiological state. Advanced technologies enable these devices to detect subtle biochemical
changes in real time, significantly enhancing early disease detection and personalized intervention. The
integration of multi-modal biosensors with digital health platforms further amplifies their potential,
allowing seamless data integration, real-time analytics, and remote patient monitoring.

Advances in miniaturization and sensor processing have led to battery-operated, highly efficient devices
that provide continuous health monitoring through point-of-care and wearable sensing systems. Their
small form factors make them adaptable for everyday health tracking'!®'?° and chronic disease
management. These systems integrate signal processing within the sensor, enhancing portability and
reducing reliance on external laboratory devices. Wearables are real-time data generators, capable of
supporting remote patient monitoring and mass screening of populations for disease detection,
prediction and progression monitoring. In this context, the value of wearable technologies is based on
real-time data collection, non-invasiveness and the ability to support DT representation with
miniaturized devices. The majority of technological efforts to date have focused on physiological
monitoring of vital signs?* and of activity*?? (e.g., cardiac monitoring, core body temperature, blood
pressure, step count etc.), using personal devices (e.g., smart watches, smart rings). However, there is
an urgent need for advanced monitoring technologies for specific biomarkers that take into account the
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most relevant dynamics of disease symptoms and physiological parameters, such as, for instance, the
detection of cytokine storm in COVID-19 or sepsis patients'?®, The VHT platform should be designed
to exploit such real-time data as input to future generations of DTs.

Interest in point-of-care and large-scale bio-chemical sensing has triggered a lot of research in the past
decade into highly scalable technologies that could benefit from the scaling and low power consumption
of semiconductors chips (e.g. ISFETs!* and CHEMFETs!?). Nevertheless, numerous challenges
remain related to such devices aiming at ion, metabolite, protein and hormone sensing in biofluids as
well as to their readout electronics, in terms of sensitivity into sub-nM range, selectivity and integrated
multi-parameter sensing. Recent years have seen an increased research effort in semiconductor sensors
benefitting from new 1D and 2D semiconductor nanostructures®?, as well as new readout architectures
and topologies.

Finally, another important aspect of advancing the state-of-the-art in wearable devices is the biofluid
that is used for non-invasive or minimally invasive approaches - as compared to blood, the medical gold
standard. While sweat'?” appears in many recent reports as fluid of interest for non-invasive sensing,
the correlations of markers in sweat with blood are poorly understood and contamination remains an
issue. Despite a semi-invasive access, interstitial fluid appears to hold more promise for biosensing?%.
Additionally, there is ongoing research in breath and saliva analysis with the target of replacing invasive
blood tests with breath/saliva biosensors, but these are still at an early stage.

Implantable medical devices have evolved for data generation beyond traditional applications like
pacemakers and cardiac stimulators to encompass sophisticated, smart biodegradable systems!?°.
capable of transformative clinical impact. Modern implantable devices integrate closed-loop systems
for real-time monitoring and intervention, such as smart drug delivery platforms for advanced cancer
treatments that release therapeutics in response to precise biomarkers, enhancing efficacy while
minimizing side effects. Similarly, implantable electrodes for neural stimulation offer groundbreaking
solutions for conditions such as Parkinson's disease, epilepsy, and spinal cord injuries, supporting data
generation for adjustable therapies. An exciting recent innovation is formed by transient implantable
sensory systems, with a predefined operational lifespan that dissolve safely within the body after
completing their function. These bioresorbable sensors eliminate the surgical removal, reducing risks
of infection, scarring, and patient discomfort. Clinically, they are valuable in applications such as
building future VHTSs for post-surgical predictive monitoring, where they provide critical data on
healing and complications, or in controlled drug delivery, where they ensure precise dosage over time.

Nanotechnologies enable precise data generation at the molecular level, offering real-time insights into
disease mechanisms and treatment responses. Nanomedicine plays a key role in personalized healthcare
strategies, particularly for targeted drug delivery and localized monitoring of conditions like cancer.

Advanced high-throughput omics technologies enable simultaneous examination of genomes,
transcriptomes, proteomes, and metabolomes, generating vast datasets critical for Digital Twins.
Innovations in nanoscale CMOS technologies have advanced genomics®*® by enabling compact, high-
performance biosensors and sequencing devices. These CMOS-based chips have reduced the cost and
time for genome sequencing, making it more accessible for research and clinical applications.

Microphysiological systems such as organoids and body-on-chip technologies®* utilizing microfluidic
systems embedded with sensors to simulate the functions of human organs on a miniature scale can
generate extremely insightful data for building VHTSs. These systems recreate complex physiological
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environments by channelling fluids and mimicking tissue interactions, allowing researchers to study
disease mechanisms, drug responses, and organ-specific functions in a controlled, high-throughput
setting. The integration of real-time sensors enables continuous monitoring of biomarkers, providing
invaluable data for personalized medicine and improving the accuracy of preclinical drug testing. This
innovative approach bridges the gap between traditional cell cultures and animal models, offering a
more precise, ethical, and scalable platform for medical research and development.

Exposome science and sensing integrates environmental data with biological responses to capture the
full impact of external factors like air quality, food, water, and lifestyle on health. The molecular
phenotypes underlying environmental effects on health are important yet still poorly understood*®,
Sensors monitor pollutants, contaminants, and personal behaviours, offering valuable insights for VHTSs
that assess how these factors interact with individual biology.

Box 12: Success story — scDrugPrio
Success story: scDrugPrio - using single-cell transcriptomics for personalised drug selection
Status: ready for clinical testing
Website: https://github.com/SDTC-CPMed/scDrugPrio

The Swedish Digital Twin Consortium published a vision paper on the construction of DTs of individual
patients based on combining clinical routine data with multiomics data down to the single cell level. Such DTs
are constructed based on computational network models of thousands of disease-relevant variables. These twins
can then be computationally treated with thousands of drugs to find the optimal drug or drugs for the patient*3,

— €

AQ

Figure 6: The Digital Twin concept for personalised medicine. A. An individual patient has a local sign of
disease (red). B. A Digital Twin of this patient is constructed in unlimited copies, based on computational
network models of thousands of disease-relevant variables. C. Each twin is computationally treated with one
or more of the thousands of drugs. This results in a digital cure of one patient (green). D. The drug that has
the best effect on the Digital Twin is selected for treatment of the patient.

A method to apply this concept for personalised medicine, scDrugPrio, has been developed and validated in
mouse model of arthritis!**. A multicellular network model of the inflamed tissue was constructed based on
single cell RNA sequencing data. Next, network tools were applied to match the model with thousands of drugs.

132 https://doi.org/10.1038/s41467-022-34422-2
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The top-ranking drugs were validated by extensive in vivo (mouse) and in vitro studies. After validation,
scDrugPrio was translated to human patients with inflammatory diseases. An important difference between the
mouse model and human diseases was the great cellular and molecular heterogeneity between patients with the
same disease, which resulted in different drug predictions. These findings simultaneously show the potential
of DTs in personalised drug predictions in general, and the need for high-resolution DTs in order to make
accurate personalised drug predictions.

To process the vast data generated for and by DTs, advanced hardware architectures and hardware-
software co-design are essential. These innovations optimize performance, reduce power consumption,
and ensure scalability for personalized healthcare applications.

Low-power sensors!313¢ are crucial for continuous monitoring in Digital Twin systems. Advances in
energy-efficient microelectronics and energy harvesting techniques allow for long-term, real-time data
collection without frequent recharging, ensuring seamless operation in wearable and implantable
devices. In-sensor computing®®’ reduces the need for data transmission by enabling localized, real-
time analysis. Neuromorphic computing, inspired by the human brain’s architecture, allows for low-
power, efficient processing, making it ideal for tasks like monitoring neural activity or organ function.

Advances in wireless technologies, such as 5G, facilitate faster, more reliable data transmission
between sensors and central systems. This enables real-time data exchange for VHTSs, crucial in
applications like chronic disease management and emergency care, where timely analysis is essential.

Cloud computing provides scalable storage and analysis for patient data, while fog computing
processes data locally, reducing latency and bandwidth usage. Together, these technologies enhance the
VHT ecosystem by enabling near-instantaneous decision-making in healthcare settings. Edge Al
integrates artificial intelligence capabilities directly into the sensor or edge device*. This local data
processing enables real-time analysis and immediate responses*. This approach offers real-time event
detection in clinical settings and supports autonomous systems focused on inference rather than training.
This allows for rapid interventions in medical scenarios, reducing latency, enhancing privacy, and
making personalized healthcare more proactive and adaptive. As healthcare shifts toward a more
proactive model, Digital Twins'*®4 represent a significant leap in our ability to tailor interventions to
individual needs, ultimately enhancing patient outcomes and overall healthcare efficiency. In the future,
Edge-to-Cloud integration will optimize specific tasks of sensing, processing and communications,
when deploying Digital Twins for healthcare.

Box 13: Success story — DIGIPREDICT project
Success story: DIGIPREDICT - revolutionizing patient monitoring with smart biopatches and painless
fluid collection
Status: clinical testing
Website: https://www.digipredict.eu/

The DIGIPREDICT project has advanced the frontier of patient monitoring by developing an innovative
platform that integrates multimodal biosensors, painless microneedle technology, and Al-driven analytics into
a smart biopatch. This wearable solution enables real-time monitoring of critical biomarkers in hospital
settings, offering a transformative approach to early disease detection and personalized care.

Building on the success of interstitial fluid (ISF) glucose monitoring technologies like Abbott’s FreeStyle
Libre, DIGIPREDICT extends ISF sensing to a broader range of analytes. The smart biopatch incorporates
state-of-the-art sensors developed by EPFL based on its collaboration with Xsensio SA that measure lactate,
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pH, and C-Reactive Protein (CRP), all in near-real time. This marks a significant evolution in wearable
diagnostics, providing deeper insights into metabolic and inflammatory states critical for early intervention in
conditions such as sepsis and cardiovascular dysfunction. It includes: (1) lactate monitoring: an ultra-scaled
lactate sensor uses amperometric measurements to continuously track lactate concentrations in ISF, (2) pH
sensing: a pH sensor based on silicon junction-less nanowire transistors offers precise measurements, essential
for monitoring acid-base balance in patients with critical illnesses, and, (3) CRP Detection: a novel CRP
Silicon-On-Insulator FET sensor detects inflammatory responses at point-of-care, enabling early identification
of systemic inflammation.

Central to this innovation is the integration of MEMS-based microneedles developed by Ascilion. These ultra-
sharp, hollow microneedles provide painless, continuous access to ISF, eliminating the need for invasive blood
draws. Each chip, containing an array of microneedles, efficiently channels fluid to the biosensors via a
capillary system, ensuring accurate and consistent sampling. This approach enhances patient comfort and
enables continuous monitoring without disrupting clinical workflows.

Data collected from the biopatch is processed at the edge using advanced Al algorithms embedded within the
device. This enables real-time analysis of biomarker dynamics, such as the early detection of cytokine storms.
The system integrates with a smartphone application, providing clinicians with predictive insights and alerts.
Machine learning models enhance accuracy and support personalized, data-driven interventions. In addition,
the DIGIPREDICT Digital Twins use organ-on-chip technology, integrating human stem cell-derived tissues
within dynamic environments that simulate physiological conditions, to select the right biomarker combination
for generating an accurate picture of how the disease is progressing in a patient and how well the chosen
treatments are working

The DIGIPREDICT platform has undergone rigorous validation in clinical trials at Charité in Germany and
Insel Hospital in Switzerland. These trials demonstrated the biopatch’s ability to monitor key physiological
parameters, including blood oxygen levels, breathing rate, and critical biomarkers associated with
cardiovascular and immune responses. The patch’s low-power design and wireless data transmission ensure
seamless integration into hospital settings, improving workflow efficiency and patient outcomes.

Data can be broadly categorized into three groups: clinical-grade data, research-grade data, and model-
generated data, each playing a unique role in creating personalized, real-time healthcare insights.
Ultimately, the success of the VHT relies on the seamless integration of these three data categories —
each of which brings its unique strengths and contributions to the DT.

10.3.1 Clinical grade data

Clinical grade data provides the foundation for VHT applications, ensuring accurate predictions and
simulations based on health measurements. It enables precise assessments of disease progression and
treatment outcomes. The category encompasses data that is already being used as part of the healthcare
and clinical practice and/or present in health-nomologated repositories. This data type is expected to be
generated by clinical grade technologies and their validity for the intended clinical use is ensured by
the healthcare system. They do not require validation or justification to be included in the development
and validation of the DT as long as the data are used with the same CoU for clinical practice (use for
other CoUs requires additional validation). Hence, the quality of the data, data format, and
interoperability should be addressed in the VHT but the data type validity is not questioned. Examples
are clinical biochemistry tests, multi-modality medical imaging, Electronic Health Records, vital signs
(blood pressure, ECG, core body temperature), clinical genetic tests, biomarkers specific to medical
conditions and to disease progression/regression, etc. This also includes data from clinical research
studies (clinical trials) and data in registries.

10.3.2 Research grade data

Research grade data enriches the VHT by providing a broader understanding of disease mechanisms,
biomarkers, and potential therapeutic targets, supporting personalized medicine and predictive
modelling. This category encompasses sufficiently advanced research grade technologies that are
accepted in research practice across the globe. These technologies are expected to satisfy research
community standards. Examples of such technologies are transcriptomics, proteomics, metabolomics,
wearables with a combination of vital signs (heart rate, body temperature, SpO2, etc), activity tracking,
emerging dynamic fingerprints of biomarkers in human biofluids detected by multimodal sensors in
real time), implantable technologies and organ-on-chip technology (at long term, emerging in a body-
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on-chip technology). Additionally, there is personal data generated by an individual, including social
media (e.g. Instagram, Facebook), location information, diaries, wellness apps (e.g. Headspace, Strava).
Another important category of data consists in exposome data (such as food, air, water but also other
factors resulting from lifestyle and associated stress). Data types in this data category require evaluation
for their fit for purpose and raise important challenges in terms of very heterogeneous time-scale, format
and interoperability.

10.3.3 Data generated or transformed by models

Data generated or transformed by models, translating clinical and research data into actionable insights.
This category includes the results of models and simulations that are either transforming or generating
data and creating a new data type. This category of data needs to be evaluated as their utility depends
on their scope, sensitivity and accuracy which are affected by the model’s input data types and model’s
precision, accuracy and credibility. Examples of these data types would be internal cellular or
physiological parameters that could not be measured in vivo, in silico trial data, simulation results of a
personalised DT, synthetic data generated with Al methodologies'#?, etc.

The practice of data reuse is a fundamental element as DT models are envisioned to be integrated at
input-output level towards creation of the VHT. Hence, the methodology to be followed involves not
only integrating varied data categories - encompassing clinical biochemistry, radiological modalities
such as MRI and CT scans, genomics, proteomics, and metabolomics - but also amalgamating cohort-
specific data and data specific to individual patients or citizens (contingent on their informed
consent) as well as simulation outputs created within the VHT platform. The establishment of such
a robust, multidimensional data catalogue is of key importance, capable of propelling the innovative
potential of DT towards the creation of the VHT. A comprehensive integration of collected data can
already constitute a subject-specific digital model if put into a common reference. Collection of subject-
specific models then constitutes a collection/cohort that can further be used for population stratification,
patient diagnosis and prognosis.

Data reuse involves strict legal and ethical considerations, especially for clinical data. Authorized and
secured (anonymized) access to clinical data is an important issue and usually takes considerable time
and effort to establish. Therefore, the VHT infrastructure should facilitate connections to health-
homologated repositories (for a given CoU). Strategic collaboration with other European data
initiatives such as OpenAIRE serves as an instrumental aspect of this approach. OpenAlIRE, a strong
proponent of the open science paradigm, contributes a multitude of invaluable data sets. The VHT
platform must be designed to harmoniously aligh with the ethos and ambitions of GAIA-X, which
advocates for a protected, federated infrastructure that enhances data availability. Similarly, the
European Open Science Cloud (EOSC) reflects the VHT’s ethos for endorsing data sharing and reuse
within the scientific fraternity. Through these collaborations, the VHT infrastructure will augment its
data assets further and stimulate a culture of open, cooperative investigation and will be an integral
component of Europe's formidable digital trajectory.

Acknowledging the criticality of a harmonised and interoperable health data environment, the VHT
resonates with the objectives of the European Health Data Space (EHDS), which aims to elevate the
accessibility, quality, and application of health data across EU jurisdictions. However, in recognizing
the considerable power this confers, we also acknowledge the accompanying accountability. Our
unequivocal commitment to data reuse within the VHT operations strictly adheres to European ethical
and societal principles. Rigorous compliance with legal regulations and guidelines is an absolute
mandate. VHT processes need to safeguard individual data privacy rights, consent and staunchly uphold
principles of data minimization and purpose limitation.
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The VHT is to be a robust, consolidated and interoperable environment that embraces diversity at both
individual and population levels. It will encompass a vast variety of data types covering spatial and
temporal dimensions of personal and population level data as well as various data formats within each
data type. Hence, we envision the design and development of (Al-based) data transformation services
within the VHT platform to seamlessly transform, harmonize, reformat and integrate various data
sources (with each other or with models), helping the users to generate rich, actionable insights. Data
transformation services produce novel data that is stored within the platform with full provenance
information. As such, data transformation services promote a harmonised, interoperable platform that
utilises health data to its fullest potential, irrespective of its origin, format, or intended scale of use.

10.5.1 Unit Conversion

Within the rich and varied health data landscape, diverse data sources often present information in
different units or measurement systems. Data transformation services are designed to employ
standardised techniques to reconcile these disparities, mapping data from one unit or measurement
system to another. This harmonisation process allows data captured under specific protocols to be
transformed into universally comprehensible units, facilitating seamless integration and interpretation
across various models and applications.

10.5.2 Format Conversion

Complementing the unit conversion/transformation process is the ability to handle data format
conversion. Users can convert data captured using one technology into a format compatible with other
technologies, without compromising the spatio-temporal scales. This conversion is essential to ensuring
compatibility and interoperability across the platform, allowing the most effective use of diverse data
sources.

10.5.3 Dividing individuals in groups

Another important transformation service would be in segmentation of personal health data. This
involves dividing the health-related information of individuals into distinct groups based on specific
criteria. In this type of transformation we do not change the data object but its grouping. Some examples
are listed below.

e Medical conditions: dividing individuals based on the specific medical conditions they have, such as
diabetes, hypertension, asthma, or cancer. This segmentation is crucial in parameterizing models with
the correct individual’s data for understanding disease prevalence, treatment effectiveness, and tailored
healthcare interventions in a Digital Twins context.

e Age groups: dividing individuals into different age groups, such as paediatric, adult, or elderly
populations allow the models to treat these segments of the population separately. This grouping is
important as health needs, risks, and treatment options may vary across different age groups.

® Sex & gender: grouping individuals based on their sex/gender, as certain health conditions or treatments
may be specific to a particular sex/gender. For example, breast cancer models are more relevant in
females and prostate issues in males. This grouping can also be useful to try to balance or compare the
ratio of male vs female in in silico trials, to identify trends that might help address imbalance in diagnostic
or treatment, or to address potential bias in e.g. machine learning training datasets.

e Genetic factors: segmentation based on genetic information, such as specific gene mutations or
variations. This segmentation can help model the impact of the individuals at higher risk for certain
diseases or guide personalised treatments.

e Lifestyle factors: segmenting individuals based on lifestyle factors like smoking status, physical activity
levels, diet patterns, or alcohol consumption. This segmentation can assist in assessing (including or
excluding) health risks, modelling their effects and designing targeted interventions.

e Electronic Health Record (EHR) data: segmenting individuals based on their medical history,
including hospital visits, medication usage, lab test results, or surgical procedures. This segmentation
allows models to know which data is available from the healthcare providers and can create insights into
patient populations, disease progression, and treatment outcomes.

e Treatment response: segmenting individuals based on their response to specific treatments or
interventions. This segmentation will support models for accurately predicting possible trajectories of
disease progression, prognosing patient response to therapy and evaluating treatment effectiveness,
identifying subgroups that benefit the most, and refining treatment plans on a personalised setting.

87



D3.2: VHT roadmap EDITH — 101083771

10.5.4 Personal to Population Level Transitions

In the context of the VHT, an important data transformation service provides the ability to fluidly
navigate between individual (clustering = 0) and population-level (clustering = 1) data. By transforming
and aggregating data from individual profiles, valuable insights can be generated at the population level
which are stored as population level aggregates and distributions. Conversely, users can draw on these
broader patterns to inform and refine their individual-level predictions and interventions when
individual level data is scarce or lacking. This dynamic interaction between micro and macro
perspectives drives a comprehensive approach to healthcare that respects individual uniqueness while
maintaining a population-oriented outlook.

10.5.5 Interlinking Models: The Input-Output Perspective

Beyond data conversion, data transformation services should strive to facilitate the smooth interaction
between different models. This involves effectively handling the input and output data of diverse
models to enhance their synergistic functioning. Al can be powerful tools to facilitate the continuous
updating of DTs and optimizing their orchestration. These tools could support researchers by
automating the identification of appropriate DTs, optimizing computational workflows, and enabling
seamless integration of diverse data and models. By harmonizing data formats, supporting
standardization efforts, and automating resource orchestration, Al has the potential to streamline
development of holistic, reliable predictions and simulations, and improve its cost-effectiveness and
scalability.
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11 In silico models for VHT

11.1.1 In silico medicine

In general, a predictive model of human (patho)physiology is built on observations (data) with varying
amounts of prior mechanistic facts or hypotheses, hereafter referred to as "knowledge". Data-driven
models are those that contain no mechanistic knowledge, and mechanistic models those that are ideally
based entirely on mechanistic knowledge. However, these are the extremes of the in silico spectrum,
with most models somewhere in between*®. Lately, the boundaries have been further blurring with
explainable Artificial Intelligence (Al), physics informed Machine Learning (ML) or ML-based
surrogates of mechanistic models, all emerging as techniques that combine aspects of both worlds.
Which modelling approach is preferred in a given situation depends on the question of interest, the
Context of Use (CoU) of the model, and the available data and knowledge. The model resources in the
VHT will be covering the entire spectrum from data-driven to knowledge-driven.

In silico medicine has achieved substantial progress in the last decade. As can be appreciated from the
use cases that are illustrating the different parts of this roadmap, digital twins of single organs are being
introduced in the market, and clinical research and regulatory science are in full development with
several ASME and 1SO standards in place.

11.1.2 Data-driven models in health and care

Al-based Digital Twins are penetrating the market at record speed, due to their ability to identify
relationships in large amounts of data that were previously unrecognized as well as their ability to speed
up data processing, and are the subject of many policy and strategy initiatives (cfr. PART 4). Al
technologies can be employed in a variety of ways to build the VHT. Al can help increase the sheer
number of systems that can be assessed, from e.g., organ models based on image processing to the
assessment of numbers of candidate compounds that may be used for drug treatments, and for
customised medical devices. Related to this, Al models can help speed up some operator-intensive
tasks within the procedure, for example, replacing manual image segmentation with automatic
segmentation (e.g., by convolutional neural networks), reducing variability between operators and
greatly reducing model development timescales (crucial for realistic clinical uptake and use). Al
technologies can be used in the development and incorporation of surrogate models or ML-based
Partial Differential Equation (PDE) solvers, which can replace some features of multiscale models,
eliminating some of the computation-intensive aspects of these simulations. Such models will also play
a key role in uncertainty quantification studies, which are essential for implementing and adopting
actionable models that can be used in e.g., clinical decision support. Al can help to parametrise and
personalise knowledge-driven models, e.g., using advanced Bayesian inverse uncertainty
guantification techniques and relying on increasing and enriching multimodal individual health and
clinical data.

Application of Al can lead to the generation of completely data-driven predictive models that would
e.g., provide decision support on treatment options, or patient specific prognosis prediction. To allow
transition into clinical practice, such models need to be transparent and explainable, e.g., by integrating
prior mechanistic knowledge. Explainable Al (XAl), also known as Interpretable Al, is one of the key
requirements for implementing responsible Al approaches. XAl enables humans to understand the
reasoning behind decisions or predictions made by the Al, in contrast with the "black box" concept in
machine learning, where even the Al's designers encounter challenges to explain the decision making
process of the system. Finally, Al could assist in the generation of hypotheses from data, that may
inform and guide the development of mechanistic multilevel models or experiments.

Next-generation Edge Al systems for healthcare are evolving towards hybrid systems such as coarse-
grained reconfigurable arrays (CGRAS), for a flexible and energy-efficient acceleration of a wide range
of Al-based embedded bio-signals processing kernels. Federated learning enables the training of ML

143 WHITE PAPER: the role of Artificial Intelligence within in silico medicine (2022). https://doi.org/10.5281/zenod0.8064147
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models for DT over distributed training data while respecting privacy, without the training data ever
leaving its device of origin'*4.

Additionally, Al, particularly Natural Language Processing (NLP) utilising Large Language Models
(LLMs) will be instrumental. in the identification, collection and organisation of resources for the VHT
ecosystem. NLP can perform automatic knowledge retrieval from the vast and exponentially growing
DT literature. This can take the form of NLP models answering specific user queries or generating
desired thematic summaries. Additionally, NLP can be used to organise DT literature through
supplementing existing knowledge graphs or building new ones. They may also be used within the
VHT itself to guide the VHT platform users on resources that can be coupled, ways to couple them, as
well as to identify specific data needs that would lead to a more comprehensive DT. Finally, NLP can
streamline the communication of platform outcomes by automatically generating reports containing the
necessary technical or clinical information for a specific user, such as a clinician. These aspects are
discussed in more detail in the next chapter.

A major challenge of Al-based methods especially in healthcare are biases in the data, such as
underrepresentation or missing data, and data quality such as highly heterogeneous data sets resulting
in biased and poorly performing Al systems.

Box 14: Success story — Radiomics Digital Twins using machine learning for cancer diagnosis.
Success story: Radiomics Digital Twins using machine learning for cancer diagnosis
Status: TRL 5
Website: https://pmc.ncbi.nlm.nih.gov/articles/PMC11535140/

This story describes enhancing the accuracy of diagnosing clinically significant prostate cancer (csPCa) using
radiomic Digital Twins based on bi-parametric MRI (bpMRI), incorporating T2-weighted (T2w) images and
apparent diffusion coefficient (ADC) maps. These twins aim to identify imaging biomarkers that reflect tumor
heterogeneity and biological characteristics. A variety of feature selection strategies, machine learning (ML)
classifiers, and imaging sources were employed to develop robust and generalizable predictive models.

Two datasets were used: ProstateNET (465 patients) and ProstateX2 (204 patients), with csPCa defined as a
Gleason grade >2. Preprocessing steps included bias field correction, resampling, intensity normalization, and
histogram discretization. Radiomic features (1246 per sequence) covering shape, first-order, and texture-based
characteristics were extracted. Feature selection methods included (i) Filter Methods: e.g.,, mRMRe and
ReliefF, (ii) Wrapper Methods: e.g., Boruta and Recursive Feature Elimination (RFE), and (iii) Embedded
Methods: e.g., L1-lasso and Random Forest variable importance. Preselection reduced variables to fewer than
150.

Model training and validation involved nested cross-validation on ProstateNET and external validation on
ProstateX2. ML classifiers included Support Vector Machine (SVM), Random Forest (RF), L1-lasso, and
Boosted Generalized Linear Model (GLM). Metrics such as AUC, F1-score, precision, sensitivity, and
specificity evaluated performance. Of 480 models, the best in nested cross-validation combined Boruta with
Boosted GLM (AUC = 0.71, F1 = 0.76). In external validation, L1-lasso with Boosted GLM performed best
(AUC =0.71, F1 = 0.47).

ADC-derived features exhibited the highest discriminatory power, while T2w-derived features were less
informative. Combining features from both sources did not enhance performance. The top-performing feature
selection methods were Boruta, RFE, L1-lasso, and Random Forest, with minimal differences in results across
ML classifiers.

11.1.3 Knowledge-driven models in health and care

Mechanistic models concern a more classical approach in engineering, biological, physical or chemical
sciences. Not surprising, most of the models addressing health-related questions in the last decades have
been based on conceptual analogies to problems solved in these classical quantitative disciplines.
Formulating body functions in terms of mechanisms means spelling out the human body physiology
and pathophysiology at each level and scale, including all variability in their ‘natural language’ of
molecules, cells, sub-organ units, whole organs and the whole body. These mechanisms can then be
brought together in a multiscale, multilevel human DT of health and disease. This has the advantage
that, if the mechanistic DT is accurate, it will be able to correctly predict the outcome of therapeutic
interventions, for which no or only very little data is available, i.e., the model generalizes and

144 Rieke N et al., NPJ Digit. Med. 2020; 3:119. https://doi.org/10.1038/s41746-020-00323-1 .
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extrapolates faithfully. On the other hand, to arrive at a credible DT, accurate data on all model
parameters and their distributions, are required, as well as iterations between forming the DT and
validation experiments to evaluate intermediate DT stages. Over the last decades, experimental
modalities have been considerably advanced so that accurate data acquisition is now possible for many
aspects (e.g., imaging, omics, cfr. previous chapter). Knowledge-driven DT development and
experimental modality development as well as experimental design go hand in hand, guiding and
promoting R&D in each other. Experience accumulated over decades in responding to biological and
clinical questions has led to a large body of DTs and has advanced our understanding on how such twins
should be built. Within a network of collaborations between experimentalists, clinicians, and DT
developers, and augmented by Al with knowledge-driven DT components, integrated multiscale and
multilevel DTs are within reach.

Box 15: Success story — using Digital Twins to advance mechanistic insights.
Success story: Digital Twins for planning partial liver resection during tumour treatment
Status: TRL 3-4
Website: https://team.inria.fr/simbiotx/software-2/computix/

Digital Twins can be used to identify discrepancies between mechanistic ideas underlying disease processes
and data, which in turn can lead to corrections of these mechanistic ideas with potential consequences on
diagnosis, therapy or prognosis. A successful example is ammonia detoxification after drug-induced liver injury
(DILI) by overdosing paracetamol (acetaminophen, APAP). Hyperammonemia, a too high ammonia blood
concentration can lead to encephalopathy and irreversible brain damage. A DT implementing the consensus set
of mechanisms!4> was not able to quantitatively reproduce experimental measurements in an animal model and
in a perfused extracted liver*®. The discrepancy could be removed within the DT by adding a hypothetical
ammonia sink mechanism. A concrete candidate mechanism (replacement of the irreversible by a reversible
Glutamatedehydrogenase (GDH) reaction) could be identified, and by a correspondingly modified DT be
shown to quantitatively explain the data’#’.

7/

Figure 7: A virtual liver sample twin. (A) Liver is composed of thousands (mouse) to millions (human)
repetitive anatomical and functional units, called lobules, that can statistically be approximated by hexagons.
Within each lobule, metabolism of ammonia is zonated i.e., different reactions are executed in the peri-portal,

mid-zonal and peri-central region (indicated by the italic numbers). The precise lobular micro-architecture
has been computed from confocal micrographs (B) A set of reactions in each zone of a tissue sample (C) can
be solved to simulate the detoxification of blood from ammonia (colours).

145 https://doi.org/10.1002/j.1460-2075.1983.tb01464.x and https://doi.org/10.1111/j.1432-1033.1983.tb07458.x
146 https://doi.org/10.1002/hep.27136
147 https://doi.org/10.1016/j.jhep.2015.11.018
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This mechanism was then experimentally validated, and could be demonstrated in an animal model to provide
a potential therapy option if it was triggered in the blood. The DTs used a model integrating a compartment
model with a spatial temporal model resolving tissue microarchitecture. The compartment model approximates
the liver as a well-stirred reactor. Refined DTs now represent 3D tissue microarchitecture down to subcellular
level, and the crosstalk of multiple cell types, and permitting to mimic tissue remodelling in acute damage,
disease progression and regeneration including the molecular mechanisms in place'*. In these cases,
representation of the spatial organization of cells and vessels inside 3D architecture within a DT is
indispensable to arrive at correct outcomes. Models along the same line have been developed for regeneration
after partial hepatectomy, tumor initialization, clonal expansion, and fibrotic scar development*°.

The simulations at liver architecture have been performed with the software TiSim that is currently at TRL 4%°.

We have defined a Digital Twin in Healthcare (DT) as a computer model that predicts quantities of
interest (Qol) necessary to support decision-making within a Context of Use (CoU) in healthcare (cfr.
PART 1). These DTs can be generic, population-specific or even fully personalised subject-specific.
They could e.g., model a cerebral aneurysm and the Qol could be the risk of rupture of that aneurism in
the next year. The CoU could be fully personalised, or for individuals in a sufficiently stratified
population (e.g., caucasian females over 45 years of age without other conditions), or much broader in
a large population of all individuals that present themselves with a diagnosed cerebral aneurysm.

Let us now introduce a few generic concepts that will help in sharpening the role of models, data, and
models as data transformation services. It starts with the notion of a system that we study and that we
may want to change. The system could be the example of a cerebral aneurysm as a pathology that can
present itself in humans. The intended CoU will further define the system, it could be the overall
pathologic condition of a cerebral aneurysm in a full population, or the specific aneurysm of a specific
individual as presented at a specific point in time.

We now define a system S as a potential source of data. To learn about the system, we experiment
with it. For instance, with medical imaging we can observe the cerebral aneurysm and extract data from
it (location, size, shape). We define an experiment E as the process of extracting data from a system by
exerting it through its inputs. With this we can now define a model M for a system S as anything to
which the same experiment E can be applied to answer questions about S. Going back to the example
of the cerebral aneurysm, an experiment that could be done, but not in the real person, is to see under
what pressure loadings the aneurysm would rupture, and then asking what the probability would be for
such loading to appear in the next year. Such an experiment could be performed on the model M, noted
E(M), and the expectation is that the resulting data of E(M) is close enough to the resulting data of E
applied to S, noted E(S). More precisely, the output data error E(M-)E(S) (predicted minus real) should
be sufficiently small and clinically acceptable in the intended CoU. When this is the case, we say that
the model M of the system S is valid in the intended CoU — where we imply that a clear definition of
the experiment E is part of the CoU.

A DT is a mathematical model (whether data-driven or knowledge-driven), which, in the vast majority
of cases, is not amenable to analytic solutions. So, performing an experiment on a DT will require
running a simulation on a computer (or a series of simulations in a computer cluster system). This
notion is captured by defining a DT as a computer model, so a mathematical model that will be solved
on a computer to experiment with it. An important distinction between the model description (in terms
of the mathematical formulation and its coding as a computer program) and the experiment description
(so, setting up the specific inputs to the computer program that encodes the model) should be underlined
here. When doing this, care should be taken to apply an experiment to a computer model for which it is
valid (e.g., by setting input parameters within the range for which the model was validated).

148 hitps://doi.org/10.3389/fhioe.2023.1049564 and https://doi.org/10.1016/j.isci.2023.108077
149 hitps://doi.org/10.1016/j.isci.2022.105714, https://doi.org/10.1007/s11538-017-0375-1 and https://doi.org/10.1016/j.jhep.2023.05.016
150 https://hal.science/hal-04211418v1
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Establishing the validity of a model, i.e., determining if E(M) is close enough to E(S) within the CoU
for the specific Qol, is far from trivial. Remember that a model is always related to the tuple system
and experiment. Model validation always relates to an experiment to be performed on a system (E(S)),
which should be very clearly defined by the Qol and the CoU. Demonstrating validity is a key element
in the credibility assessment of DTs (cfr. PART 4). As noted in the first chapter of this PART 2, ASME
VV-40:2018 is viewed as a standard for emerging regulatory pathways in Europe in relation to assessing
credibility of DTs.

A final relevant notion is that a model can also be qualified as a system. So, a model of system M(S)
is by definition a source of data and therefore also a new system S°, which can be defined as S” = M(S),
and we could create a new model M’(S”). For instance, a very complex and computationally demanding
multiscale DT could be considered as a system, for which a computationally much cheaper data-driven
surrogate model could be constructed. Note that we now create hierarchies of models and related
experiments, so we must be very careful in keeping track of the original system, e.g., a specific person
or a stratified population with a certain pathological condition, for which a model of a model is supposed
to produce data that resembles the data for the original system. Clearly, well-defined protocols are
needed to keep track of such hierarchies of models.

From the infrastructure point of view, a computer model is then viewed as a data transformation
service, and a DT is then composed of one or more of those services. In the figure below, the basic idea
is presented. Input data would be a set of model parameters, a set of boundary conditions and a set of
initial conditions. The model Mcou, valid in a specific CoU, then transforms the input dataset X={a, 3,7}
(defining the experiment E to be performed on the model) to the model output Y= Mcou(X), from which
in turn the Qol is extracted, Qol = f(Y).

N -
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input —= M — output == Qol
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Figure 8: a computer model as data transformation service.

In its simplest form a DT would be like the figure above. In reality, a DT is usually much more complex,
where the model Mcou could be executed many times (e.g., for uncertainty quantification), where other
data transformation services are needed to prepare the model input (e.g., to extract a geometry of a
cerebral aneurysm from an MRI image), where different models are chained together, and where
additional data transformation is required to get the final Qol from the model output, and any
combination of those.

As noted above, a model can also be seen as a system itself, and as such becomes a source of data that
can subsequently be used for designing and building other models. For instance, in the example of the
aneurysm, one could aim at creating some reduced order model for the pulsatile flow in the aneurysm,
and use the output from the original model that computes these flow fields to obtain e.g., a proper
orthogonal decomposition on which the reduced order model could be constructed. In this scenario, the
model is used as a data generation service, and the data is then reused to construct or train other
models, possibly relying on AI/ML algorithms. The most obvious reason to do so is when the original
model requires huge computational resources, maybe millions of core hours on dedicated tierO or tierl
HPC systems, and a computationally cheaper surrogate model is needed when fast response is required
(e.g., in decision support scenarios), when many instantiations of the model are needed (e.g., for
uncertainty quantification), or in e.g., computer aided design scenarios. Many high fidelity time
dependent three dimensional multi-{scale, component, organ} models are compute intensive, and to put
them to use for e.g., clinical decision support, treatment optimisation, or computer aided design of
implants, requires creating (machine learned) surrogate models, and the VHT infrastructure should
provision ways to do that.
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As noted above it is very important to keep track of the CoUs/Qol of the original high-fidelity model.
The vision is that output of each run of such high-fidelity simulation is stored in the VHT infrastructure,
ready to be reused, possibly by independent third parties and for their own purposes. In such a scenario
the third party may not even be aware of the origin of the simulated dataset (the model that created the
data) and could use that data as a ground truth for training surrogates. When the CoUs of the simulated
data is not kept clearly connected to that of the original model, through metadata, there is the danger of
using simulated data beyond its CoU.

We have two basic objects, a set of models M and a set of data objects D. They are connected as a
directed bipartite graph, meaning that elements of M (so, individual models) take as input elements of
D and produce as output elements of D that in turn can serve again as input to other elements of M.
Consider e.g., a simple workflow, with 2 models M = {m;,m,} and five datasets D = {d;, ..., ds}
chained together as shown in the figure below. One can also view the resulting graph as a coloured
graph, with data in orange and models in blue, and each edge in the graph going from colour to another.

Figure 9: Example of workflow graph

If we now assume that the M and D form the full set of model and data objects in the VHT, and the set
of edges E describing all input-output relations between data and models, we can denote the graph
Gyyr = (M, D, E) as the formal representation of the collected information available in the VHT.
Gyyr is a dynamically growing object, as we keep adding data and models to the VHT and link them
up to the Gyyr.

We should not confuse the (ever growing) Gy, with the final model of the full pathophysiology of
a human being. Gy, may contain many different models that compute more or less the same Qol but
in different CoUs, or at different spatio-temporal scales, or at different clustering, or operating at
different levels of credibility. However, G,y does contain many different DTs, expressed as
workflows. In the example of the figure above, we could imagine that this specific small graph is
embedded in the Gy, and view this as a workflow with three input data objects {d4,d,, d,}, one
intermediate dataset {d5}, one output data set {ds} and two models {m,, m,}. We could write Gpr =
(Mpr, Dpr, Epr) and Gpr € Gypr-

So far, Gyyr IS a growing but otherwise static object. However, models execute, produce new data, and
if new data is available, other models could execute, as described in the first chapter of this PART. The
idea would be that the models in the VHT, as it were, scavenge on data, and once new data becomes
available for them, they execute (so, a dataflow execution model). To add such dynamic (eager) model
execution to the whole picture we can resort to a Petri Net, which is “a directed bipartite graph that
has two types of elements: places and transitions. A place can contain any number of tokens. A
transition is enabled if all places connected to it as inputs contain at least one token”, and ““a transition
of a Petri net may fire if it is enabled, i.e., there are sufficient tokens in all of its input places; when the
transition fires, it consumes the required input tokens, and creates tokens in its output places.”*** In our
case, places are data objects, tokens are new data items arriving or computing and storage resources
becoming available, and transitions are the models.

181 https://en.wikipedia.org/wiki/Petri_net
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12 Integration of resources

The main resources, data and models, can be integrated in a number of ways, and can then be mapped
to the computing, storage, and networking resources. Data can be grouped together, pooled, to form
richer datasets, maybe forming a new DOT. Models can be integrated into multiscale/multiorgan
models. Integrating chains of models and data together where the output data of one model serves as
the input data to another model, results in workflows, which are considered the third basic resource in
the VHT (next to data and models). Likewise, computational and storage resources can (dynamically)
be pooled together to provide the required infrastructure to interrogate data, store (new) data, and to
execute workflows.

12.1.1 Integration of multiscale models

Multiscale models encompass model features at multiple scales across space and/or time.
The Multiscale Modelling and Simulation Framework (MMSF) was defined®2%® based on the
Multiscale Modelling and Simulation Language (MMSL)***, which describes the coupling of many sub-
models to the multiscale model. There is an increasing integration of AI/ML and multiscale
modelling®*®, where machine learning explores big parameter spaces issued from complex
heterogeneous data for the identification of correlations, and multiscale modelling predicts the system
dynamics and identifies causality. In such combined models, system validation is of prime importance
to avoid that the AlI/ML algorithms lead to non-physical or non-biological solutions.

Prospectively, markup languages, permitting a unique description of models, should be able to describe
all knowledge-driven models, including even agent-based models of individual cells that are becoming
increasingly sophisticated. MultiCellDS or MultiCellIML may be promising steps into this direction.
Tightly coupled multiscale models, where models interact in cycles (e.g., a microscale model
providing input data to a macroscale model, that in turn at a next time step provides input data to the
microscale model, etc.) require dedicated coupling frameworks, as discussed above, and from the point
of view of the VHT are considered a new model. In contrast, loosely coupled multiscale models do
not have such cyclic feedback loops and can be composed as a workflow, and are therefore viewed as
a workflow resource.

Regardless of the chosen integration method, attention needs to be paid to the build-up of errors
coming from the combination of models (even if the individual models were perfect). This area is under-
studied in general and fundamentally important for the VHT.

Box 16: Success story — Virtual Twins for Cancer.
Success story: Virtual Twins for Cancer
Status: research phase (TRL 4)
Website: https://permedcoe.eu/use-cases/

Virtual Twins for cancer connects molecular, cellular, and tissue scales to aid in patient-specific prognosis,
enhance early detection, and define treatments aimed at improving survival rates'*®. The use of omics data —
including genomics, transcriptomics, and proteomics— is central to the personalisation of these models.
Incorporating comprehensive molecular data from individual patients allows the Virtual Twins to offer a more
accurate representation of tumour behaviour and response to treatments. These models can identify biomarkers
and points of intervention that are specific to each patient and rank potential drug activities to provide
personalised treatments. This approach enables a deeper understanding of the disease mechanism and facilitates
the development of targeted and effective therapies. Continuous integration and analysis of omics data ensure
that the models remain up-to-date and reflective of the latest scientific insights, further enhancing their
predictive power.

152 Borgdorff et al., Proc.Comput. Sci.2013 ;18,1097-1105. https://www.doi.org/10.1016/j.procs.2013.05.275

153 Chopard et al., Philos Trans A Math Phys Eng Sci. 2014; 372(2021): 20130378. https://www.doi.org/10.1098/rsta.2013.0378

1% VVeen & Hoekstra, Proceedings of ICCS, 2020; 425-438. https://hdl.handle.net/11245.1/298a965¢-72ae-4771-9069-d4a6b2b8ea26
155 Alber et al., npj Digit. Med. 2019;2, 115. https://doi.org/10.1038/s41746-019-0193-y

156 https://www.nature.com/articles/s41540-023-00314-4

95


https://permedcoe.eu/use-cases/
https://www.doi.org/10.1016/j.procs.2013.05.275
https://www.doi.org/10.1098/rsta.2013.0378
https://hdl.handle.net/11245.1/298a965c-72ae-4771-9069-d4a6b2b8ea26
https://doi.org/10.1038/s41746-019-0193-y
https://www.nature.com/articles/s41540-023-00314-4

D3.2: VHT roadmap EDITH — 101083771

. -~
~ Luminal . -
Mugige | Luminal = O o0
ek o @ ©.owal - -
o % o ete (e}
ibroblasts
Myoepithetal O30 o0
@ o )]
Endothalial =
) f .
i i trained Al model
mget -
|Firiume @)
TINK .@i:’-?:'
it DI.IclJE.I
- el ©) il ——~ Digital Twin
— . = : represented as a
patient’'s sequencing data cell-level simulation

molecular pathway
Figure 10: Integration of patient’s sequencing data and molecular mechanisms in a cell-based simulation
framework to capture individuals” genetic and environmental influences in order to provide a deeper
understanding of the biological context and response to therapies.

This effort requires collaboration from researchers across multiple disciplines, including biochemistry, biology,
physics, and computer science, as well as clinicians. Collaboration between researchers and clinicians is
fundamental for both the development and practical implementation of these models. This synergy ensures that
the models are scientifically robust, clinically relevant, and user-friendly.

Additionally, the Virtual Twins for cancers need enabling infrastructures for patient data gathering and analysis,
such as those provided by the European Health Data Space (EHDS) and the European Open Science Cloud for
Cancer (EOSC4Cancer). High-performance computing (HPC) centres like Marenostrumb5, part of the EuroHPC
pre-exascale systems, are also essential for the complex simulations required.

Box 17: Success story —a multi-level atherosclerotic plague growth model for coronary arteries.
Success story: a multi-level atherosclerotic plaque growth model for coronary arteries
Status: TRL 5
Website: https://pubmed.ncbi.nlm.nih.gov/31946985/

This computational model predicts atherosclerotic plaque growth in coronary arteries by simulating plaque
progression and arterial wall deformation. It integrates clinical, biochemical, and imaging data, including
coronary computed tomography angiography (CCTA) imaging and blood biomarker analysis at baseline and
follow-up.

The model incorporates multiple components: (i) Blood Flow and Plasma Modelling: Blood flow is modeled
using the Navier-Stokes equations, while plasma flow in the arterial wall is simulated as a porous medium via
Darcy’s law. (ii) Lipoprotein and Monocyte Transport: Transport of LDL and HDL is modeled using the
Kedem-Katchalsky equations, with monocyte infiltration driven by cytokines. (iii) Atherosclerotic Processes:
LDL oxidation, foam cell formation, smooth muscle cell (SMC) proliferation, and cytokine-mediated SMC
differentiation and collagen production are included to simulate plague components. (iv) Arterial Wall
Thickening: Stress-strain equations simulate wall deformation and thickening caused by plaque growth.

Model implementation involved: (i) Data Collection: Clinical data, blood biomarkers (e.g., LDL, HDL), and
CCTA imaging at two time points. (ii) 3D Reconstruction: Arteries were segmented using a level-set
algorithm, with geometries registered between baseline and follow-up. (iii) Simulation: Plagque growth
simulations were performed on baseline geometries, producing deformed arterial walls and lumen areas. (iv)

Simulated geometries were validated against real follow-up imaging using statistical analyses (e.g., regression,
Bland-Altman plots), achieving a correlation (r2 = 0.49, P < 0.0001) between simulated and actual geometries.
The model effectively identifies regions prone to plaque progression and predicts growth rates, demonstrating
potential for assessing high-risk coronary artery disease patients and enhancing clinical decision-making.

12.1.2 Workflows
Workflows allow for the fast deployment of the VHT in different computing architectures (such as
Cloud and HPC, cfr PART 3) and enable the reproducibility of use cases across different users.

96


https://pubmed.ncbi.nlm.nih.gov/31946985/

D3.2: VHT roadmap EDITH — 101083771

Technically, the use of workflows greatly facilitates the deployment of complex and large use cases
in different computing facilities and the generation of intermediate data structures in case the
simulation has execution errors or perturbations (as energy outages). They also enable repeatability
and reproducibility of use cases while providing a way to integrate provenance of data and privacy by
allowing for federated workflows across multiple sites. In the VHT, automatically keeping track of
provenance, certainly in relation to the credibility of the output data of a workflow, is a key requirement.
Workflows facilitate user understanding of the overall DT without the need of delving into detailed
model documentation and metadata, hence lowering the learning curve to be able to simulate use cases
by themselves.

For example, a workflow recipe for acomplex use case for modelling brain tumours combining different
types of models, data sources, and output data for a commonly used workflow manager can allow
researchers to seamlessly deploy exactly the same use case in the Cloud (e.g., AWS and Google Cloud)
or in different high-end HPC clusters (e.g., LUMI, MareNostrum) with minimal amount of work.

Even more so, the use of workflows usually but not necessarily involves the division of the work in
containerised pieces (such as Docker, Apptainer (former Singularity)). This compartmentalization
allows for the decoupling of the complexity of each part of the workflow and its usability in complex
use cases. Likewise, these containers facilitate benchmarks of different tools aimed at the same or
similar tasks by solving unit tests to study e.g., the validation, verification and uncertainty quantification
(VVUQ) of each model and implementation and also allow for the definition of federated workflows
by clearly dividing the work of each software piece and assigning them a given computing cluster (one
part in the cloud, another on-site etc.). Also automating this process, or creating a demand/supply market
for semi-automated execution of complex DTs, in relation to the dataflow mechanisms introduced
earlier, can be facilitated by advanced VHT workflow engines.

Despite this, the organisation of use cases in containers and workflows is a clear overhead on the
researchers’ side and currently there are very few ways that this additional effort can be leveraged.
There are a myriad of different workflow managers in the biomedical domain with slightly different
focuses; some of them are open source, while others are commercial. For these reasons, the community
has been working on delivering standardised workflow descriptions to facilitate the deployment of
workflows’ recipes across managers. Likewise, workflows registries have been established to facilitate
the discovery and re-use of workflows in an interoperable way, as well as frameworks providing tools
for construction and execution of workflows and backend programs for the reproducible execution of
standard workflows. These elements are discussed in more detail in PART 4.

12.1.3 Al tools for resource integration

The integration of Al tools presents significant opportunities for resource orchestration and
optimization within the VHT. Al can assist researchers in selecting appropriate building blocks for
assembling a DT (similar to recommendation systems used in other domains), optimizing computational
workflows, harmonizing data formats, supporting standardization efforts and enabling seamless
integration of diverse data and models. By leveraging a machine-readable overview of available
resources, pricing, and computational requirements, Al tools could optimize the execution of VHT
computations in terms of cost and speed, enhancing efficiency and utility.

Regarding data-model integration, standardized systems for cataloguing data and models could enable
Al to support the identification of suitable input data for VHT applications. Missing data could
potentially be generated through deterministic or Al-based methods. Similarly, model compatibility
could be assessed by defining input-output specifications for DTs within the VHT. Al could further
enhance this process by retrieving and curating relevant literature and data, ensuring that the outputs of
one model align with the inputs of another.

Another example of integration or resources is the exploration of the VHT as a knowledge base, using
NLP in general and, given their recent advances, large language models (LLMs) in particular. With the
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ever-increasing volume of resources in the VHT, combined with the research, legal, ethical, privacy-
related, and regulatory documents in this field, there is a growing need for efficient tools to extract
knowledge and insights from this wealth of information. This knowledge retrieval can take the form
of a knowledge graph (KG) or model. These knowledge graphs might provide feedback to the VHT
platform users on e.g., resources that can be coupled or specific data needs that would allow to generate
a more comprehensive DT. Additionally, NLP can produce narratives of the platform outcomes by
automatically generating reports that contain the required technical or clinical information, tailored for
the targeted user, e.g., the clinician, or even high-level stories understandable by the patient. Integrating
frameworks of Large Language Models (LLMs) and Knowledge Graphs (KGs) is key to enable
seamless exploration and exploitation of the VHT platform for diverse applications.

12.2.1 Large Language Models

With the ever-increasing volume of resources in the VHT (models, datasets, workflows, etc.), combined
with the research, legal, ethical, privacy-related, and regulatory documents in this field, there is a
growing need for efficient tools to extract knowledge and insights from this wealth of information. To
this end, LLMs can provide powerful capabilities for knowledge retrieval, summarization, and user
guidance. Their ability to process unstructured text and generate context-aware narratives can enhance
the accessibility and usability of the VHT. The following applications of LLMs can be imagined.

1. Knowledge retrieval from VHT knowledge base: LLMs can retrieve, process, and
consolidate relevant information from the VHT s knowledge base — an extensive repository of
scientific, legal, ethical, and regulatory documents — acting as a Retrieval-Augmented
Generation (RAG) tool. This capability can allow users to obtain answers to queries posed in
natural language queries, for example: "What are the regulatory requirements for using Al-
based models in healthcare?", and "What computational modelling methods have been applied
to atrial fibrillation?".

2. Summarization of complex content: LLMs can generate concise summaries of detailed
technical, regulatory, or clinical content tailored to the user's needs. For example, a researcher
may request “a summary of recent advancements in cardiovascular Digital Twin modelling”,
or ask about “a summary of regulations that apply to in-vitro medical devices”.

3. Automated report generation: LLMs can compile structured reports summarizing the outputs
of simulations, experimental findings, or compliance checks. These reports can cater to diverse
stakeholders: (i) clinicians: simplified, actionable insights for patient care; (ii) researchers:
detailed descriptions of model parameters and assumptions; (iii) regulatory bodies: traceable
evidence of compliance with standards and guidelines; (iv) patients: simplified high-level
stories to explain progress of the disease or its treatment.

4. Guidance and contextual support: LLMs can assist the different users in navigating the VHT
platform, providing a range of functionalities, depending on the users’ needs. A helpdesk
functionality tailored towards model developers, data providers and VHT composers can help
them with tasks such as uploading and combining resources. An educator functionality tailored
towards citizens, medical professionals and other stakeholders can provide training and
explanations, clarifying terminology, or suggesting relevant documents and resources for
further exploration. An accessibility functionality can serve users of different languages, but
also translate electronic health records, which are usually maintained in national/regional
languages.

By enabling robust retrieval and summarization capabilities, LLMs can make the VHT platform more
accessible to users with varying levels of expertise. Although the above LLM applications can be
developed by directly applying LLMs to the VHT knowledge base, their robustness can further be
enhanced by integrating knowledge graphs into the retrieval process for handling complex queries.
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12.2.2 Knowledge graphs and LLMs: A Synergistic Framework

Knowledge graphs, which are structured representations of information capturing relationships between
entities in a graph format, can serve as a semantic layer connecting the platform's core resources — data
objects, model objects, workflows, and standards — to user-defined queries. KGs organise data into
nodes (entities) and edges (relationships) with associated semantics, thus enabling efficient querying
and reasoning over complex datasets. By combining the structured reasoning capabilities of KGs with
the interactive potential of LLMSs, users can intuitively access, simulate, and analyse complex scenarios.
For example, the VHT user may pose an instruction of "Test a new transcatheter aortic valve design
on elderly women with diabetes.", and the KG/LLM framework generates an answer identifying all the
relevant resources/assets and instructions on how to achieve the desired testing through the available
infrastructure.

Acting as an integrated representation of all key resources in the VHT ecosystem to enable advanced
semantic querying and reasoning, the construction of KGs can leverage the following VHT features:

o Data objects, data sets annotated with metadata based on FAIR principles, capturing demographic,
clinical, physiological, and imaging data as nodes in the KG. They use proposed ontologies to define
relationships such as “used in”, “validated by” or “derived from”.

o Model objects, as previously discussed, define relationships such as “input to”, “output from” or
“compatible with” data objects and workflows, as well as providing a link to validation and performance
metrics.

o  Workflow objects, being orchestrated sequences of actions combining data and models for simulations

”»

and defining relationships such as “requires”, “produces” or “meets regulatory standards”.

e Ontologies and standards, using existing ontologies for the VHT resources (for example data objects),
using standardized vocabularies (e.g., 1ISO, DICOM) to annotate all entities and relationships and
ensuring interoperability and traceability within the KG.

The following applications can be imagined for KG exploitation.
User-Centric Query Resolution: by integrating KGs and LLMs, users can gain an intuitive interface
for exploiting the VHT platform. The system can translate user queries into actionable workflows,
leveraging the KGs to identify and link relevant resources.

1. Example Query: "Test a new transcatheter aortic valve design on elderly women with diabetes."

2. Workflow:

a. Input Parsing: The LLM parses the query, identifying key entities (e.g., "aortic valve
design," "elderly women," "diabetes").

b. Resource Identification: The KG retrieves: (i) Relevant datasets matching the demographic
and clinical attributes; (ii) Compatible models for simulating valve performance under these
conditions; (iii) Workflows for combining data and models.

c. Guidance: The system generates step-by-step instructions, including: (i) Input parameters for
the models; (ii) Tools to preprocess data; (iii) Simulation execution instructions; (iv) Methods
to analyse and interpret results.

d. Validation: User compares simulation results against any available experimental data for the
new device. The KG ensures that resources and workflows meet relevant regulatory standards.

Enhanced Reporting and Summarization: the KG-LLM integration can also provide tailored
summaries and visualizations of the results, ensuring accessibility for diverse stakeholders. Researchers
can access detailed technical analyses. Clinicians can receive concise, actionable insights.

Gap Analysis and Resource Optimization: the KG framework can enable systematic identification of
missing resources in the VHT platform, fostering continuous improvement.

e Gap ldentification: Analyse failed or incomplete queries to infer missing datasets, models,
or workflows. LLMs can even invent new representative queries to identify gaps. Highlight
under-represented demographics or conditions.

e Resource Prioritization: Recommend areas for data acquisition or model development.
Suggest updates to workflows or standards to enhance coverage.
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The KG framework can extend its utility to other high-impact areas:
e Regulatory Support: traceability of workflows and results to ensure compliance.
o Collaboration: foster connections between researchers by linking complementary resources.
o Knowledge Discovery: enable hypothesis generation by identifying novel patterns in
connected data and models.

The integration of resources into a KG framework within the VHT platform will align with the broader
vision of enabling personalized, predictive, and precise healthcare. By leveraging the semantic structure
of KGs and the interactive capabilities of LLMs, users will be able to intuitively explore the platform,
execute simulations, and generate actionable insights. Furthermore, the KG’s ability to identify gaps
will ensure that the platform evolves dynamically to meet future healthcare challenges.

Box 18: EDITH development — EDITH-CSA knowledge sourcing and knowledge graphs.
EDITH development: Knowledge sourcing
Status: deployed, accessible via https://www.edith-csa.eu/edith-knowledge-base/

To showcase the knowledge retrieval and summarization discussed above, an LLM web
application® has been developed as part of EDITH CSA and has been made publicly available. The
application is built on a VHT knowledge base consisting of approximately 3,000 documents, which
comprise of approximately 2,700 scientific documents and approximately 300 legal/regulatory
documents. Furthermore, to automatically and continuously update the knowledge base, an
integration with the OpenAIRE VHT community®8, which automatically searches for publications
relevant to the VHT initiative, has been made. The application, powered by frontier LLM models,
exploits semantic similarity search to fetch relevant documents for responding to user queries. It
allows users to (i) ask questions in natural language, and (ii) ask for generation of thematic summaries
on user-specified themes. The responses are always drawn exclusively from the literature included
in the knowledge base—thus minimising hallucinations—and references to the specific document
are included in the response.

On top of the same OpenAIRE knowledge base, a first proof of concept towards a knowledge graph
was made, albeit restricted to the analysis of scientific literature metadata. In this pilot
implementation, a KG of approximately 40K nodes (representing publications, authors, author
affiliations, keywords, and fields of studies) and approximately 60K relationships (for example a
‘publication node’-[:has author (relationship)]-> ‘author node’) was created. This KG was then
exploited for advanced search and filtering, data visualisation, keyword/author specific analysis,
collaboration insights, author and publications rankings, research trend analysis (for example,
uncovering trends in keywords for emerging areas), identifying interdisciplinary connections and
collaboration networks, identifying paths connecting authors (to identify common grounds and
collaboration opportunities), community detection, and clustering.

157 https://www.edith-csa.eu/edith-knowledge-base/
158 https://dth.OpenAIRE.eu/
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13 Digital Twin use cases

Box 19: Use Case - Glycemic control in ICU patients (Digital Twin)

Use Case: Glycemic control in ICU patients
Status: start-up company, solution in clinical trial
Website: www.insilicare.com

InSiliCare’s Al-powered Digital Twin is a clinical decision support solution for ICU patients requiring
glycemic control. It provides personalized, safe, and effective management of blood glucose levels and
nutrition delivery. Insulin and nutrition treatments are calculated to maximise safety from hypoglycemia, while
controlling patient blood glucose levels and optimizing nutrition towards a configurable physician-determined
practice of care.

The InSiliCare Digital Twin is a clinically validated mathematical model characterizing the insulin-glucose
pharmacodynamics and pharmacokinetics and estimating patient-specific, time-varying insulin sensitivity in
adult ICU patients®. Insulin sensitivity is a time-varying parameter characterizing patient-specific metabolic
response to insulin-mediated glucose uptake. This “white-box” model consists of 5 primary ordinary
differential equations and can be coupled with predictive-Al models to simulate patients’ future response to
treatment. Model’s inputs to identify insulin sensitivity are glucose assays, insulin and nutrition rates, as well
as patient diabetes status.
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Figure 11: Blood glucose measurements (top), insulin rates (antepenultimate), and nutrition rates (bottom)
are used to identify patient-specific insulin sensitivity evolution over time (second). Insulin sensitivity is
considered constant over 1-hour periods. Insulin and nutrition are mitigated to stabilize blood glucose in the
clinically-specified safe target band (green area).

Box 20: Use Case - Osteoporotic fracture risk prediction (Digital Twin)

Use Case: Bologna Biomechanical Computed Tomography for osteoporotic fracture risk prediction
Status: clinical research studies

Bologna Biomechanical Computed Tomography (BBCT) is a Digital Twin methodology designed to predict
the mechanical strength of the femur under critical loading conditions in osteoporotic patients. Quantitative
Computed Tomography (QCT) scans of the hip region and patient data inform a subject-specific Finite Element
(FE) model. One million potential fall scenarios are then simulated based on a body with the height and weight
of the patient. The resulting impact forces are estimated. Variables—such as initial and final velocities,
accelerations and impact attenuation—are modelled as normal distributions informed by literature data.
Subsequently, the patient-specific model is run 28 times, varying the femur's orientation at the impact. To
replicate a sideways fall, a concentrated force is applied at the centre of the femoral head, while a contact
interaction is defined between the surface of the greater trochanter and a rigid plane oriented perpendicular to
the force. The distal part of the femur is constrained to a hinge located at the knee's centre. For each impact
orientation, the force intensity required to fracture the femur is computed based on principal strains in a region
of interest located proximally. By comparing the FE-derived failure loads to the estimated impact forces, the
absolute risk of hip fracture (ARFO) is calculated.

In pre-clinical studies on cadaver preparations the Digital Twin showed an accuracy in predicting the force
required to fracture a proximal femur in side-fall conditions of 85%. In a retrospective clinical validation on a
cohort of 100 women, half with a hip fracture, ARFO showed a stratification accuracy of 87%, compared to
75% for the clinical standard of care.
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Figure 12: High-level workflow of the BBCT solution
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Box 21: Use Case - Universal Immune System Simulator for Tuberculosis (Digital Twin)

Use Case: Universal Immune System Simulator for Tuberculosis
Status: augmenting clinical trials
Website: https://www.mimesis.srl/

The Universal Immune System Simulator (UISS) offers a robust, clinically validated platform to address these
challenges by simulating and predicting immune responses in silico. UISS-TB has demonstrated its utility in
optimizing therapeutic strategies for Tuberculosis, evaluating drug regimens, and predicting outcomes.

UISS-TB employs a comprehensive agent-based model that simulates the immune system's interaction with
Mtb. The model integrates:

e Cytokine and chemokine signaling pathways.

e Immune cell dynamics (e.g., macrophages, T-cells).

e Bacterial growth and host-pathogen interactions.

This ‘white-box' model ensures transparency and reproducibility, leveraging real-world data such as cytokine
levels, bacterial load, and patient demographics to deliver accurate predictions. Hosted on secure virtual
machines, UISS-TB safeguards data privacy while supporting integration with electronic health records (EHRS)
for automated data input.

UISS-TB
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Figure 13: UISS-TB layers and their implementation, aimed to simulate Mycobacterium Tuberculosis (MTB)
dynamics and its interaction with the human immune system along with the therapeutic interventions.
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Box 22: Use Case - Epileptogenic zone localisation for surgical planning in epilepsy patients (Digital
Twin).
Use Case: Epileptogenic zone localisation for surgical planning in epilepsy patients
Status: in clinical use
Website: https://www.cloudsofcare.com/

The Digital Twin model in Persyst ESI powered by Epilog combines EEG and MRI data using advanced
algorithms to create a virtual representation of the patient’s brain'C. It helps identify the epileptogenic zone by
solving mathematical equations that model the electrical fields in the brain.

The analysis comprised spike detection, clustering and source localization using an individualized head model.
EEG source imaging was done with the finite difference method to calculate the forward model. A
1 x 1 x 1 mm? head model was constructed from the patient-specific MRI by segmenting it into six tissue
classes (air, gray, white matter, cerebrospinal fluid, skull, and scalp). The solution points were restricted to the
gray matter in a 4 x4 x4 mm? grid. ESI localization was performed at the onset, half-rising, and peak of the
spikes using standardized low-resolution electromagnetic tomography (SLORETA). The resulting 3D
visualization of seizure activity aids clinicians in making precise, informed decisions for epilepsy surgery.

Box 23: Use Case - the Atrial Modelling Toolkit for cardiovascular Digital Twins (Digital Twin).
Use case: the Atrial Modelling Toolkit for cardiovascular Digital Twins
Status: for research purposes
Website: https://github.com/pcmlab/atrialmtk

The Atrial Modelling Toolkit!®* (atrialmtk) aims to overcome the challenges of constructing cardiac models
at scale through the development of a robust, open-source pipeline for bilayer and volumetric meshes for atrial
models.

The computer model takes segmentation masks of the atria, which can be produced from raw MRI or CT data
by an expert or input directly where the user already has them, or existing atrial surface meshes as input. After
the identification of some key anatomical landmarks, the model automatically produces a simulation grade
atrial mesh that incorporates atrial regions and atrial fibres, which are input into an electrophysiological
simulation.

(a)
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Figure 14: Atrialmtk model pipeline!®?

An atrial fibrillation virtual cohort study was recently performed with 100 patient-specific models constructed
from late-gadolinium enhancement magnetic resonance imaging data to demonstrate the potential of combining
personalized biophysical simulations with machine learning approaches to predict long-term ablation therapy

160 https://doi.org/10.1111/epi.17460
161 https://royalsocietypublishing.org/doi/full/10.1098/rsfs.2023.0038

162 Roney, C.H. et al. (2023), Constructing bilayer and volumetric atrial models at scale. Interface focus, 13(6), p.20230038.
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outcome'®®. The Digital Twin model construction pipeline takes imaging data (MRI or CT) together with
electroanatomic mapping data to construct anatomically detailed models, calibrate these models, and simulate
the response to different treatment approaches!®*. The model construction pipeline includes automated
segmentation'®, meshing, structural fibre maps from human ex-vivo diffusion tensor MRI% and calibration to
electrical conduction properties®®’.

Machine Learning is used to complement the obtained biophysical simulations in an in-silico trial to predict
long-term response to treatment strategies for patients with atrial fibrillation. Atrial fibrillation, characterized
by irregular activation of the heart's top two chambers, can be treated with ablation to target tissue sustaining
the arrhythmia. However, since only one ablation strategy can be applied to each patient, determining the
optimal strategy that treats the arrhythmia while minimizing tissue ablation remains challenging. Our novel
computational pipeline successfully predicted long-term atrial fibrillation recurrence in individual patients
following ablation therapy by combining outcome data with patient-specific simulation responses. Importantly,
classifiers trained on a combination of clinical data and simulation data outperformed those trained on clinical
data alone.

163 https://pubmed.ncbi.nlm.nih.gov/35089057/
164 https://pubmed.nchi.nlm.nih.gov/33041850/
165 https://pubmed.ncbi.nlm.nih.gov/33317334/
166 https://pubmed.ncbi.nlm.nih.gov/32458222/ and https://zenodo.org/record/3764917
167 https://pubmed.nchi.nim.nih.gov/31026761/
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14 Technology for VHT: Conclusions and Recommendations

Part 2 of the roadmap delves into the technological foundations of the VHT. It explores how to
effectively organize and integrate diverse resources to establish a robust and interoperable platform.

The vast array of data and models that constitute the VHT requires a well-defined organizational
framework. This framework utilizes a multidimensional data space, where each data point is
meticulously characterized by a data object profile (DOP) and associated with a specific data object
type (DOT). Establishing a consistent and comprehensive schema for the DOT and DOP is crucial to
ensure the seamless interrogation, integration, and execution of all VHT resources. This
multidimensional approach encompasses six key dimensions: three spatial coordinates, time, clustering,
and credibility. The credibility dimension is particularly important, as it provides a quantitative measure
of the trustworthiness of the data and models within the VHT. This will play a crucial role in gaining
acceptance from healthcare professionals and regulatory bodies.

Four primary types of resources are essential for creating a cohesive and interoperable VHT: data
objects, annotation services, model objects, and workflow objects. Data objects encapsulate the raw
digital data, which are then transformed into meaningful information through annotation services.
Model objects, encompassing both knowledge-driven and data-driven (Al) models, play a critical role
in generating new data objects from existing ones, thereby driving knowledge expansion. Workflow
objects, on the other hand, represent the structured integration of data and model objects, enabling the
simulation and prediction of complex biological processes.

Model objects, as a fundamental building block of the VHT, require a standardized approach to ensure
their consistency, reproducibility, and interoperability. To achieve this, model objects within the
VHT are characterized in terms of their system, experiment, and context of use (CoU). Defining the
system involves specifying the target biological entity or process being modelled. The experiment
outlines the specific conditions and interventions being simulated, providing essential context for
interpreting the model's output. Lastly, the CoU clarifies the intended application and limitations of the
model, ensuring its appropriate use. The concept of a data-driven modelling can be extended beyond
biological entities to encompass models themselves. This enables the creation of surrogate models,
which are simplified representations of complex, computationally intensive models, facilitating faster
and more efficient simulations.

The integration of Al techniques will be instrumental in effectively managing the vast amounts of data
and models within the VHT infrastructure. Al-driven solutions can streamline data pre-processing,
feature extraction, and quality control, significantly enhancing the efficiency and accuracy of data
integration. Machine learning algorithms, particularly deep learning models, can be trained on large
datasets to build robust predictive models for disease risk, treatment response, and other clinically
relevant outcomes. Natural Language Processing (NLP) techniques can further augment the VHT by
facilitating knowledge extraction from unstructured text data, such as scientific literature, regulatory
documents, and clinical records. This will enable the automatic retrieval of relevant information and
support the creation of a comprehensive and constantly evolving VHT knowledge base.

The practical applications and potential impact of the VHT are illustrated through a series of
Digital Twin use cases, which are presented throughout the roadmap. These use cases, spanning diverse
healthcare domains, highlight the versatility and transformative power of the VHT. Examples include
glycemic control in intensive care patients, prediction of osteoporotic fracture risk, simulation of the
immune system response to tuberculosis, and personalized treatment planning for epilepsy patients.
These use cases demonstrate the potential of the VHT to improve patient care, accelerate drug
development, and advance our understanding of human health and disease.
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The successful realization of the VHT hinges not only on a clear vision and a collaborative ecosystem
of stakeholders, but also on the development and comprehensive organization and integration of
resources in a well-defined framework. As such, the following recommendations can be made.

1. Advancing in silico Technologies for a Robust, Versatile and Impactful VHT: To fully realize
the transformative potential of the VHT, substantial investment in the development of in silico
technologies is crucial. This includes focusing on longitudinal and longer-term human health and
disease modelling, capturing the long-term dynamic nature of human physiology. The
development of multiscale models is essential for integrating knowledge across different levels of
biological organization, from cells to organs to the whole body. Incorporating new data modalities
beyond traditional clinical data will enrich the VHT, enhancing its predictive power. Omics
integration will provide a comprehensive view of individual biological processes, enabling
personalized insights into health and disease. Al will play a central role in the VHT, not only in
data analysis and model generation but also in driving the interaction between Al and mechanistic
modelling.

2. Data-Generating Hardware Addressing a Critical Need for VHT: The development of
advanced data-generating hardware technologies is essential for the progress of VHT applications.
Fit-for-modelling-purposes, disease-specific data is currently lacking from traditional sources like
hospitals. This data gap can be addressed by investing in wearable and implantable sensor
technologies capable of providing real-time patient data. Micro-physiological system technologies
present another avenue for generating high-quality human-relevant data by combining
microfluidics with embedded sensors. These technologies provide a platform for investigating
adverse drug effects and modelling specific organ functions, offering valuable insights for the
development of VHTS.

3. Evidence Generation for VHT Development: The development of robust and trustworthy VHT
technologies hinges on the generation of comprehensive clinical, experimental, and digital
evidence to support model building and validation. This process requires well-designed studies and
clinical trials that first assess the technical validity of VHT solutions, followed by their clinical
domains such as safety, effectiveness, and usability. A deep understanding of the unmet needs of
VHT early adopters and how these technologies will be implemented to address those needs is
essential for generating relevant and impactful evidence. VHT technologies can be used to develop
synthetic and open-access validation datasets, ensuring transparency, reproducibility, and
accessibility throughout this process. This evidence generation process will be instrumental in
building confidence among stakeholders, paving the way for wider adoption of VHT in healthcare

4. Credibility is Key to Building Trust in VHT Technologies: To foster trust and confidence in
VHT technologies, establishing their credibility is essential. This involves a multi-faceted
approach encompassing rigorous and transparent safety assessments and peer review/validation of
methods to ensure scientific rigor and transparency. Clear procedures for verification and
validation, for a well-defined question of interest and context of use, must be developed, drawing
upon established ontologies to provide a standardized framework for credibility assessment.
Uncertainty quantification plays a vital role in understanding the limitations of VHT predictions
and enabling risk-informed decision-making. Addressing potential refutations and providing clear
evidence to support the credibility of VHT findings will be crucial for gaining acceptance from
stakeholders.
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PART 3:

REALISING THE VHT — INFRASTRUCTURE
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15 Infrastructure

As outlined in PART 1 of this roadmap, the realisation of the VHT requires collaborative efforts at a
European level, including the establishment of a dedicated VHT infrastructure. The infrastructure will
play a key role in pooling resources and expertise, data sharing and interoperability, credibility and
trust, as well as catalyse economic sustainability. The term Infrastructure refers to the trinity of
software Catalogue, Repository and Platform, that together create a one-stop shop to discover, share,
design and use DTs in health and care. In general, the VHT Platform will accomplice data analyses,
simulation and visualization by processing, managing and interacting with Research Objects - data,
tools, services, workflows - found under the VHT Catalogue and (possibly but not exclusively) stored
in the VHT Repository. The realization of such implementation comes by delivering the VHT Platform
in a ‘Platform as a Service’ (PaaS) way, accomplished by technological solutions focused on container
and cloud-based deployment and configurations.

Catalogue

Repository

Figure 15: schematic overview of the main components of the VHT infrastructure.

The infrastructural requirements of the VHT platform are a direct consequence of the
requirements of the underlying computational models and data storage facilities. In order to provide
the services envisioned in this roadmap (cfr. PART 2), both the repository and platform need to be able
to access a variety of computational resources, and operate across organisational boundaries, in an
international and intersectoral context. Enabling such operation calls for resolution of a range of issues
of legal, organisational and technical nature. A useful primer to European infrastructural standardisation
efforts is provided by the Rolling Plan for ICT Standardisation. This is a live document, curated by the
European Commission in collaboration with the European Multi-Stakeholder Platform (MSP) on ICT
Standardisation. It lists all the topics identified as EU policy priorities where standardisation, standards,
or ICT technical specifications may play a key role in the implementation of the policy.

What we describe here is the general vision of what, in the long term, the VHT infrastructure should
be. The VHT infrastructure should be developed around four strategic pillars considered essential for
the global effort to drive forward VHT development.

1. Distributed/federated architecture

2. Governance

3. Openness

4. User engagement

15.2.1 Pillar 1: Distributed/federated architecture

The heart of the VHT infrastructure will consist of a distributed/federated platform. The different
services of the VHT platform will be semantically mapped to different types that occur within the
context of the VHT. The platform will include centralised core elements, i.e., the back-end elements
required to run the platform. The second level will include the platform and science-specific services,
i.e., generic platform elements necessary to the end-users (e.g., wiki, collaborative documents),
scientific services like the repository, tools for running the workflows, etc. These might include services
for semantic re-annotation or services to promote resources along the credibility axis. The last level,
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domain-specific services, is also end-user facing and includes all the federated services relevant to the
VHT.

A future benefit of administratively treating domain-specific products and services separately from
Platform and Science specific services is that it facilitates an easy onboarding path for more domain-
specific tools and services and even tools from other scientific domains. The onboarding is further
facilitated by the federated — more flexible — nature of the VHT platform. Component owners will enjoy
full autonomy regarding the services and applications they provide. New services will be developed,
mature, and be provided as federated services that will be part of the VHT platform, following
integration/quality/interoperability requirements.

The VHT infrastructure needs to be “as open as possible, as close as necessary”, i.e., very
accommodating of various existing components, formats, and protocols, but at the same time, it needs
to provide a unified and intuitive user experience that does not expose all the "sharp edges™ of the
underlying machinery. This follows the Robustness Principle (Postel's Law) made famous during the
specification of the TCP (transmission control protocol): "be conservative in what you do, be liberal in
what you accept from others"168,

The implementation as a distributed/federated platform will be more flexible and adaptable to
changing requirements and user needs. Different entities can choose which technologies and standards
to use and evolve their systems independently. Moreover, its distributed nature will allow the platform
to easily scale to handle increased traffic or user demands by adding more servers or nodes and to be
deployed across multiple locations, allowing for a wider reach and better performance for users in
different regions. Given the distributed nature of the storage services archiving data and the computing
services elaborating on them, they need to be connected by high-speed geographic networks.

A federated/distributed infrastructure can also promote interoperability between different systems,
allowing users to communicate and share data across different platforms, and fostering innovation if
proper standards and interfaces are defined and enforced. At the same time, it also improves the
performance of the platform by reducing latency and increasing bandwidth. However, it may also
require more coordination and governance to ensure interoperability and maintain quality.

15.2.2 Pillar 2: Governance

Governance is essential since it defines the management structure, roles, and decision-making
procedures. The governance framework will identify/establish the policies, governing roles and
responsibilities (admin, provider, and user profiles) and decide the standards to adopt. It will also ensure
the clarity of the business models and access policies (tiers, pricing policies, commercial agreements).

15.2.3 Pillar 3: Openness

Openness in the VHT infrastructure will allow users and developers to share their work and collaborate
with others, bringing together people with different backgrounds and expertise, leading to more diverse
perspectives and insights, reducing, at the same time, duplication of effort and resources by allowing
users and developers to build on each other's work. Note that ‘open’ is not equal to ‘free’. The research
findings will be available to the entire ecosystem: the scientific community, industry, policymakers,
and other stakeholders. An open VHT infrastructure will also facilitate the sharing of data and
resources, encouraging, at the same time, uniformity of protocols and formats, standardised wherever
possible and standardisable in hopefully all other cases (cfr. PART 4). As an important element to
guarantee openness, software shall be required to be licenced in a way that permits open access to the
source code for those software entering the VHT infrastructure. This does not prevent transfer of rights
for commercialisation from contributors to companies if necessary within business models.
Additionally, agreements can be negotiated with commercial companies to provide a number of licenses
to use some of the shared pipelines within the VHT.

15.2.4 Pillar 4: User engagement

A user-friendly and visually appealing platform will facilitate the ecosystem’s interaction with the
VHT infrastructure. The design needs to be user-centred, and user surveys will be used to gather insights
that inform the design and functionality in a co-creation process. The layout needs to be easy to navigate.

168 postel, Jon, ed. (January 1980). Transmission Control Protocol. IETF. http://doi.org/10.17487/RFC0761.
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The platform needs to have a dashboard that will guide the user through the different offerings of the
VHT, allowing the users to customise their profiles and add the services and tools that are useful to
them. Clear documentation needs to be available, not only for the main functions of the platform but
also for the different services. The platform will combine tools and services from different sources, all
valuable for developing the VHT. Users will use the platform also for collaboration and interaction with
other users. The ecosystem will provide user incentives for sharing data, models, or other content (cfr.
PART 5), while it will consider the feedback from the users, working to improve itself. Finally, user
engagement should be measured and analytics tools will be used to monitor user behaviour and identify
improvement areas.

Box 24: Success story — the 12 LABOURS project.

Success story: Developing a Digital Twin Platform linked to clinical workflows
Status: used in clinical research
Website: https://www.auckland.ac.nz/en/abi/our-research/research-groups-themes/12-Labours.html

The clinical translation of personalized computational physiology workflows and Digital Twins has the
potential to revolutionize healthcare by enhancing our understanding of individual physiological processes and
identifying changes that may lead to serious health outcomes. However, the absence of a unified infrastructure
for developing these workflows and Digital Twins has hindered the realization of this transformative vision.
The Auckland Bioengineering Institute's 12 LABOURS project seeks to address these challenges through
the development of a Digital Twin Platform?6°. This platform enables researchers to develop and personalize
computational physiology models based on individual health data within clinical workflows, thereby
facilitating more efficient personalised clinical treatments and home-based care. The 12 LABOURS project,
builds upon over two decades of research from the Physiome Project, in synergy with international projects
such as SPARC (US-NIH) and VITAL (EC-Horizon Europe).

The platform’s capabilities are developed through a range of demonstrators, covering major organ systems.
These demonstrators show the platform's capabilities using publicly available data and an existing automated
computational physiology workflow designed to assist clinicians in diagnosing and treating diseases. The
platform enables the discovery and exploration of data while presenting workflow results in clinical
reports via a web portal. Current enhancements of the platform focus on integrating it with health systems
and remote monitoring devices, such as wearables and implantables, to support home-based healthcare.
Additionally, by combining outputs from multiple workflows applied to the same individual's health data, the
platform will enable the creation of personalized Digital Twins.

The 12 LABOURS Digital Twin Platform provides several significant clinical and scientific benefits. First, it
allows researchers to more efficiently conduct clinical trials to evaluate the efficacy of computational
physiology workflows, facilitating their clinical translation. Second, it enables the reuse of primary and derived
data from these workflows to generate novel workflows. Finally, it supports the creation of personalized Digital
Twins by integrating outputs from diverse computational physiology workflows, thereby advancing
personalized medicine.

169 http://doi.org/10.1109/EMBC40787.2023.10341138
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16 Catalogue and repository

The VHT repository is envisioned as a space where VHT assets can be uploaded, stored, discovered
and accessed by users. Assets refer not only to data objects (e.g., input files or results of VHT
simulations), but also to the models objects and other resources as previously defined. The European
community has had some success in building such cross-organisational repositories — as evidenced by
the EOSC Marketplace!™, the EUDAT project or the Fenix infrastructure’’* — and the VHT repository
framework should build upon the achievements of such initiatives, while also extending their
capabilities to provide support for a VHT-specific metadata model.
In this sense, the VHT repository/catalogue should provide support for the elements listed below,
schematically depicted in figure 6.

e Catalogue services, enabling discoverability of resources;

e Secure role-based access (see next chapter for a discussion of user roles);

e Dedicated storage resources for unstructured binary data, structured databases and model repositories

(with CASE-specific features, such as those provided by modern code versioning tools).

Another crucial aspect for any actionable VHT repository is the provision of a consistent set of
programmer’s interfaces (APIs) through which content could be accessed programmatically rather than
directly by human actors. Such a feature would facilitate development of automated computational
workflows and enable large-scale VHT simulations.
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Figure 16: schematic representation of the repository and the catalogue depicting its essential components.

To better appreciate possible potentials and pitfalls in the development of the VHT that needed to be
addressed in this roadmap, different user perspectives were investigated. The example below presents
the possible journey from the provider point of view (i.e., who wants to share a resource within the

170 https://marketplace.eosc-portal .eu
17 https://fenix-ri.eu/infrastructure/resources/available-resources
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EDITH platform) and the user point of view (i.e., who wants to use one or multiple resources available
in the EDITH platform).

Box 25: EDITH development — mock-up for uploading a resource in the repository
EDITH development : mock-up user interaction with infrastructure — uploading a resource

Upon accessing the infrastructure, an authentication is requested. Once authentication has taken place, the
user is asked whether the action to be carried out concerns uploading or using a resource. The mock-up
illustration below concerns uploading a resource.

1. Once the “upload a resource” option is selected, the provider is asked which type of resource will be
uploaded. The provider can choose among dataset, model, algorithm, and good practice.

2. The provider is asked to insert information about the resource to be uploaded. The dataset must be
annotated with sufficient metadata, which includes information on the Data Object Type (DoT) and
Data Object Pose (DoP). The DoT comprises information about semantics, syntax and accessibility.
The DoP comprises information about the dimensions of space, time, credibility and clustering.

What do you want to
upload into the EDITH
repository?

Dataset Model

Algorithm Good practice

3. The DoT definition starts from the Semantics, representing the basic information of the dataset. In this
case, an atlas and a scale is presented, asking the provider to select respectively the dimension and the
physiological system the dataset is referred to.

4. Afterwards, the provider is asked if the resource is based on an ontology. If yes, the provider can select
the ontology used from a pre-defined list or, otherwise, input the name of the ontology used if not
present in the list. If the dataset’s variables are already set following an ontology present in the VHT
platform, the provider has to simply select the ontology and move forward.

5. The second element of the Data Object Type corresponds to the syntax definition. Also in this case,
the provider is asked if the resource is standardized and, if yes, which standard has been implemented.
As seen for the Semantic annotation, if the resource follows a standard, a set of standards will appear
and the provider can select the standard used. Here there are two different scenarios that may happen:

a. The standard used for the resource is the one adopted for the whole VHT platform.

b. The standard used is present in the list, but it is not the one adopted for the whole VHT
platform. In this case, an automatic mapping procedure will take place for the conversion
from the current standard to the VHT platform one.

c. The standard used for the resource does not follow a standard among the ones listed. In this
case, a guided procedure for standard mapping will have to take place. The latter will also
happen in case the dataset does not follow any standards.

6. The last point for the Data Object Type definition involves the definition of possible license in using
and sharing the resource being uploaded. The provider has also the possibility to define his/her own
terms of conditions for that specific resource.
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Once the DoT information has been inserted, the provider is asked to provide information regarding the DoP.

7. The Body interface allows defining the anatomical characteristics of the resource being uploaded. For
those resources having a specific location in the human body, appropriate transformations must be
defined as explained in PART 2. Thus, through the Body interface the provider may select the most
appropriate rigid transformation, both for a single and for a multi-body object, and the elastic
transformation.

8. Inthis mock-up interface, Time is defined as the age of the involved participants to the resource. Here
a normalized time axis is presented, spanning from 0 (birth) to one (death).

9. The Credibility interface provides the possibility of defining the level of trustworthiness of the
resource being uploaded. It spans in a range from 0 (no credible) to 1 (the credibility is certified by a
third party).

10. The Cluster property allows to define that the resource comprehends different space and/or time scales
within the human body. Also in this case, the cluster property can be defined on a range spanning from
0 (no clustering) to 1 (homo sapiens).

Body nia tject. Time (Age)

It represents the ge of the subject when the data were collected
Rigid transformation %

Multi-body rigid

Elastic
ansformation
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Box 26: EDITH development — mock-up for preparing a model in the repository

EDITH development : mock-up user interaction with infrastructure — preparing a model

Let’s hypothesize that the user wants to model the cardiac output in presence of atrial fibrillation. The user can
select the model, or multiple models to obtain the final outcome, through a graphical user interface, by selecting
the anatomical district the models are related to (left), or by typing it in a search query (right).

Use a resource
Select the part of the body 16 eaplore

Use a resource

Ingert @ query

vyvqdrvrvvd

|
)
g

Use aresource
Select the paet of the bady 10 explone

& B
aar

Use a resource
Sedect the part of the body to sxplore

Once the models are selected, the user can build the workflow in an operational environment within the EDITH
platform by connecting inputs and outputs of the selected models. The environment conducts a technical
validation to inform the user whether the selected models are ready to be run or not. Options about the
actionability of the models and the compatibility of the selected models will be automatically carried out. The
environment will inform also about the possibility of some models lacking of inputs (left, below). In that case,
the user might use the already uploaded datasets for those inputs — if compatible (right, below). Once the
technical validation provides a positive result, the simulation can be run.
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Use aresource A e b Use a resource
Build the workflow | A1 et Build the workflow

In the evolving landscape of medical care and personalised medicine, understanding and having an
overview of the state-of-the-art technologies and initiatives regarding health care is crucial for staying
at the forefront of scientific and technological progress. In order to depict and structure the details of
the VHT Catalogue, Repository and Platform, an exploration of various tools, platforms,
environments as well as data repositories and data type references was essential.

16.2.1 Initiatives inside the EU

The implementation of access to personalised data within the VHT can benefit from ongoing research
in terms of personal health data access, such as in the development of personal Health Data Pods*’?
(POD: personal online data) in EU member states. These data pods could contain a wide array of health
data types ranging from hospital records, such as MRI scans, ECG results, personal genome data and
diagnoses, to pharmacy data, and even data captured from wearable devices. The VHT infrastructure
will need to foster an environment where personal health data can be securely accessed and effectively
utilised (primary use) while retaining patient consent.

Regarding personal genome data, Denmark has made remarkable development in personalised
medicine partnership!’® via a Federated Trusted Research Environment. Additionally, the launch of a
desktop workbench, QIAGEN*", for whole genome sequencing represents a notable achievement. This
initiative incorporates important elements, including tiered access models based on users accepting
various licenses. These licenses empower users to select from an array of tools and workflows that align
with their scientific needs. Moreover, at the EU level, the “Beyond 1 Million Genomes” (B1IMG)
initiative'” aims to deliver personalised medicine on a transnational scale. Although the complexity of
this endeavour presents challenges that must be addressed, the potential to access and link phenotypic
data has the power to leverage the healthcare systems. Some of the challenges refer to various levels of
maturity in genomic medicine programs among different countries, diverse healthcare system
infrastructures and distinct processes. Towards the realization of BIMG’s goals, a collaborative effort
is established in partnership with 1+ Million Genomes (1+MG) Initiative’s working groups.

In the context of secondary use of health data, the Towards European Health Data Space (TEHDS)
initiative successfully concluded the groundwork!’ for the European Health Data Space (EHDS). This
action focused on exploring various technical options designed to facilitate the secondary use of health
data within the EU. These technical options emphasize a secure processing environment (SPE), where
data processing takes place after a data permit has been granted. Throughout this initiative, a centralised
“one stop shop” approach was introduced, enabling users of health data to submit their permit requests
to a single designated location responsible for its management, even if data is distributed among
multiple data holders. Following the conclusion of this phase, the HealthData@EU*'" initiative was

172 https://we-are-health.be/en

173 Spinner J., Danish National Genome Center, Lifebit form personalized medicine partnership, 2022. https://www.outsourcing-
pharma.com/article/2022/06/01/danish-agency-lifebit-form-personalized-medicine-partnership

4 https://corporate.giagen.com/English/newsroom/press-releases/press-release-details/2023/Danish-National-Genome-Center-selects-
QIAGEN-for-variant-interpretation-in-oncology-genome-sequencing/default.aspx

175 https://b1mg-project.eu/work-packages/wp5

176 https://tehdas.eu/results/tehdas-proposals-for-the-implementation-of-ehds-technical-infrastructure/

17 https://ehds2pilot.eu/
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established to serve research, innovation, policy making and regulatory purposes. This initiative will
create a network infrastructure connecting data platforms across EU Member States. It will also provide
guidelines for data standards, quality, security and cross — border data transfer, ensuring a seamless and
standardised approach to the secondary use of health data within the EU.

16.2.2 Initiatives outside of the EU — Trusted Research Environments
Outside of the EU, within the UK context, a comprehensive and well-structured research framework
for personal data has already been established. For a long period of time, Data Safe Havens also known
as Trusted Research Environments!’®, have played a transformative role in ensuring secure access,
analysis and retrieval of data outputs. Delving into specific UK Trusted Research Environments (TRES),
examples such as OpenSafely'’®, NHS England*®, Genomic England TRE*®! and SAIL*? stand out. All
TREs adhere to “five (5) Safe principles'®® including Safe People, Projects, Settings, Data and
Outputs.
o Safe People: certified users are required evidence of research careers, affiliations with
recognised institutions, and a commitment to complete data-safe research training.
o Safe Projects: a project proposal must demonstrate the public benefits it will deliver.
Safe Settings: these settings provide technical solutions in terms of secure analyses, storage
and access. While some TREs necessitate physical attendance in strictly monitored
workstations (SeRP*4), others use Virtual Desktop Infrastructures (VDIs) for a more flexible
approach. VDIs come with a pre-defined suite of software, including data analysis tools like R,
Python, SPSS, STATA, as well as including whole Integrated Development Environments
(IDEs) from eclipse and Databricks, to Jupyter notebooks. As seen in OpenSafely and Genomic
England TREs, users can also access interfaces to create and execute Machine Learning
algorithms, as well as workflows written in Nextflow®® and Workflow Descriptive Language
(WDL)®887 and executed in the Cromwell workflow engine.
e Safe Data: the concept is reducing re-identification risk through pseudonymization, encryption
and decryption of linkage keys.
e Safe Outputs: human review and manual intervention are required. In almost every TRE,
Airlock® is used in order to whitelist types of outputs that can be exported.

In addition, a tremendous initiative is underway to incorporate Safe Return and Safe Computing
principles, each posing unique challenges that require careful consideration.
e Safe Return places a particular challenge related to ethical approvals, patient consents and the
establishment of a certified data path.
e Safe Computing focuses on addressing technical complexities. It is worth mentioning that
Amazon Web Services (AWS) is widely used across the majority of TREs!®, both for secure
data storage both at rest and in transit, as well as for analysis of personal data.

There is a growing movement enhancing principles towards federated Trusted Research
Environments!®, allowing for collaboration and secure data access in a federated manner. This
approach is leading the way to federated data sharing and research opportunities across diverse TRE
platforms. With this initiative, the five (5) Safe principles are reinforced with open standards for
Authentication and Authorization (such as GA4GH Passports and Visas®®), ways of federated analyses

178 https://www.hdruk.ac.uk/wp-content/uploads/2021/09/HDRUK_TRE-One-Pager.pdf

179 https://www.opensafely.org/

180 https://digital.nhs.uk/coronavirus/coronavirus-data-services-updates/trusted-research-environment-service-for-england
181 https://www.genomicsengland.co.uk/research/research-environment

182 https://saildatabank.com/

183 https://doi.org/10.5281/zenodo.5767586

184 https://serp.ac.uk/about-serp/

18 https://re-docs.genomicsengland.co.uk/small_variant/

186 https://re-docs.genomicsengland.co.uk/sv_cnv/

187 https://re-docs.genomicsengland.co.uk/sv_cnvil/

188 https://www.airlockdigital.com/

18 https://docs.aws.amazon.com/whitepapers/latest/nhs-cloud-security-guidance-using-aws/nhs-cloud-security-guidance-using-aws.html
190 https://dareuk.org.uk/wp-content/uploads/2023/04/DARE-UK-Federated-Architecture-1-Initial.pdf

182 https://www.gadgh.org/news_item/ga4gh-passports-and-the-authorization-and-authentication-infrastructure/
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through workflow and tool engines like GA4GH WES/ TES'®® standards, and the adoption of
common data standards, such as the Observational Medical Outcomes Partnership (OMOP)%,

16.2.3 Repositories and data management tools

Various repositories hold objects spanning from datasets to tools and workflows. Such examples are
Zenodo'® and the openEHR Clinical Knowledge Manager (CKM)%, The former is a general-purpose
open repository developed under the European OpenAIRE®" program and operated by CERN. It allows
researchers to deposit research papers, data sets, research software, reports, and any other research
related digital artefacts. The latter is an international, online clinical knowledge resource. It is a
powerful collaboration tool to develop, manage, visualise, review and publish clinical data models. In
addition, HealthData.gov'®® brings together high-value datasets, tools, and applications, providing
health-related data to assist researchers in problem-solving. It houses thousands of health-related data
sets from USA Department of Health and Human Services agencies with new datasets being regularly
added.

Box 27: Success story — building the Human Cell Atlas.
Success story: large scale data sharing and community building
Status: established legal entities in UK and the Netherlands
Website: https://www.humancellatlas.org/

The Human Cell Atlas (HCA) is a global scientific initiative aimed at creating detailed, comprehensive
reference maps of all human cells—the fundamental building blocks of life. By cataloguing and understanding
the unique types and states of cells in the human body, the HCA seeks to revolutionize biology and medicine.
These maps are designed to serve as foundational resources for exploring the cellular basis of health, as
well as the molecular and cellular changes associated with diseases such as cancer, autoimmune disorders, and
infectious diseases. Launched in 2016, the HCA has grown into a vast consortium of over 3,200 members
representing more than 1,700 institutions across 99 countries, fostering a highly collaborative and
interdisciplinary research environment. Researchers in the consortium employ cutting-edge technologies,
including single-cell transcriptomics, proteomics, and spatial genomics, to chart the molecular profiles, spatial
organization, and interactions of cells within tissues and organs. This work is advancing our understanding of
cellular diversity and function, enabling transformative insights into human biology and disease mechanisms.

Central to the HCA’s mission is the HCA Data Portal'®, a state-of-the-art open-access platform that serves
as the repository for the consortium’s extensive datasets. The portal plays a crucial role in organizing, sharing,
and enabling the analysis of data collected from thousands of research projects around the world. As of now,
the portal hosts data on approximately 63 million cells, collected from 9,200 donors and contributed by 835
laboratories across 478 projects. These datasets include high-resolution information about individual cells’
genetic, transcriptomic, and epigenetic profiles, as well as their spatial organization within tissues. Researchers
can use the portal to explore multi-omic data spanning diverse biological systems, including organs such as the
heart, lung, and liver, as well as networks like the immune and nervous systems. By providing researchers with
a unified platform for data access and exploration, the HCA Data Portal accelerates discovery and fosters
collaboration, helping scientists worldwide tackle complex questions about cellular function, human
development, and disease progression. This resource is designed to evolve continuously, integrating new
datasets and tools as they become available, ensuring it remains a vital resource for the global biomedical
research community.

The HCA's endeavours are supported by a diverse array of funding sources globally. Notable contributors
include the Chan Zuckerberg Initiative (CZI), which has provided substantial funding to support collaborative
science teams and seed networks for the HCA. Additionally, the Wellcome Trust has allocated £7 million to
UK scientists to scale up the HCA initiative. Other significant funders include the Helmsley Charitable Trust,
which has partnered with CZI on funding mechanisms to support the HCA community, and the European
Union's Horizon 2020 program, which has funded pilot actions to build the foundations of the HCA. Through
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these collaborative efforts and diverse funding sources, the Human Cell Atlas aims to revolutionize biomedical
research and clinical practice by providing an unparalleled understanding of human cellular biology.

The Comprehensive Knowledge Archive Network (CKAN)?® stands out as a data management
system that offers a platform for cataloguing, storing and accessing datasets. Some key features include
an API for accessing the core functionality, a Datastore extension for structured data storage, and the
ability to customize the platform to meet specific data portal needs. CKAN also offers a robust search
experience, enabling quick keyword search and filtering. Alternatively, InvenioRDM?%* represents an
open-source, community-driven research data management (RDM) repository. It has a modern web
architecture and adheres to standards that facilitate easy deployment, maintenance, and usage. Its
development includes a wide range of features aimed at streamlining good data practice and enhancing
the value throughout the research lifecycle. OpenClinica?®? has been known as the world’s first
commercial open source clinical trial software, serving for the purpose of clinical data management
(CDM) and electronic data capture (EDC). OpenClinicia is deeply embedded in clinical trials and
various types of clinical research domains. This modern electronic data capture software typically
operates via a thin client on a web-based platform, enabling the electronic capture of clinical trial data
or the option to capture data in paper form, which can later be transcribed into the EDC system. Thin
clients primarily rely on a web server and can access and utilize the EDC software through internet
connectivity. Data collection sources for clinical trial patients or subjects are typically hospitals or
clinics. In the context of an EDC system for a study, nurses or other designated study coordinators at
the site are usually responsible for data entry. The individuals responsible for reviewing and
electronically signing the data are the site investigators and physicians overseeing the patient's care and
data®®,

Moving toward the neuroscience research area, the EBRAINS Knowledge Graph?®* is a platform that
consolidates information from various areas of brain research, linking research data with software
designed for data analysis. At its heart, the EBRAINS Knowledge Graph (KG) employs a graph
database to connect neuroscientific research, data, tools, services across different modalities, utilizing
the openMINDS metadata model (metadata framework for neuroscience graph databases containing
metadata models), libraries of controlled terminologies, brain atlases and common coordinate spaces.
Over the last few months, EBRAINS KG also played an important role in enhancing shareability,
findability and completeness of Standardised Workflows?®. Key element of EBRAINS KG is the
adoption of prospective metadata of two individual Standardised Workflows2%62%7,

Box 28: Success story — Digital Twins of the Brain
Success story : Digital Twins of the brain
Status: evaluation in clinical context
Website: https://www.thevirtualbrain.org/tvb/zwei

The human brain is the most complex information processing system known today. It is organized across a
wide range of scales; with strongly interwoven architectural principles spanning from the level of molecules
and cells up to the whole organ which generate the spatially and temporally distributed activity patterns that
determine our perceptions and behaviour.

Digital Twins of the human brain are of utmost importance for basic research in clinical applications. For
example, while deep brain stimulation is an essential explorative tool to localize epigenetic zones for the
diagnosis of epilepsy, the number of regions that can be explored is strongly limited by the invasive nature of
implanting the necessary electrodes. At the same time, findings cannot be easily translated from patient to
patient since epilepsy is a highly patient-specific disease.

20 hitps://ckan.org/
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206 HBP Showcase 3: Workflow. https://search.kg.ebrains.eu/instances/bd71c7c0-c2bb-454a-8d18-12ef96f45cdd

27 HBP Showcase 4: Workflow. https://search.kg.ebrains.eu/instances/86efc59a-b4d1-443d-a470-dd27ddc4465b

119


https://www.thevirtualbrain.org/tvb/zwei
https://ckan.org/
https://inveniosoftware.org/products/rdm/
http://www.openclinica.com/
https://sollers.edu/medical-programs/clinical-trial-management-course/
https://www.ebrains.eu/data/find-data/find-data
https://www.humanbrainproject.eu/en/science-development/scientific-achievements/deliverables/third-specific-grant-agreement/
https://search.kg.ebrains.eu/instances/bd71c7c0-c2bb-454a-8d18-12ef96f45cdd
https://search.kg.ebrains.eu/instances/86efc59a-b4d1-443d-a470-dd27ddc4465b

D3.2: VHT roadmap EDITH — 101083771

Here, a personalized simulation of brain activity with realistic anatomical constraints can have a major
impact. Such personalized brain models can be realized using the TVB (the Virtual Brain?®®) simulation
framework, which allows to model patient specific brain activity in 3D based on various anatomical priors that
include anatomical brain regions with their mutual connection strengths and characteristic regional attributes.

However, in vivo measurements obtained from the individual patient cannot provide a rich characterization of
the detailed multiscale brain organization. Therefore, the simulation needs to connect with a comprehensive
brain atlas which provides detailed measurements of functionally distinct brain areas, their connectivity, their
variability across different individuals, and their characteristic molecular and cellular properties. Such a
combination of personalized brain simulations with detailed multilevel atlas information has been realized by
coupling TVB with the multilevel human brain atlas in EBRAINS?® through the siibra software?'°. The atlas
framework uses the Julich-Brain probabilistic cytoarchitectonic maps?* as a reference, and integrates the
BigBrain model as a 3D anatomical model with a spatial resolution of 20 micrometres isotropic that allows it
to capture the cellular architecture with cortical layers and subcortical nuclei. This way, detailed anatomical
constraints can be leveraged for building personalized whole-brain model soft brain activity in TVB to simulate
brain-wide activity.

The system is currently being evaluated in clinical environments at Aix-Marseille university and the
neurosurgery unit of the university hospital Diisseldorf.

Finally, in the UK context, the Health Data Research (HDR) Gateway serves as the entry point for
researchers and innovators seeking access to UK health datasets. The HDR Gateway itself does not
store, hold, or process any patient or health data. Instead, its purpose is to assist users in locating datasets
originating from and stored within specific TRES and streamline the process of requesting access. A
notable feature of the HDR Gateway is the Cohort Discovery function. This function enhances data
discovery by enabling users to query data references across multiple TREs, providing information on
the number and type of datasets within each TRE. These queries are conducted against pseudonymized
(de-identified) datasets securely hosted behind the firewalls of data custodians. This feature holds
significance as it empowers users to decide, based on the retrieved information, whether they wish to
request access to specific datasets and TREs and assess the potential public value of their findings.

Box 29: Success story — Data Collection Initiative in Germany
Success story : the German Medical Informatics Initiative
Status: being tested in clinical use cases
Website: https://www.medizininformatik-initiative.de/en/start

The Medical Informatics Initiative (MII) in Germany, funded by the Federal Ministry of Education and
Research (BMBF), aims to establish a robust data infrastructure throughout Germany. A central component of
this initiative is the creation of Data Integration Centers (DICs) at university hospitals, which consolidate data
available at the hospitals, ensuring quality and compliance with data protection regulations. These DICs serve
as decentralized technical and organizational hubs, enabling the collection, integration, and processing of
diverse healthcare data.

This approach facilitates the effective use of data in both healthcare and research, promoting interoperability
and reusability. A harmonized data format ensures that researchers can access and analyse data from multiple
university hospitals through a single query within a unified legal framework.

In conclusion, with the information from this section in mind, in order to realize the ambition of the
VHT, it is imperative that the VHT embraces standardization methods not only in data analysis but
also in data description. Following the example set by EBRAINS KG with its Standardized Workflows
approach, the VHT can enhance the efficiency and reproducibility of the ecosystem’s research efforts.
Furthermore, an integral aspect of the VHT’s success lies in the enhancement of an authentication and
authorization infrastructure (AAI) by accounting and tiering in the scope of user profiles and user
roles. The former offer a secure way of authenticating users and make strong connections with
affiliations and research areas, whereas the latter offers a specific level of access to part of the systems.
By providing tailored access to authenticated individuals and securing their engagement within the
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appropriate datasets and secure environments, a robust framework can be established that promotes
both accountability and data security. More comprehensive information about the VHT Repository,
Catalogue and Platform can be found in the following sections.

While this chapter primarily focuses on the VHT Repository, it is essential to provide a concise
overview of the entire VHT Infrastructure's design as well as the repository's position within it. The
VHT Infrastructure comprises a trinity of software: Catalogue, Repository and Platform. The table
below outlines the primary functions of each part, as they were defined during the EDITH-CSA project,
taking into account user requirements, collaborative meetings, and discussions within and beyond the
EDITH consortium. More specific requirements for the VHT Catalogue and Repository are provided in

the next section.

Table 1: EDITH Infrastructure: a trinity of software

CATALOGUE
A place to share and discover
research objects

Unique (global) identifiers &
versioning

Metadata (manual, automated) to
facilitate discovery

Actual object may be available
(stored) elsewhere
Catalogue  and
services

harvesting

REPOSITORY
Safely store and retrieve digital
research objects

Files (versioning, metadata)

Unique (global) identifiers &
versioning

Access policies (and sensitive
data)

Long-term preservation

File & Sync (personal space)

PLATFORM
Analyse, simulate, visualize,
process, manage, interact, ...
Software services (web apps,
APIs, Jupyter notebooks,
workflow engines, VDIs)
Compute (HPC/HTC), storage
and networking

Collaboration and tiers

Generic-purpose and domain-
specific

A high-level overview of the Infrastructure’s architecture (including Catalogue and Repository) is
shown below Figure 17. The platform is implemented as a collection of microservices to deliver a
Platform as a Service (PaaS) solution for managing DT models and executing simulation jobs.
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Figure 17: High-level overview of the proposed VHT infrastructure, including the Catalogue & Repository.

The component of Catalogue & Repository provides services for harvesting, storing, discovering and
sharing digital models, datasets, notebooks and any artifacts (e.g., CWL workflows) related to digital
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models and simulation. Resources published in the Catalogue require unique identifiers and are
discoverable by third party services using established mechanisms. The Catalogue federates VHT
resources from other catalogues/repositories, harmonizes any/all collected metadata, provides
additional discovery facilities and modalities (e.g., data profiling, visualizations) and access to the
actual resources; these may be provided directly from suppliers (following any required authorization
requirement) or from the repository (e.g., when directly published in it from users or when replicated
from a federated repository). Access to sensitive data takes place directly from the TRE, following a
dedicated, traceable and safe data provision and use workflow.

16.4.1 Requirements for both Catalogue and Repository
This section outlines the key functionalities and features of both the VHT Catalogue and Repository,
emphasizing their intertwined roles in managing research objects.

o Research Objects as first-class citizens: the VHT Infrastructure treats Research Objects (RO),
encompassing diverse resources such as data, models, notebooks, workflows, services,
software, and simulations, as fundamental elements. The catalogue offers flexible viewing
options to accommodate this diversity, including a unified catalogue or distinct instances
tailored to different RO types.

o Flexible and adaptable metadata schema: a central requirement is a metadata schema that
can describe the wide array of research objects within the VHT Infrastructure. The chosen
approach should prioritize flexibility and avoid imposing overly rigid standardization. The
system can employ a base schema like DataCite?*? and introduce extensions to accommodate
the specific attributes of different RO types. The schema should also support existing metadata
schemata, enabling validation, storage, ingestion, transformation, and the ability to download
metadata in various formats.

e Robust system of identifiers: unique and persistent identifiers are crucial for the management
and retrieval of ROs. The VHT infrastructure will need to implement a system of catalogue-
specific unique stable identifiers for ROs and users. Additionally, the system will automate
the minting and assignment of Digital Object Identifiers (DOIs) to enhance the accessibility
and recognition of ROs. Integration with external user identifiers like ORCID is a must.

o Comprehensive file management capabilities: the VHT's design should prioritize handling
both data and models, accommodating the diverse needs of researchers. Files can be directly
deposited or referenced, supporting various file types and offering options for validation,
sanitization, transformation, and version control. The system should provide flexibility in
managing file types, allowing users to work with open or closed vocabularies and supporting
both raw and archived content.

e Rich context through additional resources: The repository should extend beyond the core
ROs to include linked or deposited materials such as documentation, applications, and other
ROs. This approach ensures that users have access to a comprehensive collection of resources
that enhance their understanding of the research objects.

e Streamlined publishing workflows: the VHT Infrastructure should implement user-centric
publishing workflows that allow registered users to contribute content. Before publication,
content undergoes a review and vetting process by the Helpdesk to ensure quality and security.
Organization-level control mechanisms enable entities like universities and laboratories to
manage the publishing process. To enhance content quality, tiered curation processes for
metadata, data, and models will need to be employed. An RO 'badge’ system designates certain
research objects as reference data.

e Licensing, Access Policies, and RO Management: The system supports a variety of licensing
options, including Creative Commons licenses and proprietary licenses, to accommodate
different levels of data sharing. Access policies range from public access to restricted access
for confidential or sensitive content. To distinguish between ROs of varying quality and
significance, the infrastructure can employ a tiered curation process including badges, and

212 DataCite Metadata Working Group. (2014). http://doi.org/10.5438/0010
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16.4.2

crowd-sourced features like ratings and comments. The handling of RO derivatives, including
capturing provenance and maintaining links to source ROs, is also considered.

User-friendly discovery tools: discovering relevant ROs is crucial for the usability of the VHT
Infrastructure. The system should offer various search and filtering capabilities, including
plain-text search, advanced faceted search, thematic collections, and crowd-sourced favorites.
Recommendations for ROs based on user behaviour, alternative content suggestions, and RO-
specific user interface elements built on ontologies will enhance the discovery experience.
Enhanced functionality for improved usability: The VHT Catalogue and Repository should
be designed to go beyond basic storage and access by offering enhanced functionalities. These
include RO-specific, intuitive viewers for easy visualization of content, automated data
profiling to provide insights into data before downloading, integrated repository/platform
actions to enable seamless integration with other tools and services, and linking of ROs with
software and services for editing or running ROs.

Machine-discoverable content and metadata: the VHT infrastructure should prioritize
making content and metadata machine-discoverable, e.g., by supporting Open Archives
Initiative Protocol for Metadata Harvesting (OAI-PMH?3) for metadata exchange and
interoperability. This will allow for easy integration with external repositories, platforms, and
research infrastructures.

Comprehensive Statistics and Analytics: the VHT infrastructure should collect and present
statistics and analytics on content usage and impact. This data should be presented through
public user dashboards displaying aggregated statistics, and private admin and publisher
dashboards providing more detailed insights into user behaviour and content performance.

Requirements for the Repository

There are a number of requirements that only pertain to the VHT Repository, emphasizing storage, file
management, and security considerations.

16.4.3

Multi-tier storage: the VHT Repository should employ a multi-tier storage approach that
utilizes different storage technologies based on content access patterns and sensitivity. This
approach ensures efficient use of resources while addressing security and performance needs.
Options range from high-performance file systems for active content to cloud storage for less
frequently accessed data. The system also addresses specific requirements for managing
sensitive data within TREs.

Enterprise File Sync and Sharing: the VHT Repository should leverage Enterprise File Sync
and Sharing (EFSS) to provide a robust and secure platform for collaboration. This approach
enables seamless file sharing among individual users and collaborative groups, ensuring
efficient data management and promoting teamwork within the EDITH ecosystem.

Extra services for data quality and security: the repository should provide additional services
that enhance data quality, accessibility, and security. These services include schema validation,
data profiling, and data ingestion through various methods. The system should support
anonymization and de-identification services to protect sensitive information, ensuring
compliance with ethical and legal requirements.

Additional considerations

The VHT should implement Single Sign-On (SSO) to simplify user authentication and access to its
Infrastructure. SSO will enhance the user experience by enabling users to access multiple related
systems with a single login, streamlining their interactions with the platform.

Finally, the VHT Infrastructure needs to prioritize interoperability with existing health data
ecosystems and initiatives, such as EHDS, EOSC and EBRAINS. The system will leverage
international data standards to promote data sharing, reusability, and collaboration (cfr. PART 4). This
interoperability ensures that the VHT seamlessly integrates with existing infrastructures, maximizing
the impact and reach of the platform within the broader research community.
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17 Governance Principles

Corporate governance is founded on laws, policies, processes, systems and behaviours, and together
they provide a system for the way in which an organisation is directed, administered and controlled.
The governance framework sets out the roles, responsibilities and procedures for the effective and
efficient conduct of its business. It is regularly reviewed so that it remains at the forefront of best
practice. This chapter provides the principles for the VHT governance model.

Well-defined user profiles are crucial for the success of the VHT Infrastructure, as they enable:
Efficient resource allocation;

Customized user experiences;

Robust data privacy and security;

Regulatory compliance;

Streamlined collaboration;

Improved monitoring and accountability;

Overall scalability and flexibility of the system.

NogakownhE

In the VHT infrastructure, a user profile (defined as a collection of settings and information associated
with a user) contains critical information that is used to identify an individual, such as their name, age
and individual characteristics such as affiliations, background knowledge or expertise. The profile
should be linked to an external IDP (IDentity Provider) and thus the authentication should be performed
with trusted third party services, such as trusted National Identity Provider services in current EU states
or an European wide citizens identification system such as the personal digital wallet?'* for EU citizens
and residents, thanks to the trust framework created by the eIDAS Regulation in the long term. User
profiles are adaptable as the individual changes jobs, relocates to other countries, or acquires other
knowledge or expertise. The user profile does not constrain the specific roles of the user in the system.
A user role is a well-defined collection of permissions within the systems allowing the user to achieve
the role's intended purposes. In other words, user roles are clusters of system privileges that are designed
to achieve specific goals using the VHT infrastructure. User roles are dynamic as their assignment to
user profiles. A user profile can consist of various user roles as a person can have different aims in using
the VHT platform in their capacity. New roles can be defined as new paradigms for using the VHT
platform emerge.

User roles are a collection of capabilities that can be used to give access to concrete parts of the system.
In the VHT infrastructure we can have the following roles:
o Patient/citizens category

o Patient:; access to their own VHT, personal medical data, and treatment options, enabling
them to better understand their health and make informed decisions about their care.

o Patient advocate: access to a specific patient's VHT and medical data with the patient's
consent, allowing them to provide support and guidance in healthcare decision-making.

o Citizen scientist: limited access to anonymized data sets and research tools to contribute
to community-driven medical research initiatives.

o Healthcare professional category (doctors, specialists, etc.)

o General Practitioner: access to their patients' DTs and relevant medical data to monitor
health, diagnose conditions, and recommend treatments. Can create new simulations for
their patients.

o Medical specialist: access to group specific patients' DTs and related data within their area
of expertise (e.g., cardiologists accessing cardiac data) to provide specialized consultation
and treatment recommendations.

o Medical researcher: access to anonymized data sets and research tools to conduct studies
and contribute to advancements in medical knowledge. Can run cohort analysis.
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o Medical educator: access to VHTSs for teaching and training purposes, allowing students
and professionals to learn and practice in a simulated environment.
e Creator/model developer category: can upload new model versions, train the models.
o Data scientist: access to anonymized data for developing models, as well as access to
model training and evaluation tools.
o Simulation engineer: access to simulation tools, environments (e.g., cloud, HPC), and
relevant data to design and validate virtual human twin simulations.
o Model developer/owner: upload new model version, manage existing models (e.g.,
configuration, model access constraints, etc.).
e Platform administrator category
o System administrator: low-level access to the platform, along with a set of dedicated
monitoring tools.
o DevOps specialist: tasked with developing additional features in the VHT Infrastructure
itself.
o Data curator: tasked with curating the contributed resources.
o Software developer: upload new model version, manage existing models (e.g.,
configuration, model access constraints, etc.).

17.1.1 Role category: patient/citizen

The patient/citizen category encompasses end users who are primarily interested in the outcomes of
medical therapy rather than in development of new treatment methods or direct processing of medical
data. This category encompasses the roles of patient, patient advocate and citizen scientist.

Persons who belong to this category may be interested in using applications which encapsulate
computational models as long as appropriate user interfaces (Uls) are offered by their respective
developers. Patients/citizens may also want to submit their own personal data for processing, which
implies the need for at least limited access to data storage and retrieval features. The ability to comment
upon the features provided by the platform, and submit feedback could be regarded as “nice to have”,
but is not regarded as essential for any prototype.

17.1.2 Role category: healthcare professional

A healthcare professional operates in a clinical setting and has a role in diagnosing and treating
patients. This category encompasses the roles of general practitioner, medical specialist, medical
researcher and medical educator.

Features provided to this category of users largely overlap with those provided to patients/citizens;
however, additional access may be required, e.g. to enable processing of broader datasets. Unlike a
citizen/patient, a healthcare professional should be able to review medical records of multiple patients
(depending on their specific area of responsibility), and be able to perform cohort analyses and other
studies which depend on aggregation of data representing multiple individuals. We assume healthcare
professionals possess a low to moderate level of IT expertise; accordingly, the platform should expose
dedicated GUIs for this group.

17.1.3 Role category: creator/Model developer

The creator/model developer category applies to experts who contribute computational artifacts and/or
datasets to the platform. This category encompasses the roles of data scientist, simulation engineer and
model developer.

Individuals who belong to this category are typically experienced users of IT platforms, including HPC
and cloud computing systems, and may require lower-level access interfaces, or ways to interact with
the platform/registry programmatically. Creators require guidelines or SOPs showing how to integrate
existing computational models with the VHT Infrastructure, and the infrastructure itself must support
such integration. We also believe it is essential for the platform and the repository to expose APIs,
enabling deployment of higher-order tools or extension of any core Uls offered by VHT, as a step
towards building an IT ecosystem.
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17.1.4 Role category: platform administrator

The platform administrator category applies to users whose primary concern is to ensure continued
operation of the EDITH platform. This category encompasses the roles of system administrator,
DevOps specialist, data curator, software developer.

Administrators require low-level access to the platform, along with a set of dedicated monitoring tools.
Software developers who belong to this category may be tasked with developing additional features in
the EDITH platform itself - they should not be confused with model providers (who perform software
development work on computational models). Administrators may work to expand the platform with
additional hardware resources (computational/data storage), which requires bilateral contacts with their
operators thereof. Legal aspects of such collaboration should be acknowledged, but are out of scope of
this discussion.

17.2.1 Populating the VHT

As previously discussed, the data object is the central resource of the VHT, while the model objects
operate in relating some input data objects and some output data objects. Here, we describe a possible
approach to populating the VHT with data objects and model objects, graphically represented in the
figure below.

126



D3.2: VHT roadmap

EDITH -101083771

REQUIRED
s :
® y 7=
V- 1
o I =
v= i
Join a VHT Input of Authorization Standardisation |
community \_ metadata on the resource procedure g
I T | -
1 i
- Create a call for R ;
Research esource Compliance
question » Candidate sharing check
resource
(START) 0 A
Spontaneous
candidature
B
-- g
-
@ Ml 202
i o °
- o-n 222
e
Compliance ——  Expose ofthe - Testing theuploaded -~ ~ — — — — The Cj)ml]llllllty
verified resource resources e

| CONSENSUS

}

—

Candidates resources remain
available on the repository

From Candidate resource to
Selected resource

Only for Data Objects

Mandatory Optional

Only for Model Objects
Standardization
procedure

Figure 18: Procedure to populate the VHT

The process may begin starting from two different motivations:
a) A potential user browses the catalogue in search of a specific data object, that is not present yet;
b) A provider wants to share their data object and insert it in the VHT.

In the first case (a), the user creates a call for a candidate data object to respond to the research question.
In this scenario, the user is advised to join the reference VHT community for that research question. In
both cases (a and b), the providers start sharing the resources. Here, there are fundamental processes
that must take place:
e Input of metadata: the resource can be shared only if a minimum set of metadata is inserted,
corresponding to the mandatory dataset defined in the VHT Metadata Schema, building on the
vision elaborated in several EDITH deliverables and publications?!>216.2L7,

215 Deliverable D3.1: Vision for the VHT. https://zenodo.org/records/7796845

216 Deliverable D3.2: first draft of the VHT roadmap. https://zenodo.org/records/8200955

27 Viceconti et al., Position paper From the digital twins in healthcare to the Virtual Human Twin: a moon-shot project for digital health
research. IEEE J Biomed Health Inform. 2023. https://doi.org/10.1109/JBHI.2023.3323688
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e Authorization on the resource: the provider must prove to have the rights in sharing the
resource;
e (Only for candidate model objects) Standardisation procedure: the candidate model object
must be provided in a standardised format in terms of syntax and semantics.
For the last point, this is mandatory for candidate model objects since its absence would prevent its test
and use within the VHT ecosystem.

Afterwards, the shared resource undergoes a compliance check, in such a way that the authorization
presented by the provider is further assessed by a human operator. The resource is then displayed on
the VHT catalogue, so that it is visible to visitors of the VHT ecosystem, together with the licence
decided by the provider, which must be accepted by the user when using that resource.

The reference community for that resource tests the resource, giving a score in terms of
credibility/validity/generalizability. Simultaneously, the reference community works towards a
consensus on the topic referring to that resource if there are still some questions that need to be
addressed, such as the ontology to be used. For a certain period of time, the resource will be tested for
its integration in the VHT. There could be more than one resource responding for that candidate
resource, or in general to represent a specific physiological mechanism. If testing is concluded
successfully, then a resource will pass from candidate resource to selected resource, while the other
resources will remain available in the repository to be used separately from the VHT. At this stage, if
the resource is a dataset, the selected resource must undergo the standardization procedure, which is
optional for those resources which remain in the “candidate” state.

17.2.2 Standardization procedure

Standardization is an essential requirement for the resources to be uploaded into the VHT Infrastructure
to ensure interoperability. Here, standardization is referred to as giving a set of information related to
the resource that helps, on one hand, in meeting the FAIR principles, and on the other to make VHT
effective, since it will ensure a sufficient level of interoperability.

The application of standards imposes a rigid procedure to be applied. For this reason, in order not to
discourage the providers and users to get involved into the VHT ecosystem, there are some steps that
should be taken as optional. Here, we propose an approach to standardize resources of the VHT,
displayed in the figure below. Based on the descriptors that exhaustively define a resource within the
VHT (described in PART 2), we present the information contained in the standardization procedure and
the challenges that still need to be addressed.
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a dataset. Here, all the support processes needed to make the platform work are shown.
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Figure 20: Service blueprint for data object standardization

17.3.1 Premises and key issues

During the implementation of the VHT Infrastructure, the architecture outlined above is likely to
change. Hence, the present section is not intended to cover every aspect of the governance of both the
VHT Repository and its Catalogue. However, the main legal requirements are introduced in order to
give a general and broad framework revolving around them. The legal considerations around the
governance involve mainly three aspects:

o Data protection;
o Data sharing;
o Licenses for utilization of resources.

From the information collected up to now, it appears that third parties (“Provider(s)””) will be able to
feed the Repository by uploading datasets, models, good practices and algorithms. It is important to
consider that, in this stance, when the upload of the resources occurs, terms and conditions revolving
around the licenses and the requirements related to data sharing and data protection should be
immediately displayed and accepted by the provider. For example, one of the main requirements to be
accepted for the uploading is agreeing that the resources will be visible to users of the Repository.

Defining the content of terms and conditions at the moment of the upload raises two different issues.

1) When the resource consists of a dataset, the liability in case of hon-compliance is determined
according to the existing norms in matters of data protection (General Data Protection
Regulation, reg. 2016/679%'%) and data sharing (Data Governance Act, reg. 2022/868%). It
seems therefore useful to dive specifically in the allocation of liability between providers and
the VHT legal entity.

2) When the resource is a creative work, it is necessary to define if the work is released under a
license and, if so, which kind of license. In this respect, solutions for the governance of the
Repository may be various. Providers could be asked to define if their work is being uploaded
under a specific license. However, this solution could present some criticalities in terms of

218 hitps://eur-lex.europa.eu/eli/req/2016/679/0j
219 hitps://eur-lex.europa.eu/eli/req/2022/868/0j
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management of the resources in the Repository. For this reason, it should be taken into account
that the legal entity responsible for the VHT Infrastructure could propose a set of various
licenses to all third parties, which guarantees the same rights of use of the uploaded resources
to users.

A full analysis of all legal aspects related to the VHT in the broadest sense (not only its governance) is
provided in PART 4.

17.3.2 Data protection

The resources present in the Repository and its Catalogue can contain both personal and non-personal
data. In this regard, it seems useful to specify that the following considerations will apply only to
datasets where personal information can be visible to users.

To the present state of the art, it is not possible to assess the role of the VHT legal entity in the
management of the Repository and its Catalogue since solutions may vary according to the specific
purposes and modalities of the data processing. Nonetheless, it seems that Providers and the VHT legal
entity might have different liability regimes. Anyhow these aspects will be determined in the contract
between the VHT legal entity and the Provider.

Considering the future development of the VHT’s cloud-based federated Repository, its Catalogue and
the modes of discovery, the paragraphs below will focus mainly on the general obligations defined by
reg. 2016/679 for the licit processing of personal data by active subjects of processing.

Principles

According to GDPR (reg. 2016/679), data controllers must process data in compliance with the
principles defined by Art. 5 GDPR. In particular, processing needs to be adequate, relevant, and limited
to what is necessary in relation to the purposes for which they are processed; the data controller must
guarantee the update of data and their accuracy; personal data must be stored only for the necessary
period and criteria for the definition of such period need to be provided. Overall, the data controller is
responsible for compliance with the mentioned principles and is able to demonstrate it.

Legitimate Basis for Data Processing

Data can only be processed by the data controller where there is a legitimate basis under Art. 6 and 9
GDPR. Considering the purposes of scientific research (art. 9 lett. J), GDPR should be considered
applicable for the processing occurring in the Repository and its catalogue. In this respect, one of the
major criticalities to be taken into account consists in the fragmentation of conditions at the national
level. According to Art. 89 GDPR, indeed, Member States can define more requirements for the
legitimate processing of data for scientific research purposes.

Security Measures

Chapter IV, Section Il of GDPR provides for the security measures that the data controller must adopt
when processing personal data. Specifically, “taking into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons”, the controller needs to take
appropriate technical and organizational measures to ensure an appropriate level of security. As a mere
exemplification, the data controller can pseudonymize and encrypt personal data in a way that
guarantees the appropriate safeguards for the data subject’s rights. In assessing the appropriate level of
security, account shall be taken in particular of the risks that are presented by processing, especially
from accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to
personal data processed.

Data Protection Impact Assessment

Considering the sensitive nature of data provided through the datasets, the data controller must conduct
a Data Protection Impact Assessment (DPIA) according to Art. 36 GDPR. The DPIA must contain at
least “a systematic description of the envisaged processing operations and the purposes of the
processing [...]; an assessment of the necessity and proportionality of the processing operations in
relation to the purposes; an assessment of the risks to the rights and freedoms of data subjects”.
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Moreover, the data controller must provide for the measures adopted to avoid risks to the protection of
personal data and the compliance with principles and obligations deriving from GDPR.

Privacy Policy

When processing data, the data controller is also obliged to provide to both the users and providers a
privacy policy according to Art. 13 GDPR, defining the contents and limits of the pursued processing
of personal data. It should define the identity and the contact details of the controller; the contact details
of the DPO; the purposes of the processing for which the personal data are intended as well as the legal
basis for the processing; the recipients or categories of recipients of the personal data; the fact that the
controller may intend to transfer personal data to a third Country, and it is compliant with Chapter V
GDPR. Moreover, the rights of the data subject should be highlighted as well as the period for which
the personal data will be stored, or the criteria used to determine that period.

If personal data are being uploaded by a natural person different from the data subject, a legal person
or a public entity, the contents of the privacy policy provided to data subjects need to be compliant with
Art. 14 GDPR.

Active Subjects of Processing

The data controller can delegate the processing of personal data to data processors, according to Article
28 GDPR. The data processor provides “sufficient guarantees to implement appropriate technical and
organisational measures in such a manner that processing will meet the requirements of this Regulation
and ensure the protection of the rights of the data subject”. The processing conducted by the data
processor needs to be described in a written contract or other legal act according to national or European
law, that “is binding on the processor with regard to the controller and that sets out the subject-matter
and duration of the processing, the nature and purpose of the processing, the type of personal data and
categories of data subjects and the obligations and rights of the controller”.

It is important to specify that, when the data processor does not comply with the conditions defined by
the contract and, as a consequence, determines purposes and means of processing, they will be
considered data controllers.

17.3.3 Data sharing

The Repository and its Catalogue are aimed at sharing resources with the users and among providers.
Considering specifically the case of data being shared through datasets, the present paragraph is
intended to focus mainly on the legal conditions set by the Data Governance Act (reg. 2022/868).
However, it seems useful to premise that other European regulations may be applicable in the future
due to the specificity of the data processed. In particular, the European Health Data Space
(COM/2022/197 final??®) will provide specific rules on sharing health data among data holders and data
users for uses different from healthcare. Therefore, the following considerations are presented taking
into account the developing legal framework at the European level.

Data Governance Act and General Data Protection Regulation

With specific regard to the purposes of the Repository and its Catalogue, Data Governance Act (DGA)
aims at facilitating the sharing of data among data subjects and data users. In this respect, it is relevant
to consider that DGA is not intended to derogate to provisions contained in GDPR. Consequently,
personal data must be shared only in compliance with the data protection requirements, in particular in
the presence of a legitimate basis

Data Altruism

DGA introduces the “data altruism” mechanism, consisting in the “the voluntary sharing of data on the
basis of the consent of data subjects to process personal data pertaining to them [...] without seeking
or receiving a reward that goes beyond compensation related to the costs that they incur where they
make their data available for objectives of general interest as provided for in national law [...] such as
healthcare [...] or scientific research purposes in the general interest”. Such a mechanism could be
pursued by either recurring to data altruism organisations or using the European data altruism consent

220 https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CEL EX%3A52022PC0197
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form. In particular, when data is being shared directly by the data subject, consent could be collected
through the form itself, as defined by Art. 25 reg. 2022/868. The form is made available by the European
Commission in a uniform format, such that it should contribute to the consistent collection of consents
across the Member States. It can be customised according to the specific sector of healthcare and
prevention, and it guarantees that data subjects can give and withdraw consent from a specific data
processing operation.

17.3.4 Licenses for utilization of resources

As due premises, it is relevant to consider that when providers make algorithms and software visible
and possibly available, Dir. 2009/24/EC on the legal protection of computer programs is applicable.
Except for the cases in which industrial law, with special regard to patents, needs to be taken into
account, resources can be covered by copyright law. Providers will indeed be asked to specify the
modalities in which economic rights related to their work will be transmitted through licenses. Hence,
governance of the resources uploaded by providers could vary according to the level of permission to
use their resources. In this respect, an alternative solution could consist of VHT providing the terms and
conditions for a general license to be accepted by the providers in order to share their resources. It is
relevant to consider that licenses can take on various forms according to the will of the parties. However,
in the scientific literature, a general tripartition is offered in order to give a satisfactory overview of
licenses:

e The Proprietary Model: it is based on the rights and conditions directly provided by the law.
At the European level, the matter is regulated by both Dir. 2001/29/EC on the harmonisation of
certain aspects of copyright and related rights in the information society and, more specifically,
Dir. 2009/24/EC on the legal protection of computer programs. This license model guarantees
that the holder of economic rights to the work has an exclusive right to use it in any form or
manner for economic gain. The holder can authorize other people to use the work, but such
authorization precludes any kind of modification or access to the source code, except for
interoperability reasons.

e The Open-Source Model: generally, when the work is intended to be open source, it does not
need to be protected by licenses. However, there may be specific elements that need to be
guaranteed for the resource to be kept accessible and usable to the public. In this case, licenses
could guarantee that the source code is accessible to the licensee, who can freely study it,
modify it and share their own model with others, with the obligation of putting the same open-
source license on the modified copies (copyleft clause).

e The Open Access Model: it allows the holder of economic rights to define more freely the
conditions of use and modification of their work by licensees. A variety of clauses have been
produced for the definition of the level of protection of economic rights according to this model.
The holder of economic rights to the software can allow others to create copies and give credits
to them; they can allow or restrict the possibility of accessing the source code and modifying
the software; they can oblige the licensee to put the same kind of license on the modified copies.
One general example of this category is the Creative Commons, which allows six different
types of licenses according to the level of protection of the economic rights intended??.

In any case, the user will have access to the resources provided by the third parties only when accepting
the terms and conditions defined by the provider. The VHT Infrastructure will impose an obligation to
display such conditions at the moment of the sharing.

221 hitps://creativecommons.org/share-your-work/cclicenses/
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18 Simulation platform — the basis

The requirements and proposals listed in this chapter and the next are the results of a multi-faceted
approach followed in the EDITH-CSA project. Initially, the fundamental, universal requirements
gleaned from other research platforms were examined. These requirements were not tied to a specific
research field, they were related to tools generally beneficial in the research community. Subsequently,
the obtained considerations were aligned with prevailing standards in the VHT’s areas of interest.
Finally, pre-defined EDITH use cases (table below) as w